Scan Report

May 26, 2017

Summary

This document reports on the results of an automatic security scan. All dates are dis-
played using the timezone “Coordinated Universal Time”, which is abbreviated “UTC”. The
task was “DVL”. The scan started at Fri May 26 13:20:06 2017 UTC and ended at Fri May
26 14:06:43 2017 UTC. The report first summarises the results found. Then, for each host,
the report describes every issue found. Please consider the advice given in each description,
in order to rectify the issue.
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1 Result Overview

Host High | Medium | Low | Log | False Positive
192.168.27.45 | 490 273 24 84 0
Total: 1 490 | 273 24 84 |0

Vendor security updates are not trusted.

Overrides are on. When a result has an override, this report uses the threat of the override.
Information on overrides is included in the report.

Notes are included in the report.

This report might not show details of all issues that were found.

This report contains all 871 results selected by the filtering described above. Before filtering
there were 871 results.

1.1 Host Authentications

Host Protocol | Result | Port/User
192.168.27.45 | SSH Success | Protocol SSH, Port 22, User root

2 Results per Host

2.1 192.168.27.45

Host scan start  Fri May 26 13:20:22 2017 UTC
Host scan end  Fri May 26 14:06:43 2017 UTC

Service (Port) Threat Level
general /tcp High

22 /tcp High
80/tcp High
general /tcp Medium
22 /tcp Medium
631/tcp Medium
80 /tcp Medium
5432 /tcp Medium
general /tcp Low

22 /tcp Low

80 /tcp Low
general /tcp Log
6001 /tcp Log
69/udp Log

22 /tcp Log

... (continues) . ..
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... (continued) ...
Service (Port) Threat Level
5801 /tcp Log
3306 /tcp Log
5901 /tcp Log
general /icmp Log
631/tcp Log
5001 /tcp Log
80/tcp Log
6000/tcp Log
general /CPE-T | Log

2.1.1 High general/tcp

High (CVSS: 9.3)

NVT: Adobe Acrobat and Reader PDF Handling Code Execution Vulnerability (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader and is prone to remote code execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to execute arbitrary code by tricking a user into opening
a PDF file embedding a malicious Flash animation and bypass intended sandbox restrictions
allowing cross-domain requests.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Reader version 9.3.1 or 8.2.1 or later. For updates refer to
http://www.adobe.com

Affected Software/OS
Adobe Reader version 8.x before 8.2.1 and 9.x before 9.3.1 on Linux.

Vulnerability Insight

Flaw is caused by a memory corruption error in the ’authplay.dll’ module when processing
malformed Flash data within a PDF document and some unspecified error.

...continues on next page ...
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...continued from previous page ...

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Acrobat and Reader PDF Handling Code Execution Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.902129

Version used: $Revision: 5394 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2010-0188, CVE-2010-0186
BID:38195, 38198

Other:

URL:http://xforce.iss.net/xforce/xfdb/56297
URL:http://www.vupen.com/english/advisories/2010/0399
URL:http://securitytracker.com/alerts/2010/Feb/1023601.html
URL:http://wuw.adobe.com/support/security/bulletins/apsb10-07.html

High (CVSS: 9.3)

NVT: Adobe Acrobat and Reader PDF Handling Code Execution Vulnerability (Mac OS X)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader/Acrobat and is prone to remote code execution vul-
nerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to execute arbitrary code by tricking a user into opening
a PDF file embedding a malicious Flash animation and bypass intended sandbox restrictions
allowing cross-domain requests.

Impact Level: System/Application

Solution
Solution type: VendorFix

...continues on next page ...
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...continued from previous page ...

Upgrade to Adobe Reader/Acrobat version 9.3.1 or 8.2.1 or later. For updates refer to
http://www.adobe.com

Affected Software/OS
Adobe Reader version &.x before 8.2.1 and 9.x before 9.3.1 on Mac OS X. Adobe Acrobat version
8.x before 8.2.1 and 9.x before 9.3.1 on Mac OS X

Vulnerability Insight
Flaw is caused by a memory corruption error in the ’authplay.dll’ module when processing
malformed Flash data within a PDF document and some unspecified error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Acrobat and Reader PDF Handling Code Execution Vulnerability (Mac 0S
0OID:1.3.6.1.4.1.25623.1.0.804267

Version used: $Revision: 2482 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2010-0188, CVE-2010-0186
BID:38195, 38198

Other:

URL:http://xforce.iss.net/xforce/xfdb/56297
URL:http://www.vupen.com/english/advisories/2010/0399
URL:http://securitytracker.com/alerts/2010/Feb/1023601.html
URL:http://wuw.adobe.com/support/security/bulletins/apsb10-07.html

High (CVSS: 9.3)

NVT: Adobe Acrobat and Reader PDF Handling Code Execution Vulnerability (Windows)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader/Acrobat and is prone to remote code execution vul-
nerability.

Vulnerability Detection Result

...continues on next page ...

X)
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...continued from previous page ...
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to execute arbitrary code by tricking a user into opening
a PDF file embedding a malicious Flash animation and bypass intended sandbox restrictions
allowing cross-domain requests.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Reader/Acrobat version 9.3.1 or 8.2.1 or later. For updates refer to
http://www.adobe.com

Affected Software/OS
Adobe Reader version 8.x before 8.2.1 and 9.x before 9.3.1 Adobe Acrobat version 8.x before
8.2.1 and 9.x before 9.3.1

Vulnerability Insight
Flaw is caused by a memory corruption error in the ’authplay.dll’ module when processing
malformed Flash data within a PDF document and some unspecified error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Acrobat and Reader PDF Handling Code Execution Vulnerability (Windows)
0OID:1.3.6.1.4.1.25623.1.0.902128
Version used: $Revision: 5394 §$

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2010-0188, CVE-2010-0186
BID:38195, 38198

Other:

URL:http://xforce.iss.net/xforce/xfdb/56297
URL:http://www.vupen.com/english/advisories/2010/0399
URL:http://securitytracker.com/alerts/2010/Feb/1023601.html
URL:http://www.adobe.com/support/security/bulletins/apsb10-07.html

High (CVSS: 9.3)

NVT: Adobe Acrobat and Reader SING ’uniqueName’ Buffer Overflow Vulnerability (Linux)

Product detection result
cpe:/a:adobe:acrobat_reader:7.0.5
‘ ...continues on next page ...
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...continued from previous page ...

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader and is prone to buffer overflow vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to crash an affected application or execute arbitrary
code by tricking a user into opening a specially crafted PDF document.

Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to Adobe Reader version 9.4, For updates refer to http://www.adobe.com

Affected Software/OS
Adobe Reader version 9.3.4 and prior.

Vulnerability Insight
The flaw is due to a boundary error within ’CoolType.dll’ when processing the 'uniqueName’
entry of SING tables in fonts.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Acrobat and Reader SING ’uniqueName’ Buffer Overflow Vulnerability (I
0OID:1.3.6.1.4.1.25623.1.0.801516

Version used: $Revision: 5263 $

linux)

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2010-2883

BID:43057

Other:
URL:http://secunia.com/advisories/41340
URL:http://www.adobe.com/support/security/advisories/apsal0-02.html
URL:http://blog.metasploit.com/2010/09/return-of-unpublished-adobe.html
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High (CVSS: 9.3)

NVT: Adobe Acrobat and Reader SING "uniqueName’ Buffer Overflow Vulnerability (Windows)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader/Acrobat and is prone to buffer overflow vulnerability

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to crash an affected application or execute arbitrary
code by tricking a user into opening a specially crafted PDF document.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to Adobe Reader/Adobe Acrobat version 9.4 or later. For updates refer
http:/ /www.adobe.com/downloads/

Affected Software/OS
Adobe Reader version 9.3.4 and prior. Adobe Acrobat version 9.3.4 and prior on windows.

Vulnerability Insight
The flaw is due to a boundary error within ’CoolType.dll’ when processing the 'uniqueName’
entry of SING tables in fonts.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Acrobat and Reader SING ’uniqueName’ Buffer Overflow Vulnerability (§
—..
0OID:1.3.6.1.4.1.25623.1.0.801515
Version used: $Revision: 5263 §$

{indo.

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2010-2883
BID:43057

...continues on next page ...
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...continued from previous page ...

Other:
URL:http://secunia.com/advisories/41340
URL:http://www.adobe.com/support/security/advisories/apsal0-02.html
URL:http://blog.metasploit.com/2010/09/return-of-unpublished-adobe.html

High (CVSS: 9.3)

NVT: Adobe Flash Player 9.0.115.0 and earlier vulnerability (Linux)

Summary
The remote host is probably affected by the vulnerabilities described in CVE-2007-5275, CVE-
2007-6019, CVE-2007-6243, CVE-2007-6637, CVE-2008-1654, CVE-2008-1655

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

CVE 2007-5275 The Adobe Macromedia Flash 9 plug-in allows remote attackers to cause a victim
machine to establish TCP sessions with arbitrary hosts via a Flash (SWF) movie, related to lack
of pinning of a hostname to a single IP address after receiving an allow-access-from element in a
cross-domain-policy XML document, and the availability of a Flash Socket class that does not
use the browser’s DNS pins, aka DNS rebinding attacks, a different issue than CVE-2002-1467
and CVE-2007-4324. CVE 2007-6019 Adobe Flash Player 9.0.115.0 and earlier, and 8.0.39.0 and
earlier, allows remote attackers to execute arbitrary code via an SWF file with a modified De-
clareFunction2 Actionscript tag, which prevents an object from being instantiated properly. CVE
2007-6243 Adobe Flash Player 9.x up to 9.0.48.0, 8.x up to 8.0.35.0, and 7.x up to 7.0.70.0 does
not sufficiently restrict the interpretation and usage of cross-domain policy files, which makes it
easier for remote attackers to conduct cross-domain and cross-site scripting (XSS) attacks. CVE
2007-6637 Multiple cross-site scripting (XSS) vulnerabilities in Adobe Flash Player allow remote
attackers to inject arbitrary web script or HTML via a crafted SWF file, related to 'pre-generated
SWF files’” and Adobe Dreamweaver CS3 or Adobe Acrobat Connect. NOTE: the asfunction:
vector is already covered by CVE-2007-6244.1. CVE 2008-1654 Interaction error between Adobe
Flash and multiple Universal Plug and Play (UPnP) services allow remote attackers to perform
Cross-Site Request Forgery (CSRF) style attacks by using the Flash navigateToURL function to
send a SOAP message to a UPnP control point, as demonstrated by changing the primary DNS
server. CVE 2008-1655 Unspecified vulnerability in Adobe Flash Player 9.0.115.0 and earlier,
and 8.0.39.0 and earlier, makes it easier for remote attackers to conduct DNS rebinding attacks
via unknown vectors.

Solution
All Adobe Flash Player users should upgrade to the latest version:

Vulnerability Detection Method

Details:Adobe Flash Player 9.0.115.0 and earlier vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.90018

Version used: $Revision: 5661 $

References
...continues on next page ...
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...continued from previous page ...

CVE: CVE-2007-5275, CVE-2007-6019, CVE-2007-6243, CVE-2007-6637, CVE-2008-1654,
—CVE-2008-1655
BID:28697, 28696, 27034, 26966, 28694, 26930

High (CVSS: 9.3)

NVT: Adobe Flash Player Arbitrary Code Execution Vulnerability (Linux)

Summary
This host has Adobe flash Player installed, and is prone to code execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to corrupt memory and execute arbitrary code on the
system with elevated privileges.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade adobe flash player to version 10.2.159.1 or later, Update Adobe Reader/Acrobat to
version 9.4.4 or 10.0.3 or later, For updates refer to http://www.adobe.com

Affected Software/OS
Adobe Flash Player version 10.2.153.1 and prior on Linux

Vulnerability Insight
The flaw is due to an error in handling ’'SWEF” file in adobe flash player, which allows attackers
to execute arbitrary code or cause a denial of service via crafted flash content.

Vulnerability Detection Method

Details:Adobe Flash Player Arbitrary Code Execution Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.801922

Version used: $Revision: 5424 $

References

CVE: CVE-2011-0611
BID:47314

Other:

URL:https://www.kb.cert.org/vuls/id/230057
URL:http://www.adobe.com/support/security/advisories/apsall1-02.html
URL:http://blogs.adobe.com/psirt/2011/04/security-advisory-for-adobe-flash-pl

<—rayer-adobe-reader-and-acrobat-apsall-02.html
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High (CVSS: 9.3)

NVT: Adobe Flash Player Arbitrary Code Execution Vulnerability (Linux)

Summary
This host has Adobe flash Player installed, and is prone to code execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to corrupt memory and execute arbitrary code on the
system with elevated privileges.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade adobe flash player to version 10.2.159.1 or later, Update Adobe Reader/Acrobat to
version 9.4.4 or 10.0.3 or later, For updates refer to http://www.adobe.com

Affected Software/OS
Adobe Flash Player version 10.2.153.1 and prior on Linux

Vulnerability Insight
The flaw is due to an error in handling ’'SWEF” file in adobe flash player, which allows attackers
to execute arbitrary code or cause a denial of service via crafted flash content.

Vulnerability Detection Method

Details:Adobe Flash Player Arbitrary Code Execution Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.801922

Version used: $Revision: 5424 $

References

CVE: CVE-2011-0611
BID:47314

Other:

URL:https://www.kb.cert.org/vuls/id/230057
URL:http://www.adobe.com/support/security/advisories/apsall1-02.html
URL:http://blogs.adobe.com/psirt/2011/04/security-advisory-for-adobe-flash-pl

—rayer-adobe-reader-and-acrobat-apsall-02.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Arbitrary Code Execution Vulnerability - 01 Feb14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

...continues on next page ...
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...continued from previous page ...

Summary
This host is installed with Adobe Flash Player and is prone to arbitrary code execution vulner-
ability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow attackers to, execute arbitrary code and cause buffer overflow.
Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.336 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player versions before 11.2.202.336 on Linux

Vulnerability Insight
Flaw is due to an integer underflow condition that is triggered as unspecified user-supplied input
is not, properly validated.

Vulnerability Detection Method
Get the installed version with the help of detect NVT and check the version is vulnerable or not.

Details:Adobe Flash Player Arbitrary Code Execution Vulnerability - 01 Feb14 (Linux

0OID:1.3.6.1.4.1.25623.1.0.804087
Version used: $Revision: 3521 $

X

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0497
BID:65327

Other:

URL:http://secunia.com/advisories/56737
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-04.html
URL:http://krebsonsecurity.com/2014/02/adobe-pushes-fix-for-flash-zero-day-at

—tack

~—
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High (CVSS: 10.0)

NVT: Adobe Flash Player Arbitrary Code Execution Vulnerability - 01 Feb14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to arbitrary code execution vulner-
ability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow attackers to, execute arbitrary code and cause buffer overflow.
Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.336 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player versions before 11.2.202.336 on Linux

Vulnerability Insight
Flaw is due to an integer underflow condition that is triggered as unspecified user-supplied input
is not properly validated.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Arbitrary Code Execution Vulnerability - 01 Febl4 (Linug
0OID:1.3.6.1.4.1.25623.1.0.804087

Version used: $Revision: 3521 §

£)

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0497
BID:65327

Other:

...continues on next page ...
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...continued from previous page ...

URL:http://secunia.com/advisories/56737
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-04.html
URL:http://krebsonsecurity.com/2014/02/adobe-pushes-fix-for-flash-zero-day-at

—tack

High (CVSS: 10.0)

NVT: Adobe Flash Player Buffer Overflow Vulnerability (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to buffer overflow vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause denial of
service condition. Impact Level: System/Application

Solution
Solution type: VendorFix

Affected Software/OS

Adobe Flash Player version before 10.3.183.50, 11.x before 11.2.202.261 on Linux

Update to Adobe Flash Player version 10.3.183.50 or 11.2.202.261 or later, For updates refer to
http://get.adobe.com /flashplayer

Vulnerability Insight
An integer overflow error within flash.display.BitmapData()’, which can be exploited to cause a
heap-based buffer overflow.

Vulnerability Detection Method

Details:Adobe Flash Player Buffer Overflow Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803154

Version used: $Revision: 3556 $

References

CVE: CVE-2013-0630

BID:57184

Other:
URL:http://secunia.com/advisories/51771
URL:http://securitytracker.com/id?71027950
URL:http://www.adobe.com/support/security/bulletins/apsb13-01.html

...continues on next page ...
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‘ ...continued from previous page ... ‘

High (CVSS: 10.0)

Adobe Flash Player Buffer Overflow Vulnerability (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to buffer overflow vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause denial of
service condition. Impact Level: System/Application

Solution
Solution type: VendorFix

Affected Software/OS

Adobe Flash Player version before 10.3.183.50, 11.x before 11.2.202.261 on Linux

Update to Adobe Flash Player version 10.3.183.50 or 11.2.202.261 or later, For updates refer to
http://get.adobe.com/flashplayer

Vulnerability Insight
An integer overflow error within ’flash.display.BitmapData()’, which can be exploited to cause a
heap-based buffer overflow.

Vulnerability Detection Method

Details:Adobe Flash Player Buffer Overflow Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803154

Version used: $Revision: 3556 $

References
CVE: CVE-2013-0630
BID:57184
Other:
URL:http://secunia.com/advisories/51771
URL:http://securitytracker.com/id?71027950
URL:http://wuw.adobe.com/support/security/bulletins/apsb13-01.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Buffer Overflow Vulnerability - Aprl4 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

...continues on next page ...
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Summary
This host is installed with Adobe Flash Player and is prone to buffer overflow vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to execute arbitrary code and cause a buffer overflow,
resulting in a denial of service condition.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.356 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.356 on Linux

Vulnerability Insight
Flaw is due to an improper validation of user-supplied input to the pixel bender component.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Buffer Overflow Vulnerability - Apri14 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804561

Version used: $Revision: 3521 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0515

BID:67092

Other:
URL:http://secpod.org/blog/7p=2577
URL:http://www.securelist.com/en/blog/8212
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-13.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Buffer Overflow Vulnerability - Aprl4 (Linux)

| ...continues on next page ...
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Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to buffer overflow vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to execute arbitrary code and cause a buffer overflow,
resulting in a denial of service condition.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.356 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.356 on Linux

Vulnerability Insight
Flaw is due to an improper validation of user-supplied input to the pixel bender component.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Buffer Overflow Vulnerability - Apri14 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804561

Version used: $Revision: 3521 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0515

BID:67092

Other:
URL:http://secpod.org/blog/7p=2577
URL:http://www.securelist.com/en/blog/8212
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-13.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Code Execution and DoS Vulnerabilities (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to code execution and denial of
service vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unknown vectors. Impact Level: System /Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.18 or 11.2.202.228 or later, For updates refer to
http://get.adobe.com /flashplayer/

Affected Software/OS
Adobe Flash Player version prior to 10.3.183.18 and 11.x to 11.1.102.63 on Linux

Vulnerability Insight
The flaws are due to an unspecified error within the NetStream class.

Vulnerability Detection Method

Details:Adobe Flash Player Code Execution and DoS Vulnerabilities (Linux)
0OID:1.3.6.1.4.1.25623.1.0.903015

Version used: $Revision: 5950 $

References

CVE: CVE-2012-0772, CVE-2012-0773, CVE-2012-0724, CVE-2012-0725

BID:52748, 52916, 52914

Other:
URL:http://secunia.com/advisories/48623/
URL:http://wuw.securitytracker.com/id/1026859
URL:http://www.adobe.com/support/security/bulletins/apsb12-07 .html

High (CVSS: 10.0)

NVT: Adobe Flash Player Code Execution and DoS Vulnerabilities (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to code execution and denial of
service vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.
...continues on next page ...
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Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unknown vectors. Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.18 or 11.2.202.228 or later, For updates refer to
http://get.adobe.com/flashplayer/

Affected Software/OS
Adobe Flash Player version prior to 10.3.183.18 and 11.x to 11.1.102.63 on Linux

Vulnerability Insight
The flaws are due to an unspecified error within the NetStream class.

Vulnerability Detection Method

Details:Adobe Flash Player Code Execution and DoS Vulnerabilities (Linux)
0ID:1.3.6.1.4.1.25623.1.0.903015

Version used: $Revision: 5950 $

References

CVE: CVE-2012-0772, CVE-2012-0773, CVE-2012-0724, CVE-2012-0725

BID:52748, 52916, 52914

Other:
URL:http://secunia.com/advisories/48623/
URL:http://www.securitytracker.com/id/1026859
URL:http://www.adobe.com/support/security/bulletins/apsb12-07.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Code Execution and DoS Vulnerabilities Nov13 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to remote code execution and denial
of service vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
...continues on next page ...




2 RESULTS PER HOST 21
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Successful exploitation will allow attackers to execute arbitrary code, cause denial of service
(memory corruption) and compromise a user’s system.
Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.327 or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.327 on Linux

Vulnerability Insight
Flaws are due to unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Code Execution and DoS Vulnerabilities Nov13 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804147

Version used: $Revision: 3556 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2013-5329, CVE-2013-5330

BID:63680, 63680

Other:
URL:http://secunia.com/advisories/55527
URL:http://www.adobe.com/support/security/bulletins/apsb13-26.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Code Execution and DoS Vulnerabilities Nov13 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary

This host is installed with Adobe Flash Player and is prone to remote code execution and denial
of service vulnerabilities.

...continues on next page ...
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Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to execute arbitrary code, cause denial of service
(memory corruption) and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.327 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.327 on Linux

Vulnerability Insight
Flaws are due to unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Code Execution and DoS Vulnerabilities Nov13 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.804147

Version used: $Revision: 3556 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2013-5329, CVE-2013-5330
BID:63680, 63680
Other:
URL:http://secunia.com/advisories/55527
URL:http://wuw.adobe.com/support/security/bulletins/apsb13-26.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Font Parsing Code Execution Vulnerability - (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to unspecified code execution vul-
nerability.

...continues on next page ...
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Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause the application to
crash and take control of the affected system. Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.238 or later, For details refer,
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version 11.2.202.236 and prior on Linux

Vulnerability Insight
An unspecified error occurs when handling SWF content in a word document. This may allow a
context-dependent attacker to execute arbitrary code.

Vulnerability Detection Method

Details:Adobe Flash Player Font Parsing Code Execution Vulnerability - (Linux)
0OID:1.3.6.1.4.1.25623.1.0.802941

Version used: $Revision: 5940 $

References

CVE: CVE-2012-1535

BID:55009

Other:
URL:http://secunia.com/advisories/50285/
URL:http://www.adobe.com/support/security/bulletins/apsb12-18.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Font Parsing Code Execution Vulnerability - (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to unspecified code execution vul-
nerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause the application to
crash and take control of the affected system. Impact Level: System/Application

Solution
...continues on next page ...
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Solution type: VendorFix
Upgrade to Adobe Flash Player version 11.2.202.238 or later, For details refer,
http://www.adobe.com /downloads/

Affected Software/OS
Adobe Flash Player version 11.2.202.236 and prior on Linux

Vulnerability Insight
An unspecified error occurs when handling SWF content in a word document. This may allow a
context-dependent attacker to execute arbitrary code.

Vulnerability Detection Method

Details:Adobe Flash Player Font Parsing Code Execution Vulnerability - (Linux)
0ID:1.3.6.1.4.1.25623.1.0.802941

Version used: $Revision: 5940 $

References

CVE: CVE-2012-1535

BID:55009

Other:
URL:http://secunia.com/advisories/50285/
URL:http://www.adobe.com/support/security/bulletins/apsb12-18.html

High (CVSS: 9.3)

NVT: Adobe Flash Player for Linux SWF Processing Vulnerability

Summary
This host has Adobe Flash Player installed and is prone to Shockwave Flash (SWF) Processing
vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful attack could result in execution of arbitrary code on the remote affected system.
Impact Level: System

Solution
Upgrade to Adobe Flash Player 9.0.152.0 or 10.0.15.3, http://www.adobe.com/downloads

Affected Software/OS
Adobe Flash Player prior to 9.0.152.0/10.0.15.3 on Linux.

Vulnerability Insight
The issue is due to the way Flash Player handles the SWF files.

...continues on next page ...
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Vulnerability Detection Method

Details:Adobe Flash Player for Linux SWF Processing Vulnerability
0ID:1.3.6.1.4.1.25623.1.0.800087

Version used: $Revision: 4218 $

References

CVE: CVE-2008-5499

Other:
URL:http://wuw.adobe.com/support/security/bulletins/apsb08-24.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Improper FLV Parsing Vulnerability Junel) (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to unspecified vulnerability.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.468

Impact

Successful exploitation will allow remote attacker to downloaded a malicious flash file and create
a back door results in taking complete control over the victim’s system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.468 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player versions before 11.2.202.468 on Linux.

Vulnerability Insight
Flaw is due to improper parsing of Flash Video (FLV) files by Adobe Flash Player.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Improper FLV Parsing Vulnerability Junel5 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.805804

...continues on next page ...
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Version used: $Revision: 2582 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-3113
Other:

URL:https://krebsonsecurity.com/tag/cve-2015-3113
URL:https://helpx.adobe.com/security/products/flash-player/apsb15-14.html
URL:http://securityaffairs.co/wordpress/38044/cyber-crime/adobe-fixed-cve-201

<—5-3113.html
URL:https://www.fireeye.com/blog/threat-research/2015/06/operation-clandestin
<—+e-wolf-adobe-flash-zero-day.html
URL:http://blog.trendmicro.com/trendlabs-security-intelligence/adobe-issues-e
—mergency-patch-for-flash-zero-day

High (CVSS: 10.0)

NVT: Adobe Flash Player Improper FLV Parsing Vulnerability Junel) (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to unspecified vulnerability.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.468

Impact

Successful exploitation will allow remote attacker to downloaded a malicious flash file and create
a back door results in taking complete control over the victim’s system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.468 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS

...continues on next page ...
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Adobe Flash Player versions before 11.2.202.468 on Linux.

Vulnerability Insight
Flaw is due to improper parsing of Flash Video (FLV) files by Adobe Flash Player.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Improper FLV Parsing Vulnerability Junelb (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805804

Version used: $Revision: 2582 §$

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-3113
Other:

URL:https://krebsonsecurity.com/tag/cve-2015-3113
URL:https://helpx.adobe.com/security/products/flash-player/apsb15-14.html
URL:http://securityaffairs.co/wordpress/38044/cyber-crime/adobe-fixed-cve-201

«+5-3113.html
URL:https://www.fireeye.com/blog/threat-research/2015/06/operation-clandestin
—e-wolf-adobe-flash-zero-day.html
URL:http://blog.trendmicro.com/trendlabs-security-intelligence/adobe-issues-e
—mergency-patch-for-flash-zero-day

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Security Bypass Vulnerabilities (Linux)

Summary
This host has Adobe Flash Player installed and is prone to multiple security bypass vulnerabili-
ties.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful attack could allow malicious people to bypass certain security restrictions or manip-
ulate certain data. Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to Adobe Flash Player 10.0.12.36 http://www.adobe.com/downloads/

...continues on next page ...
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Affected Software/OS
Adobe Flash Player 9.x - 9.0.124.0 on Linux

Vulnerability Insight

The flaws are due to, - a design error in the application that allows access to the system’s camera
and microphone by tricking the user into clicking Flash Player access control dialogs disguised
as normal graphical elements. - FileReference.browse() and FileReference.download() methods
which can be called without user interaction and can potentially be used to trick a user into
downloading or uploading files.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Security Bypass Vulnerabilities (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800028

Version used: $Revision: 4218 $

References

CVE: CVE-2007-6243, CVE-2008-3873, CVE-2007-4324, CVE-2008-4401, CVE-2008-4503
BID:31117

Other:

URL:http://secunia.com/advisories/32163/
URL:http://wuw.adobe.com/support/security/bulletins/apsb08-18.html
URL:http://www.adobe.com/support/security/advisories/apsa08-08.html
URL:http://blogs.adobe.com/psirt/2008/10/clickjacking_security_advisory.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple unspecified vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service
via unknown vectors. Impact Level: Application/System

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 10.1.102.64 or later For details refer,
http:/ /www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version 10.1.85.3 and prior on Linux

...continues on next page ...
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Vulnerability Insight
The flaws are caused by unspecified errors, that can be exploited to execute arbitrary code or
cause a denial of service.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities (Linux)
0ID:1.3.6.1.4.1.25623.1.0.801630

Version used: $Revision: 5263 $

References
CVE: CVE-2010-3636, CVE-2010-3637, CVE-2010-3638, CVE-2010-3639, CVE-2010-3640,
—CVE-2010-3641, CVE-2010-3642, CVE-2010-3643, CVE-2010-3644, CVE-2010-3645, CVE
—-2010-3646, CVE-2010-3647, CVE-2010-3648, CVE-2010-3649, CVE-2010-3650, CVE-20
—10-3652
BID:44669
Other:
URL:http://secunia.com/advisories/41917
URL:http://wuw.adobe.com/support/security/bulletins/apsb10-26.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple unspecified vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service
via unknown vectors. Impact Level: Application/System

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 10.1.102.64 or later For details refer,
http://www.adobe.com /downloads/

Affected Software/OS
Adobe Flash Player version 10.1.85.3 and prior on Linux

Vulnerability Insight
The flaws are caused by unspecified errors, that can be exploited to execute arbitrary code or
cause a denial of service.

Vulnerability Detection Method
Details:Adobe Flash Player Multiple Vulnerabilities (Linux)
...continues on next page ...
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0OID:1.3.6.1.4.1.25623.1.0.801630
Version used: $Revision: 5263 $

References
CVE: CVE-2010-3636, CVE-2010-3637, CVE-2010-3638, CVE-2010-3639, CVE-2010-3640,
—CVE-2010-3641, CVE-2010-3642, CVE-2010-3643, CVE-2010-3644, CVE-2010-3645, CVE
<—-2010-3646, CVE-2010-3647, CVE-2010-3648, CVE-2010-3649, CVE-2010-3650, CVE-20
—10-3652
BID:44669
Other:
URL:http://secunia.com/advisories/41917
URL:http://www.adobe.com/support/security/bulletins/apsb10-26.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities (Linux) - Feb12

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code in the context of
the affected application or cause a denial of service condition. Impact Level: Application.

Solution
Upgrade to Adobe Flash Player version 10.3.183.15 or 11.1.102.62 or later, For updates refer to
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version before 10.3.183.15 Adobe Flash Player version 11.x through
11.1.102.55 on Linux

Vulnerability Insight

The flaws are due to, - A memory corruption error in ActiveX control - A type confusion memory
corruption error - An unspecified error related to MP4 parsing - Many unspecified erros which
allows to bypass certain security restrictions - Improper validation of user supplied input which
allows attackers to execute arbitrary HTML and script code in a user’s browser session

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities (Linux) - Febl2
0ID:1.3.6.1.4.1.25623.1.0.802804

Version used: $Revision: 5958 $

References
...continues on next page ...
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CVE: CVE-2012-0752, CVE-2012-0753, CVE-2012-0754, CVE-2012-0757, CVE-2012-0756,
—CVE-2012-0767
BID:52032, 52033, 52034, 51999, 52036, 52040
Other:

URL:http://secunia.com/advisories/48033
URL:http://securitytracker.com/id/1026694
URL:http://wuw.securelist.com/en/advisories/48033
URL:http://www.adobe.com/support/security/bulletins/apsb12-03.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities (Linux) - Feb12

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code in the context of
the affected application or cause a denial of service condition. Impact Level: Application.

Solution
Upgrade to Adobe Flash Player version 10.3.183.15 or 11.1.102.62 or later, For updates refer to
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version before 10.3.183.15 Adobe Flash Player version 11.x through
11.1.102.55 on Linux

Vulnerability Insight

The flaws are due to, - A memory corruption error in ActiveX control - A type confusion memory
corruption error - An unspecified error related to MP4 parsing - Many unspecified erros which
allows to bypass certain security restrictions - Improper validation of user supplied input which
allows attackers to execute arbitrary HTML and script code in a user’s browser session

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities (Linux) - Febl2
0ID:1.3.6.1.4.1.25623.1.0.802804

Version used: $Revision: 5958 $

References

CVE: CVE-2012-0752, CVE-2012-0753, CVE-2012-0754, CVE-2012-0757, CVE-2012-0756,
—CVE-2012-0767

BID:52032, 52033, 52034, 51999, 52036, 52040

Other:

...continues on next page ...
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URL:http://secunia.com/advisories/48033
URL:http://securitytracker.com/id/1026694
URL:http://www.securelist.com/en/advisories/48033
URL:http://www.adobe.com/support/security/bulletins/apsb12-03.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities (Linux) - Mar12

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to gain sensitive information or execute arbi-
trary code in the context of the affected application or cause a denial of service condition. Impact
Level: System/Application

Solution
Upgrade to Adobe Flash Player version 10.3.183.16 or 11.1.102.63 or later, For updates refer to
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version before 10.3.183.16 on Linux Adobe Flash Player version 11.x before
11.1.102.63 on Linux

Vulnerability Insight
The flaws are due to an integer errors and Unspecified error in Matrix3D component.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities (Linux) - Maril2
0OID:1.3.6.1.4.1.25623.1.0.802810

Version used: $Revision: 5931 §

References

CVE: CVE-2012-0769, CVE-2012-0768

BID:52299, 52297

Other:
URL:http://secunia.com/advisories/48281/
URL:http://wuw.adobe.com/support/security/bulletins/apsb12-05.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities (Linux) - Mar12

| ...continues on next page ... |
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Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to gain sensitive information or execute arbi-
trary code in the context of the affected application or cause a denial of service condition. Impact
Level: System/Application

Solution
Upgrade to Adobe Flash Player version 10.3.183.16 or 11.1.102.63 or later, For updates refer to
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version before 10.3.183.16 on Linux Adobe Flash Player version 11.x before
11.1.102.63 on Linux

Vulnerability Insight
The flaws are due to an integer errors and Unspecified error in Matrix3D component.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities (Linux) - Maril2
0ID:1.3.6.1.4.1.25623.1.0.802810

Version used: $Revision: 5931 §

References

CVE: CVE-2012-0769, CVE-2012-0768

BID:52299, 52297

Other:
URL:http://secunia.com/advisories/48281/
URL:http://www.adobe.com/support/security/bulletins/apsb12-05.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 Aprl5 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

...continues on next page ...
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Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.457

Impact

Successful exploitation will allow remote attackers to cause denial of service, execute arbitrary
code, bypass the ASLR protection mechanism via unspecified vectors and allow local users to
gain privileges .

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.457 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.457 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - Multiple unspecified use-after-free errors. - Multiple unspecified
double free vulnerabilities. - An overflow condition that is triggered as user-supplied input is not
properly validated. - Improper restriction of discovery of memory addresses.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 01 Apri15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805466

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-3044, CVE-2015-3043, CVE-2015-3042, CVE-2015-3041, CVE-2015-3040,
—CVE-2015-3039, CVE-2015-3038, CVE-2015-0360, CVE-2015-0359, CVE-2015-0357, CVE
—-2015-0356, CVE-2015-0355, CVE-2015-0354, CVE-2015-0353, CVE-2015-0352, CVE-20
<—15-0351, CVE-2015-0350, CVE-2015-0349, CVE-2015-0348, CVE-2015-0347, CVE-2015-
<0346, CVE-2015-0358
BID:74065, 74062, 74068, 74064, 74067, 74066, 74069
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-06.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 Apr15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.457

Impact

Successful exploitation will allow remote attackers to cause denial of service, execute arbitrary
code, bypass the ASLR protection mechanism via unspecified vectors and allow local users to
gain privileges .

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.457 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.457 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - Multiple unspecified use-after-free errors. - Multiple unspecified
double free vulnerabilities. - An overflow condition that is triggered as user-supplied input is not
properly validated. - Improper restriction of discovery of memory addresses.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 01 Apri15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805466

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
...continues on next page ...
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CVE: CVE-2015-3044, CVE-2015-3043, CVE-2015-3042, CVE-2015-3041, CVE-2015-3040,
—CVE-2015-3039, CVE-2015-3038, CVE-2015-0360, CVE-2015-0359, CVE-2015-0357, CVE
<—-2015-0356, CVE-2015-0355, CVE-2015-0354, CVE-2015-0353, CVE-2015-0352, CVE-20
<—15-0351, CVE-2015-0350, CVE-2015-0349, CVE-2015-0348, CVE-2015-0347, CVE-2015-
<0346, CVE-2015-0358
BID:74065, 74062, 74068, 74064, 74067, 74066, 74069
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-06.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 Feb14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to, disclose potentially sensitive information and
compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.341 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.341 on Linux

Vulnerability Insight
Flaw is due to multiple unspecified and a double free error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 01 Febl4 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.903340

Version used: $Revision: 3555 $

...continues on next page ...
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Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0498, CVE-2014-0499, CVE-2014-0502

BID:65704, 65703, 65702

Other:
URL:http://secunia.com/advisories/57057
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-07.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 Feb14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to, disclose potentially sensitive information and
compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.341 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.341 on Linux

Vulnerability Insight
Flaw is due to multiple unspecified and a double free error.

Vulnerability Detection Method
Get the installed version with the help of detect NVT and check the version is vulnerable or not.
...continues on next page ...
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Details:Adobe Flash Player Multiple Vulnerabilities - 01 Febl4 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.903340
Version used: $Revision: 3555 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0498, CVE-2014-0499, CVE-2014-0502

BID:65704, 65703, 65702

Other:
URL:http://secunia.com/advisories/57057
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-07.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 Marl5 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.451

Impact

Successful exploitation will allow remote attackers to cause denial of service execute arbitrary
code, bypass intended file-upload restrictions or have other unspecified impacts.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.451 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.451 on Linux.

...continues on next page ...
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Vulnerability Insight

Multiple flaws exists due to, - Multiple unspecified use-after-free errors. - Multiple unspecified
errors due to improper validation of user-supplied input. - Multiple unspecified type confusion
errors. - Integer overflow in adobe Flash Player.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 01 Mar15 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.805493

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-0342, CVE-2015-0341, CVE-2015-0340, CVE-2015-0339, CVE-2015-0338,
—CVE-2015-0337, CVE-2015-0336, CVE-2015-0335, CVE-2015-0334, CVE-2015-0333, CVE
<—-2015-0332
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-05.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 Mar15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.451

Impact

Successful exploitation will allow remote attackers to cause denial of service execute arbitrary
code, bypass intended file-upload restrictions or have other unspecified impacts.

Impact Level: System/Application.

Solution
Solution type: VendorFix
...continues on next page ...
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Upgrade to Adobe Flash Player version 11.2.202.451 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.451 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - Multiple unspecified use-after-free errors. - Multiple unspecified
errors due to improper validation of user-supplied input. - Multiple unspecified type confusion
errors. - Integer overflow in adobe Flash Player.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 01 Mar15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805493

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-0342, CVE-2015-0341, CVE-2015-0340, CVE-2015-0339, CVE-2015-0338,
—CVE-2015-0337, CVE-2015-0336, CVE-2015-0335, CVE-2015-0334, CVE-2015-0333, CVE
—-2015-0332
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-05.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 May15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.460

...continues on next page ...
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Impact

Successful exploitation will allow a context-dependent attacker to corrupt memory and poten-
tially execute arbitrary code, bypass security restrictions and gain access to sensitive information,
bypass protected mode, bypass validation mechanisms and write arbitrary data, bypass the sand-
box when chained with another vulnerability, bypass ASLR protection mechanisms.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.460 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player versions before 11.2.202.460 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - Improper validation of user supplied input. - A flaw in the Broker
that is due to the BrokerCreateFile method not properly sanitizing user input. - An integer
overflow condition that is triggered as user-supplied input is not properly validated. - An overflow
condition that is triggered as user-supplied input is not properly validated. - Multiple unspecified
memory disclosure flaws in Adobe Flash Player. - Multiple unspecified type confusion flaws in
Adobe Flash Player. - Multiple unspecified flaws in Adobe Flash Player. - A a use-after-free
error Adobe Flash Player. - An unspecified TOCTOU flaw in Adobe Flash Player.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 01 May15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805619

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-3077, CVE-2015-3078, CVE-2015-3079, CVE-2015-3080, CVE-2015-3081,
—CVE-2015-3082, CVE-2015-3083, CVE-2015-3084, CVE-2015-3085, CVE-2015-3086, CVE
—-2015-3087, CVE-2015-3088, CVE-2015-3089, CVE-2015-3090, CVE-2015-3091, CVE-20
—15-3092, CVE-2015-3093
BID:74614, 74605, 74612, 74608, 74613, 74610, 74616, 74609, 74617
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-09.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 May15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.460

Impact

Successful exploitation will allow a context-dependent attacker to corrupt memory and poten-
tially execute arbitrary code, bypass security restrictions and gain access to sensitive information,
bypass protected mode, bypass validation mechanisms and write arbitrary data, bypass the sand-
box when chained with another vulnerability, bypass ASLR protection mechanisms.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.460 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player versions before 11.2.202.460 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - Improper validation of user supplied input. - A flaw in the Broker
that is due to the BrokerCreateFile method not properly sanitizing user input. - An integer
overflow condition that is triggered as user-supplied input is not properly validated. - An overflow
condition that is triggered as user-supplied input is not properly validated. - Multiple unspecified
memory disclosure flaws in Adobe Flash Player. - Multiple unspecified type confusion flaws in
Adobe Flash Player. - Multiple unspecified flaws in Adobe Flash Player. - A a use-after-free
error Adobe Flash Player. - An unspecified TOCTOU flaw in Adobe Flash Player.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 01 May15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805619

Version used: $Revision: 3496 $

Product Detection Result
Product: cpe:/a:adobe:flash_player:9.0.31.0
...continues on next page ...
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Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-3077, CVE-2015-3078, CVE-2015-3079, CVE-2015-3080, CVE-2015-3081,
—CVE-2015-3082, CVE-2015-3083, CVE-2015-3084, CVE-2015-3085, CVE-2015-3086, CVE
~—-2015-3087, CVE-2015-3088, CVE-2015-3089, CVE-2015-3090, CVE-2015-3091, CVE-20
<—15-3092, CVE-2015-3093
BID:74614, 74605, 74612, 74608, 74613, 74610, 74616, 74609, 74617
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-09.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 Oct15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.535

Impact

Successful exploitation will allow attackers to obtain sensitive information, execute arbitrary
code or cause a denial of service and have other unspecified impacts.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.535 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.535 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - Improper implementation of the Flash broker API. - Multiple
memory corruption errors. - An use-after-free error. - An error in same origin policy. - A buffer
overflow error.
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Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 01 Oct15 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.806095

Version used: $Revision: 2582 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-5569, CVE-2015-7625, CVE-2015-7626, CVE-2015-7627, CVE-2015-7628,
—CVE-2015-7629, CVE-2015-7630, CVE-2015-7631, CVE-2015-7632, CVE-2015-7633, CVE
<~-2015-7634, CVE-2015-7635, CVE-2015-7636, CVE-2015-7637, CVE-2015-7638, CVE-20
—15-7639, CVE-2015-7640, CVE-2015-7641, CVE-2015-7642, CVE-2015-7643, CVE-2015-
—7644
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-25.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - 01 Oct15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.535

Impact

Successful exploitation will allow attackers to obtain sensitive information, execute arbitrary
code or cause a denial of service and have other unspecified impacts.

Impact Level: System/Application.

Solution
Solution type: VendorFix
...continues on next page ...
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Upgrade to Adobe Flash Player version 11.2.202.535 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.535 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - Improper implementation of the Flash broker API. - Multiple
memory corruption errors. - An use-after-free error. - An error in same origin policy. - A buffer
overflow error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 01 Oct15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.806095

Version used: $Revision: 2582 §$

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2015-5569, CVE-2015-7625, CVE-2015-7626, CVE-2015-7627, CVE-2015-7628,
—CVE-2015-7629, CVE-2015-7630, CVE-2015-7631, CVE-2015-7632, CVE-2015-7633, CVE
—-2015-7634, CVE-2015-7635, CVE-2015-7636, CVE-2015-7637, CVE-2015-7638, CVE-20
—15-7639, CVE-2015-7640, CVE-2015-7641, CVE-2015-7642, CVE-2015-7643, CVE-2015-
—7644

Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-25.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities - 02 Aprl4 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.
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Impact

Successful exploitation will allow attackers to conduct cross-site scripting attacks, bypass certain
security restrictions, and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.350 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.350 on Linux

Vulnerability Insight
Multiple flaws are due to, - An error related to regular expressions in ActionScript. - An use-
after-free error and multiple unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 02 Apri14 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804539

Version used: $Revision: 3521 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0507, CVE-2014-0508, CVE-2014-0509

BID:66701, 66699, 66703

Other:
URL:http://secunia.com/advisories/57661
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-09.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities - 02 Aprl4 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
...continues on next page ...
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This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to conduct cross-site scripting attacks, bypass certain
security restrictions, and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.350 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.350 on Linux

Vulnerability Insight
Multiple flaws are due to, - An error related to regular expressions in ActionScript. - An use-
after-free error and multiple unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - 02 Apri4 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804539

Version used: $Revision: 3521 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0507, CVE-2014-0508, CVE-2014-0509

BID:66701, 66699, 66703

Other:
URL:http://secunia.com/advisories/57661
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-09.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - December12 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.
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Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or denial of service.
Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.48 or 11.2.202.258 or later, For updates refer to
http://get.adobe.com/flashplayer/

Affected Software/OS
Adobe Flash Player version before 10.3.183.48, 11.x before 11.2.202.258 on Linux

Vulnerability Insight
Multiple unspecified errors and integer overflow exists that could lead to code execution.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - December12 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803076

Version used: $Revision: 5963 $

References

CVE: CVE-2012-5676, CVE-2012-5677, CVE-2012-5678
BID:56892, 56896, 56898

Other:

URL:http://secunia.com/advisories/51560/
URL:http://securitytracker.com/id?1027854
URL:http://technet.microsoft.com/en-us/security/advisory/2755801
URL:http://wuw.adobe.com/support/security/bulletins/apsb12-27 .html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - December12 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or denial of service.
Impact Level: System/Application
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Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.48 or 11.2.202.258 or later, For updates refer to
http://get.adobe.com /flashplayer/

Affected Software/OS
Adobe Flash Player version before 10.3.183.48, 11.x before 11.2.202.258 on Linux

Vulnerability Insight
Multiple unspecified errors and integer overflow exists that could lead to code execution.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - December12 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803076

Version used: $Revision: 5963 $

References

CVE: CVE-2012-5676, CVE-2012-5677, CVE-2012-5678
BID:56892, 56896, 56898

Other:

URL:http://secunia.com/advisories/51560/
URL:http://securitytracker.com/id71027854
URL:http://technet.microsoft.com/en-us/security/advisory/2755801
URL:http://www.adobe.com/support/security/bulletins/apsb12-27.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities - Mar09 (Linux)

Summary
This host is installed with Adobe Products and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to cause remote code execution, compro-
mise system privileges or may cause exposure of sensitive information. Impact Level: Sys-
tem /Application

Solution

Solution type: VendorFix

Upgrade to version Adobe Flash Player 9.0.159.0 or 10.0.22.87 http://get.adobe.com /flashplayer
Update to version 1.5.1 for Adobe AIR http://get.adobe.com/air

Affected Software/OS
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Adobe AIR version prior to 1.5.1 Adobe Flash Player 9 version prior to 9.0.159.0 Adobe Flash
Player 10 version prior to 10.0.22.87

Vulnerability Insight

- Error while processing multiple references to an unspecified object which can be exploited
by tricking the user to access a malicious crafted SWF file. - Input validation error in the
processing of SWF file. - Error while displaying the mouse pointer on Windows which may cause
"Clickjacking’ attacks. - Error in the Linux Flash Player binaries which can cause disclosure of
sensitive information.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - Mar09 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800360

Version used: $Revision: 4865 $

References
CVE: CVE-2009-0114, CVE-2009-0519, CVE-2009-0520, CVE-2009-0521, CVE-2009-0522
BID:33890
Other:
URL:http://secunia.com/advisories/34012
URL:http://www.adobe.com/support/security/bulletins/apsb09-01.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities - Mar09 (Linux)

Summary
This host is installed with Adobe Products and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to cause remote code execution, compro-
mise system privileges or may cause exposure of sensitive information. Impact Level: Sys-
tem /Application

Solution

Solution type: VendorFix

Upgrade to version Adobe Flash Player 9.0.159.0 or 10.0.22.87 http://get.adobe.com /flashplayer
Update to version 1.5.1 for Adobe AIR http://get.adobe.com/air

Affected Software/OS
Adobe AIR version prior to 1.5.1 Adobe Flash Player 9 version prior to 9.0.159.0 Adobe Flash
Player 10 version prior to 10.0.22.87

Vulnerability Insight
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- Error while processing multiple references to an unspecified object which can be exploited
by tricking the user to access a malicious crafted SWF file. - Input validation error in the
processing of SWF file. - Error while displaying the mouse pointer on Windows which may cause
"Clickjacking’ attacks. - Error in the Linux Flash Player binaries which can cause disclosure of
sensitive information.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - Mar09 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800360

Version used: $Revision: 4865 $

References
CVE: CVE-2009-0114, CVE-2009-0519, CVE-2009-0520, CVE-2009-0521, CVE-2009-0522
BID:33890
Other:
URL:http://secunia.com/advisories/34012
URL:http://www.adobe.com/support/security/bulletins/apsb09-01.html

High (CVSS: 7.5)

NVT: Adobe Flash Player Multiple Vulnerabilities - May14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to bypass certain security restrictions and compromise
a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.359 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.359 on Linux
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Vulnerability Insight
Multiple flaws are due to an use-after free error when handling display objects and multiple
unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - Mayl14 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804591

Version used: $Revision: 3521 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2014-0516, CVE-2014-0517, CVE-2014-0518, CVE-2014-0519, CVE-2014-0520
BID:67361, 67364, 67371, 67373, 67372
Other:
URL:http://secunia.com/advisories/58074
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-14.html

High (CVSS: 7.5)

NVT: Adobe Flash Player Multiple Vulnerabilities - May14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to bypass certain security restrictions and compromise
a user’s system.

Impact Level: System/Application

Solution
Solution type: VendorFix
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Update to Adobe Flash Player version 11.2.202.359 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.359 on Linux

Vulnerability Insight
Multiple flaws are due to an use-after free error when handling display objects and multiple
unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities - May14 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804591

Version used: $Revision: 3521 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2014-0516, CVE-2014-0517, CVE-2014-0518, CVE-2014-0519, CVE-2014-0520
BID:67361, 67364, 67371, 67373, 67372
Other:
URL:http://secunia.com/advisories/58074
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-14.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities - Nov08 (Linux)

Summary
This host has Adobe Flash Player installed and is prone to multiple security bypass vulnerabili-
ties.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful attack could allow malicious people to bypass certain security restrictions or manip-
ulate certain data. Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to Adobe Flash Player 9.0.151.0 or 10.0.12.36, http://www.adobe.com/downloads/
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Affected Software/OS
Adobe Flash Player 9.0.124.0 and earlier on Linux.

Vulnerability Insight

Multiple flaws are reported in Adobe Flash Player, for more informa-
tion refer, http://www.adobe.com/support /security /bulletins /apsb08-20.html
http://www.adobe.com /support/security /bulletins /apsb08-22.html

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - Nov08 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800055

Version used: $Revision: 4218 $

References
CVE: CVE-2008-4818, CVE-2008-4819, CVE-2008-4820, CVE-2008-4821, CVE-2008-4822,
—CVE-2008-4823, CVE-2008-4824, CVE-2008-5361, CVE-2008-5362, CVE-2008-5363
BID:32129
Other:
URL:http://www.adobe.com/support/security/bulletins/apsb08-20.html
URL:http://www.adobe.com/support/security/bulletins/apsb08-22.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities - Nov08 (Linux)

Summary
This host has Adobe Flash Player installed and is prone to multiple security bypass vulnerabili-
ties.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful attack could allow malicious people to bypass certain security restrictions or manip-
ulate certain data. Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to Adobe Flash Player 9.0.151.0 or 10.0.12.36, http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player 9.0.124.0 and earlier on Linux.

Vulnerability Insight
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Multiple flaws are reported in Adobe Flash Player, for more informa-
tion refer, http://www.adobe.com/support/security /bulletins /apsb08-20.html
http://www.adobe.com /support /security /bulletins /apsb08-22.html

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - Nov08 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800055

Version used: $Revision: 4218 $

References
CVE: CVE-2008-4818, CVE-2008-4819, CVE-2008-4820, CVE-2008-4821, CVE-2008-4822,
—CVE-2008-4823, CVE-2008-4824, CVE-2008-5361, CVE-2008-5362, CVE-2008-5363
BID:32129
Other:
URL:http://www.adobe.com/support/security/bulletins/apsb08-20.html
URL:http://www.adobe.com/support/security/bulletins/apsb08-22.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - November 11 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unspecified vectors. Impact Level: Application/System

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.11 or 11.1.102.55 or later For updates refer to
http://get.adobe.com/flashplayer/

Affected Software/OS
Adobe Flash Player version prior to 10.3.183.11 and 11.x through 11.0.1.152 on Linux

Vulnerability Insight
The flaws are due to memory corruption, heap corruption, buffer overflow, stack overflow errors
that could lead to code execution.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - November 11 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.902752

Version used: $Revision: 3114 §
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References
CVE: CVE-2011-2445, CVE-2011-2450, CVE-2011-2451, CVE-2011-2452, CVE-2011-2453,
—CVE-2011-2454, CVE-2011-2455, CVE-2011-2456, CVE-2011-2457, CVE-2011-2458, CVE
—-2011-2459, CVE-2011-2460
BID:50625, 50619, 50623, 50622, 50618, 50626, 50627, 50624, 50621, 50629, 50620,
— 50628
Other:
URL:http://secunia.com/advisories/46818/
URL:http://www.adobe.com/support/security/bulletins/apsb11-28.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - November 11 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause a denial of
service (memory corruption) via unspecified vectors. Impact Level: Application/System

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.11 or 11.1.102.55 or later For updates refer to
http://get.adobe.com/flashplayer/

Affected Software/OS
Adobe Flash Player version prior to 10.3.183.11 and 11.x through 11.0.1.152 on Linux

Vulnerability Insight
The flaws are due to memory corruption, heap corruption, buffer overflow, stack overflow errors
that could lead to code execution.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - November 11 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.902752

Version used: $Revision: 3114 $

References

CVE: CVE-2011-2445, CVE-2011-2450, CVE-2011-2451, CVE-2011-2452, CVE-2011-2453,
—CVE-2011-2454, CVE-2011-2455, CVE-2011-2456, CVE-2011-2457, CVE-2011-2458, CVE
—»-2011-2459, CVE-2011-2460

BID:50625, 50619, 50623, 50622, 50618, 50626, 50627, 50624, 50621, 50629, 50620,
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— 50628
Other:
URL:http://secunia.com/advisories/46818/
URL:http://www.adobe.com/support/security/bulletins/apsb11-28.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - November12 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to gain sensitive information or execute arbi-
trary code in the context of the affected application. Impact Level: System /Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.43 or 11.2.202.251 or later, For updates refer to
http://get.adobe.com/flashplayer/

Affected Software/OS
Adobe Flash Player version before 10.3.183.43, 11.x before 11.2.202.251 on Linux

Vulnerability Insight
Multiple unspecified errors exists due to memory corruption, buffer overflow that could lead to
code execution.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - November12 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803046

Version used: $Revision: 5940 $

References
CVE: CVE-2012-5274, CVE-2012-5275, CVE-2012-5276, CVE-2012-5277, CVE-2012-5278,
—CVE-2012-5279, CVE-2012-5280
BID:56412
Other:
URL:http://secunia.com/advisories/51213
URL:http://www.adobe.com/support/security/bulletins/apsb12-24.html
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High (CVSS: 10.0)

Adobe Flash Player Multiple Vulnerabilities - November12 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to gain sensitive information or execute arbi-
trary code in the context of the affected application. Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.43 or 11.2.202.251 or later, For updates refer to
http://get.adobe.com/flashplayer/

Affected Software/OS
Adobe Flash Player version before 10.3.183.43, 11.x before 11.2.202.251 on Linux

Vulnerability Insight
Multiple unspecified errors exists due to memory corruption, buffer overflow that could lead to
code execution.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - November12 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803046

Version used: $Revision: 5940 $

References
CVE: CVE-2012-5274, CVE-2012-5275, CVE-2012-5276, CVE-2012-5277, CVE-2012-5278,
—CVE-2012-5279, CVE-2012-5280
BID:56412
Other:
URL:http://secunia.com/advisories/51213
URL:http://wuw.adobe.com/support/security/bulletins/apsb12-24.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - Oct12 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
...continues on next page ...




2 RESULTS PER HOST 99

...continued from previous page ...

Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to execute arbitrary code on the target sys-
tem or cause a denial of service (memory corruption) via unspecified vectors. Impact Level:
System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.29 or 11.2.202.243 or later, For updates refer to
http://get.adobe.com/flashplayer/

Affected Software/OS
Adobe Flash Player version before 10.3.183.29, 11.x before 11.2.202.243 on Linux

Vulnerability Insight
The flaws are due to memory corruption, buffer overflow errors that could lead to code execution.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - Octl12 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.802988

Version used: $Revision: 5940 $

References
CVE: CVE-2012-5248, CVE-2012-5249, CVE-2012-5250, CVE-2012-5251, CVE-2012-5252,
—CVE-2012-5253, CVE-2012-5254, CVE-2012-5255, CVE-2012-5256, CVE-2012-5257, CVE
—»-2012-5258, CVE-2012-5259, CVE-2012-5260, CVE-2012-5261, CVE-2012-5262, CVE-20
—12-5263, CVE-2012-5264, CVE-2012-5265, CVE-2012-5266, CVE-2012-5267, CVE-2012-
—5268, CVE-2012-5269, CVE-2012-5270, CVE-2012-5271, CVE-2012-5272, CVE-2012-567
—3, CVE-2012-5285, CVE-2012-5286, CVE-2012-5287
BID:55827, 56374, 56375, 56376, 56377
Other:
URL:http://secunia.com/advisories/50876/
URL:http://www.adobe.com/support/security/bulletins/apsb12-22.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - Oct12 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
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Successful exploitation will allow remote attackers to execute arbitrary code on the target sys-
tem or cause a denial of service (memory corruption) via unspecified vectors. Impact Level:
System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.29 or 11.2.202.243 or later, For updates refer to
http://get.adobe.com /flashplayer/

Affected Software/OS
Adobe Flash Player version before 10.3.183.29, 11.x before 11.2.202.243 on Linux

Vulnerability Insight
The flaws are due to memory corruption, buffer overflow errors that could lead to code execution.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - Oct12 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.802988

Version used: $Revision: 5940 $

References
CVE: CVE-2012-5248, CVE-2012-5249, CVE-2012-5250, CVE-2012-5251, CVE-2012-5252,
—CVE-2012-5253, CVE-2012-5254, CVE-2012-5255, CVE-2012-5256, CVE-2012-5257, CVE
—»-2012-5258, CVE-2012-5259, CVE-2012-5260, CVE-2012-5261, CVE-2012-5262, CVE-20
—12-5263, CVE-2012-5264, CVE-2012-5265, CVE-2012-5266, CVE-2012-5267, CVE-2012-
<5268, CVE-2012-5269, CVE-2012-5270, CVE-2012-5271, CVE-2012-5272, CVE-2012-567
—3, CVE-2012-5285, CVE-2012-5286, CVE-2012-5287
BID:55827, 56374, 56375, 56376, 56377
Other:
URL:http://secunia.com/advisories/50876/
URL:http://www.adobe.com/support/security/bulletins/apsb12-22.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - Sep12 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to execute arbitrary code on the target sys-
tem or cause a denial of service (memory corruption) via unspecified vectors. Impact Level:
System/Application

...continues on next page ...




2 RESULTS PER HOST 61

...continued from previous page ...

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.23 or 11.4.402.265 or later For updates refer to
http://get.adobe.com /flashplayer/

Affected Software/OS
Adobe Flash Player version before 10.3.183.23, 11.x before 11.2.202.238 on Linux

Vulnerability Insight

- Multiple errors due to memory corruption, integer overflow that could lead to code execution.
- A logic error due to improper handling of multiple dialogs in Firefox allows attackers to crash
the application.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - Sepl2 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803024

Version used: $Revision: 5988 $

References
CVE: CVE-2012-4163, CVE-2012-4164, CVE-2012-4165, CVE-2012-4166, CVE-2012-4167,
—CVE-2012-4168, CVE-2012-4171, CVE-2012-5054
BID:55136, 55365
Other:
URL:http://secunia.com/advisories/50354/
URL:http://wuw.adobe.com/support/security/bulletins/apsb12-19.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities - Sep12 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to execute arbitrary code on the target sys-
tem or cause a denial of service (memory corruption) via unspecified vectors. Impact Level:
System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.23 or 11.4.402.265 or later For updates refer to
http://get.adobe.com /flashplayer/

Affected Software/OS
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Adobe Flash Player version before 10.3.183.23, 11.x before 11.2.202.238 on Linux

Vulnerability Insight

- Multiple errors due to memory corruption, integer overflow that could lead to code execution.
- A logic error due to improper handling of multiple dialogs in Firefox allows attackers to crash
the application.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities - Sepl2 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803024

Version used: $Revision: 5988 $

References
CVE: CVE-2012-4163, CVE-2012-4164, CVE-2012-4165, CVE-2012-4166, CVE-2012-4167,
—CVE-2012-4168, CVE-2012-4171, CVE-2012-5054
BID:55136, 55365
Other:
URL:http://secunia.com/advisories/50354/
URL:http://www.adobe.com/support/security/bulletins/apsb12-19.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 April 13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause denial-of-
service condition. Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to  version 10.3.183.68 or  11.2.202.275, For  updates refer to
http://www.adobe.com /products/flash.html

Affected Software/OS
Adobe Flash Player 10.3.183.67 and earlier, and 11.x to 11.2.202.274 on Linux

Vulnerability Insight
Multiple flaws due to, - Heap based overflow via unspecified vectors. - Integer overflow via
unspecified vectors. - Use-after-free errors.

Vulnerability Detection Method
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Details:Adobe Flash Player Multiple Vulnerabilities -01 April 13 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803375
Version used: $Revision: 2923 §

References

CVE: CVE-2013-1375, CVE-2013-1371, CVE-2013-0650, CVE-2013-0646
BID:58439, 58438, 58440, 58436

Other:

URL:http://secunia.com/advisories/52590
URL:http://wuw.adobe.com/support/security/bulletins/apsb13-09.html
URL:https://www.cert.be/pro/advisories/adobe-flash-player-air-multiple-vulner

—abilities-2

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 April 13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause denial-of-
service condition. Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to  version 10.3.183.68 or 11.2.202.275, For updates refer to
http://www.adobe.com /products/flash.html

Affected Software/OS
Adobe Flash Player 10.3.183.67 and earlier, and 11.x to 11.2.202.274 on Linux

Vulnerability Insight
Multiple flaws due to, - Heap based overflow via unspecified vectors. - Integer overflow via
unspecified vectors. - Use-after-free errors.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -01 April 13 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803375

Version used: $Revision: 2923 $

References

CVE: CVE-2013-1375, CVE-2013-1371, CVE-2013-0650, CVE-2013-0646
BID:58439, 58438, 58440, 58436
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Other:

URL:http://secunia.com/advisories/52590
URL:http://www.adobe.com/support/security/bulletins/apsb13-09.html
URL:https://www.cert.be/pro/advisories/adobe-flash-player-air-multiple-vulner

—abilities-2

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 Augl5 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.508

Impact

Successful exploitation will allow remote attackers to conduct denial of service attack, execute
arbitrary code in the context of the affected user and possibly have other unspecified impact.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.508 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.508 on Linux.

Vulnerability Insight

Multiple flaws exist due to multiple type confusion errors, a vector-length corruption error,
multiple use-after-free errors, multiple heap buffer overflow errors, multiple buffer overflow errors,
multiple memory corruption errors and an integer overflow error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities -01 Auglb (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805956

Version used: $Revision: 2582 $
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Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-5124, CVE-2015-5125, CVE-2015-5127, CVE-2015-5129, CVE-2015-5130,
—CVE-2015-5131, CVE-2015-5132, CVE-2015-5133, CVE-2015-5134, CVE-2015-5539, CVE
~—-2015-5540, CVE-2015-5541, CVE-2015-5544, CVE-2015-5545, CVE-2015-5546, CVE-20
—15-5547, CVE-2015-5548, CVE-2015-5549, CVE-2015-5550, CVE-2015-5551, CVE-2015-
<5552, CVE-2015-5553, CVE-2015-5554, CVE-2015-55565, CVE-2015-5556, CVE-2015-555
—7, CVE-2015-5558, CVE-2015-5559, CVE-2015-5560, CVE-2015-5561, CVE-2015-5562,
—CVE-2015-55663, CVE-2015-5564, CVE-2015-5565, CVE-2015-5566
BID:75959, 76291, 76282, 76282, 76283, 76283, 76289, 76288, 76287
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-19.html

: Adobe Flash Player Multiple Vulnerabilities -01 Augl5 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.508

Impact

Successful exploitation will allow remote attackers to conduct denial of service attack, execute
arbitrary code in the context of the affected user and possibly have other unspecified impact.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.508 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.508 on Linux.
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Vulnerability Insight

Multiple flaws exist due to multiple type confusion errors, a vector-length corruption error,
multiple use-after-free errors, multiple heap buffer overflow errors, multiple buffer overflow errors,
multiple memory corruption errors and an integer overflow error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities -01 Auglb (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805956

Version used: $Revision: 2582 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-5124, CVE-2015-5125, CVE-2015-5127, CVE-2015-5129, CVE-2015-5130,
—CVE-2015-5131, CVE-2015-5132, CVE-2015-5133, CVE-2015-5134, CVE-2015-5539, CVE
~—-2015-5540, CVE-2015-5541, CVE-2015-5544, CVE-2015-5545, CVE-2015-5546, CVE-20
—15-5547, CVE-2015-5548, CVE-2015-5549, CVE-2015-5550, CVE-2015-5551, CVE-2015-
<5552, CVE-2015-5553, CVE-2015-5554, CVE-2015-5555, CVE-2015-5556, CVE-2015-555
—7, CVE-2015-5558, CVE-2015-5559, CVE-2015-5560, CVE-2015-5561, CVE-2015-5562,
—CVE-2015-55663, CVE-2015-5564, CVE-2015-5565, CVE-2015-5566
BID:75959, 76291, 76282, 76282, 76283, 76283, 76289, 76288, 76287
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-19.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 Dec15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.559

Impact
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Successful exploitation will allow attackers to bypass execute arbitrary code on the affected
system.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.559 or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.559 on Linux.

Vulnerability Insight
Multiple flaws exist due to, - A type confusion vulnerability. - An integer overflow vulnerability.
- Multiple use-after-free vulnerabilities. - Multiple memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities -01 Decl15 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.807019

Version used: $Revision: 2582 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-8459, CVE-2015-8460, CVE-2015-8634, CVE-2015-8635, CVE-2015-8636,
—CVE-2015-8638, CVE-2015-8639, CVE-2015-8640, CVE-2015-8641, CVE-2015-8642, CVE
~—-2015-8643, CVE-2015-8644, CVE-2015-8645, CVE-2015-8646, CVE-2015-8647, CVE-20
—15-8648, CVE-2015-8649, CVE-2015-8650, CVE-2015-8651
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-01.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 Dec15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
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This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.559

Impact

Successful exploitation will allow attackers to bypass execute arbitrary code on the affected
system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.559 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.559 on Linux.

Vulnerability Insight
Multiple flaws exist due to, - A type confusion vulnerability. - An integer overflow vulnerability.
- Multiple use-after-free vulnerabilities. - Multiple memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities -01 Dec15 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.807019

Version used: $Revision: 2582 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-8459, CVE-2015-8460, CVE-2015-8634, CVE-2015-8635, CVE-2015-8636,
—CVE-2015-8638, CVE-2015-8639, CVE-2015-8640, CVE-2015-8641, CVE-2015-8642, CVE
<—-2015-8643, CVE-2015-8644, CVE-2015-8645, CVE-2015-8646, CVE-2015-8647, CVE-20
—15-8648, CVE-2015-8649, CVE-2015-8650, CVE-2015-8651
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-01.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 Feb13 (Linux)
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Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to cause buffer overflow, remote code execu-
tion, and corrupt system memory. Impact Level: System/Application

Solution
Solution type: VendorFix
Update to version 11.2.202.262 or later, For updates refer to

http://www.adobe.com /products/flash.html

Affected Software/OS
Adobe Flash Player prior to 10.3.183.51 and 11.x prior to 11.2.202.262 on Linux

Vulnerability Insight
Error while processing multiple references to an unspecified object which can be exploited by
tricking the user to accessing a malicious crafted SWF file.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -01 Feb13 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803406

Version used: $Revision: 2923 $

References

CVE: CVE-2013-0633, CVE-2013-0634

BID:57787, 57788

Other:
URL:http://secunia.com/advisories/52116
URL:http://xforce.iss.net/xforce/xfdb/81866
URL:http://www.adobe.com/support/security/bulletins/apsb13-04.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 Feb13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
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Successful exploitation will allow remote attackers to cause buffer overflow, remote code execu-
tion, and corrupt system memory. Impact Level: System/Application

Solution
Solution type: VendorFix
Update to version 11.2.202.262 or later, For updates refer to

http://www.adobe.com /products/flash.html

Affected Software/OS
Adobe Flash Player prior to 10.3.183.51 and 11.x prior to 11.2.202.262 on Linux

Vulnerability Insight
Error while processing multiple references to an unspecified object which can be exploited by
tricking the user to accessing a malicious crafted SWF file.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -01 Feb13 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803406

Version used: $Revision: 2923 $

References
CVE: CVE-2013-0633, CVE-2013-0634
BID:57787, 57788
Other:
URL:http://secunia.com/advisories/52116
URL:http://xforce.iss.net/xforce/xfdb/81866
URL:http://www.adobe.com/support/security/bulletins/apsb13-04.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 Feb16 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.569

Impact

Successful exploitation will potentially allow an attacker to take control of the affected system,
which could lead to code execution.
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Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.569 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.569 on Linux.

Vulnerability Insight
Multiple flaws exist due to, - Multiple memory corruption vulnerabilities - Multiple use-after-free
vulnerabilities - A heap buffer overflow vulnerability - A type confusion vulnerability.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities -01 Feb16 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.806867

Version used: $Revision: 5527 §$

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-0964, CVE-2016-0965, CVE-2016-0966, CVE-2016-0967, CVE-2016-0968,
—CVE-2016-0969, CVE-2016-0970, CVE-2016-0971, CVE-2016-0972, CVE-2016-0973, CVE
—-2016-0974, CVE-2016-0975, CVE-2016-0976, CVE-2016-0977, CVE-2016-0978, CVE-20
—16-0979, CVE-2016-0980, CVE-2016-0981, CVE-2016-0982, CVE-2016-0983, CVE-2016-
0984, CVE-2016-0985
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-04.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 Feb16 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.
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Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.569

Impact

Successful exploitation will potentially allow an attacker to take control of the affected system,
which could lead to code execution.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.569 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.569 on Linux.

Vulnerability Insight
Multiple flaws exist due to, - Multiple memory corruption vulnerabilities - Multiple use-after-free
vulnerabilities - A heap buffer overflow vulnerability - A type confusion vulnerability.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities -01 Feb16 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.806867

Version used: $Revision: 5527 §$

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-0964, CVE-2016-0965, CVE-2016-0966, CVE-2016-0967, CVE-2016-0968,
—CVE-2016-0969, CVE-2016-0970, CVE-2016-0971, CVE-2016-0972, CVE-2016-0973, CVE
—-2016-0974, CVE-2016-0975, CVE-2016-0976, CVE-2016-0977, CVE-2016-0978, CVE-20
—16-0979, CVE-2016-0980, CVE-2016-0981, CVE-2016-0982, CVE-2016-0983, CVE-2016-
<0984, CVE-2016-0985
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-04.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 July15 (Linux)

Product detection result
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cpe:/a:adobe:flash_player:9.0.31.0
Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.491

Impact

Successful exploitation will allow remote attackers to conduct denial of service attack and po-
tentially execute arbitrary code in the context of the affected user.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.491 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version 11.2.202.481 and prior on Linux.

Vulnerability Insight

Multiple flaws exist due to, - An use-after-free error triggered by freeing a TextLine object within
the ’valueOf’ function of a custom class when setting the TextLine’s opaqueBackground. - An
unspecified error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities -01 July15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805919

Version used: $Revision: 2582 §$

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2015-5122, CVE-2015-5123

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsal5-04.html
URL:https://helpx.adobe.com/security/products/flash-player/apsb15-18.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 July15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.491

Impact

Successful exploitation will allow remote attackers to conduct denial of service attack and po-
tentially execute arbitrary code in the context of the affected user.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.491 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version 11.2.202.481 and prior on Linux.

Vulnerability Insight

Multiple flaws exist due to, - An use-after-free error triggered by freeing a TextLine object within
the ’valueOf’ function of a custom class when setting the TextLine’s opaqueBackground. - An
unspecified error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities -01 July15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805919

Version used: $Revision: 2582 §$

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-5122, CVE-2015-5123
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Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsal5-04.html
URL:https://helpx.adobe.com/security/products/flash-player/apsb15-18.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 March13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause denial-of-
service condition. Impact Level: System/Application

Solution

Solution type: VendorFix

Update to  version 10.3.183.67  or 11.2.202.273, For  updates refer to
http://www.adobe.com /products/flash.html

Affected Software/OS
Adobe Flash Player 10.3.183.61 and earlier, and 11.x to 11.2.202.270 on Linux

Vulnerability Insight
Multiple flaws due to, - A flaw in the Externallnterface ActionScript feature. - Firefox sandbox
does not restrict privileges. - Buffer overflow in the Flash Player broker service.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -01 Marchi3 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803324

Version used: $Revision: 2923 $

References

CVE: CVE-2013-0648, CVE-2013-0643, CVE-2013-0504

BID:58186, 58185, 58184

Other:
URL:http://www.securitytracker.com/id/1028210
URL:http://wuw.securelist.com/en/advisories/52374
URL:http://wuw.adobe.com/support/security/bulletins/apsb13-08.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 March13 (Linux)

| ...continues on next page ... |
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Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause denial-of-
service condition. Impact Level: System/Application

Solution

Solution type: VendorFix

Update to  version  10.3.183.67 or  11.2.202.273, For updates refer to
http://www.adobe.com /products/flash.html

Affected Software/OS
Adobe Flash Player 10.3.183.61 and earlier, and 11.x to 11.2.202.270 on Linux

Vulnerability Insight
Multiple flaws due to, - A flaw in the Externallnterface ActionScript feature. - Firefox sandbox
does not restrict privileges. - Buffer overflow in the Flash Player broker service.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -01 March13 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803324

Version used: $Revision: 2923 $

References

CVE: CVE-2013-0648, CVE-2013-0643, CVE-2013-0504

BID:58186, 58185, 58184

Other:
URL:http://www.securitytracker.com/id/1028210
URL:http://www.securelist.com/en/advisories/52374
URL:http://www.adobe.com/support/security/bulletins/apsb13-08.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 May 13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
...continues on next page ...
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Successful exploitation will allow remote attackers to execute arbitrary code on the target sys-
tem or cause a denial of service (memory corruption) via unspecified vectors. Impact Level:
System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.86 or 11.2.202.285 or later For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 10.3.183.76 and 11.x before 11.2.202.281 on Linux

Vulnerability Insight
Multiple memory corruption flaws due to improper sanitation of user supplied input via a file.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -01 May 13 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803498

Version used: $Revision: 3556 $

References
CVE: CVE-2013-3335, CVE-2013-3334, CVE-2013-3333, CVE-2013-3332, CVE-2013-3331,
—CVE-2013-3330, CVE-2013-3329, CVE-2013-3328, CVE-2013-3327, CVE-2013-3326, CVE
—»-2013-3325, CVE-2013-3324, CVE-2013-2728
BID:59901, 59900, 59899, 59898, 59897, 59896, 59895, 59894, 59893, 59892, 59891,
— 59890, 59889
Other:
URL:http://secunia.com/advisories/53419
URL:http://wuw.adobe.com/support/security/bulletins/apsb13-14.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -01 May 13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to execute arbitrary code on the target sys-
tem or cause a denial of service (memory corruption) via unspecified vectors. Impact Level:
System/Application

Solution
Solution type: VendorFix
...continues on next page ...
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Update to Adobe Flash Player version 10.3.183.86 or 11.2.202.285 or later For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 10.3.183.76 and 11.x before 11.2.202.281 on Linux

Vulnerability Insight
Multiple memory corruption flaws due to improper sanitation of user supplied input via a file.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -01 May 13 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803498

Version used: $Revision: 3556 $

References
CVE: CVE-2013-3335, CVE-2013-3334, CVE-2013-3333, CVE-2013-3332, CVE-2013-3331,
—CVE-2013-3330, CVE-2013-3329, CVE-2013-3328, CVE-2013-3327, CVE-2013-3326, CVE
—-2013-3325, CVE-2013-3324, CVE-2013-2728
BID:59901, 59900, 59899, 59898, 59897, 59896, 59895, 59894, 59893, 59892, 59891,
— 59890, 59889
Other:
URL:http://secunia.com/advisories/53419
URL:http://www.adobe.com/support/security/bulletins/apsb13-14.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -02 April13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause denial-of-
service condition. Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to  version 10.3.183.75 or  11.2.202.280, For  updates refer to
http://www.adobe.com /products/flash.html

Affected Software/OS
Adobe Flash Player 10.3.183.68 and earlier, and 11.x to 11.2.202.275 on Linux

Vulnerability Insight
...continues on next page ...
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Multiple flaws due to, - Error when initializing certain pointer arrays. - Integer overflow error.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -02 Aprili3 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803383

Version used: $Revision: 2923 $

References

CVE: CVE-2013-1380, CVE-2013-1379, CVE-2013-1378, CVE-2013-2555
BID:58949, 58951, 58947, 58396

Other:

URL:http://www.securelist.com/en/advisories/52931
URL:http://wuw.adobe.com/support/security/bulletins/apsb13-11.html
URL:http://wuw.cert.be/pro/advisories/adobe-flash-player-air-multiple-vulnera

—bilities-3

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -02 Aprill3 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code or cause denial-of-
service condition. Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to  version 10.3.183.75 or  11.2.202.280, For  updates refer to
http://www.adobe.com /products/flash.html

Affected Software/OS
Adobe Flash Player 10.3.183.68 and earlier, and 11.x to 11.2.202.275 on Linux

Vulnerability Insight
Multiple flaws due to, - Error when initializing certain pointer arrays. - Integer overflow error.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -02 Aprill3 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803383

Version used: $Revision: 2923 $

References
...continues on next page ...
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CVE: CVE-2013-1380, CVE-2013-1379, CVE-2013-1378, CVE-2013-2555
BID:58949, 58951, 58947, 58396
Other:

URL:http://www.securelist.com/en/advisories/52931
URL:http://www.adobe.com/support/security/bulletins/apsb13-11.html
URL:http://wuw.cert.be/pro/advisories/adobe-flash-player-air-multiple-vulnera

—bilities-3

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -02 Feb13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to cause buffer overflow, remote code execution
and corrupt system memory. Impact Level: System/Application

Solution
Solution type: VendorFix
Update to version 11.2.202.270 or later, For updates refer to

http://www.adobe.com/products/flash.html

Affected Software/OS
Adobe Flash Player prior to 10.3.183.61 and 11.x prior to 11.2.202.270 on Linux

Vulnerability Insight
Multiple flaws due to - Dereference already freed memory - Use-after-free errors - Integer overflow
and some unspecified error.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -02 Febl13 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803409

Version used: $Revision: 2923 $

References

CVE: CVE-2013-0637, CVE-2013-0638, CVE-2013-0639, CVE-2013-0642, CVE-2013-0644,
—CVE-2013-0645, CVE-2013-0647, CVE-2013-0649, CVE-2013-1365, CVE-2013-1366, CVE
—-2013-1367, CVE-2013-1368, CVE-2013-1369, CVE-2013-1370, CVE-2013-1372, CVE-20
—13-1373, CVE-2013-1374

BID:57929, 57926, 57925, 57923, 57933, 57916, 57927, 57930, 57920, 57924, 57922,
— 57918, 57919, 57912, 57917

Other:
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URL:https://lwn.net/Articles/537746
URL:http://secunia.com/advisories/52166
URL:http://www.adobe.com/support/security/bulletins/apsb13-05.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities -02 Feb13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to cause buffer overflow, remote code execution
and corrupt system memory. Impact Level: System/Application

Solution
Solution type: VendorFix
Update to version 11.2.202.270 or later, For updates refer to

http://www.adobe.com /products/flash.html

Affected Software/OS
Adobe Flash Player prior to 10.3.183.61 and 11.x prior to 11.2.202.270 on Linux

Vulnerability Insight
Multiple flaws due to - Dereference already freed memory - Use-after-free errors - Integer overflow
and some unspecified error.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities -02 Feb13 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803409

Version used: $Revision: 2923 $

References
CVE: CVE-2013-0637, CVE-2013-0638, CVE-2013-0639, CVE-2013-0642, CVE-2013-0644,
—CVE-2013-0645, CVE-2013-0647, CVE-2013-0649, CVE-2013-1365, CVE-2013-1366, CVE
<—-2013-1367, CVE-2013-1368, CVE-2013-1369, CVE-2013-1370, CVE-2013-1372, CVE-20
—13-1373, CVE-2013-1374
BID:57929, 57926, 57925, 57923, 57933, 57916, 57927, 57930, 57920, 57924, 57922,
— 57918, 57919, 57912, 57917
Other:
URL:https://lwn.net/Articles/537746
URL:http://secunia.com/advisories/52166
URL:http://www.adobe.com/support/security/bulletins/apsb13-05.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities August-2011 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to execute arbitrary code in the context of the user
running the affected application. Failed exploit attempts will likely result in denial-of-service
conditions. Impact Level: System/Application

Solution
Solution type: VendorFix
Upgrade to Adobe Flash Player version 10.3.183.5 For updates refer to http://www.adobe.com

Affected Software/OS
Adobe Flash Player versions prior to 10.3.183.5

Vulnerability Insight
Multiple flaws are caused by memory corruptions, cross-site information disclosure, buffer over-
flow and integer overflow errors.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities August-2011 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.902710

Version used: $Revision: 3114 §

References
CVE: CVE-2011-2130, CVE-2011-2134, CVE-2011-2137, CVE-2011-2135, CVE-2011-2136,
—CVE-2011-2138, CVE-2011-2139, CVE-2011-2140, CVE-2011-2414, CVE-2011-2415, CVE
—-2011-2416, CVE-2011-2417, CVE-2011-2425, CVE-2011-2424
BID:49073, 49074, 49075, 49082, 49079, 49080, 49086, 49083, 49076, 49077, 49081,
— 49084, 49085
Other:

URL:http://www.adobe.com/support/security/bulletins/apsb11-21.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities August-2011 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.
...continues on next page ...
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Impact

Successful exploitation will let attackers to execute arbitrary code in the context of the user
running the affected application. Failed exploit attempts will likely result in denial-of-service
conditions. Impact Level: System/Application

Solution
Solution type: VendorFix
Upgrade to Adobe Flash Player version 10.3.183.5 For updates refer to http://www.adobe.com

Affected Software/OS
Adobe Flash Player versions prior to 10.3.183.5

Vulnerability Insight
Multiple flaws are caused by memory corruptions, cross-site information disclosure, buffer over-
flow and integer overflow errors.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities August-2011 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.902710

Version used: $Revision: 3114 $

References
CVE: CVE-2011-2130, CVE-2011-2134, CVE-2011-2137, CVE-2011-2135, CVE-2011-2136,
—CVE-2011-2138, CVE-2011-2139, CVE-2011-2140, CVE-2011-2414, CVE-2011-2415, CVE
—-2011-2416, CVE-2011-2417, CVE-2011-2425, CVE-2011-2424
BID:49073, 49074, 49075, 49082, 49079, 49080, 49086, 49083, 49076, 49077, 49081,
— 49084, 49085
Other:

URL:http://www.adobe.com/support/security/bulletins/apsb11-21.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities Decl5 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.554
...continues on next page ...
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Impact

Successful exploitation will allow attackers to bypass security restrictions and execute arbitrary
code on the affected system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.554 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.554 on Linux.

Vulnerability Insight

Multiple flaws exist due to, - Multiple heap buffer overflow vulnerabilities. - Multiple memory
corruption vulnerabilities. - Multiple security bypass vulnerabilities. - A stack overflow vulner-
ability. - A type confusion vulnerability. - An integer overflow vulnerability. - A buffer overflow
vulnerability. - Multiple use-after-free vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities Dec15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.806780

Version used: $Revision: 3175 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2015-8045, CVE-2015-8047, CVE-2015-8048, CVE-2015-8049, CVE-2015-8050,
<—CVE-2015-8418, CVE-2015-8454, CVE-2015-8455, CVE-2015-8055, CVE-2015-8056, CVE
—-2015-8057, CVE-2015-8058, CVE-2015-8059, CVE-2015-8060, CVE-2015-8061, CVE-20
—15-8062, CVE-2015-8063, CVE-2015-8064, CVE-2015-8065, CVE-2015-8066, CVE-2015-
—8067, CVE-2015-8068, CVE-2015-8069, CVE-2015-8070, CVE-2015-8071, CVE-2015-840
—1, CVE-2015-8402, CVE-2015-8403, CVE-2015-8404, CVE-2015-8405, CVE-2015-8406,
<—CVE-2015-8407, CVE-2015-8408, CVE-2015-8409, CVE-2015-8410, CVE-2015-8411, CVE
<—-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-2015-8415, CVE-2015-8416, CVE-20
—15-8417, CVE-2015-8419, CVE-2015-8420, CVE-2015-8421, CVE-2015-8422, CVE-2015-
—8423, CVE-2015-8424, CVE-2015-8425, CVE-2015-8426, CVE-2015-8427, CVE-2015-842
—8, CVE-2015-8429, CVE-2015-8430, CVE-2015-8431, CVE-2015-8432, CVE-2015-8433,
<—CVE-2015-8434, CVE-2015-8435, CVE-2015-8436, CVE-2015-8437, CVE-2015-8438, CVE
<»-2015-8439, CVE-2015-8440, CVE-2015-8441, CVE-2015-8442, CVE-2015-8443, CVE-20
<—15-8444, CVE-2015-8445, CVE-2015-8446, CVE-2015-8447, CVE-2015-8448, CVE-2015-
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8449, CVE-2015-8450, CVE-2015-8451, CVE-2015-8452, CVE-2015-8453, CVE-2015-845
—6, CVE-2015-8457, CVE-2015-8652, CVE-2015-8653, CVE-2015-8654, CVE-2015-8655,
—CVE-2015-8656, CVE-2015-8657, CVE-2015-8822, CVE-2015-8658, CVE-2015-8820, CVE
<—-2015-8821, CVE-2015-8823
BID:78717, 78718, 78715, 78714, 78716, 78712, 78710, 78715, 78713
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-32.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities Decl5 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.554

Impact

Successful exploitation will allow attackers to bypass security restrictions and execute arbitrary
code on the affected system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.554 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.554 on Linux.

Vulnerability Insight

Multiple flaws exist due to, - Multiple heap buffer overflow vulnerabilities. - Multiple memory
corruption vulnerabilities. - Multiple security bypass vulnerabilities. - A stack overflow vulner-
ability. - A type confusion vulnerability. - An integer overflow vulnerability. - A buffer overflow
vulnerability. - Multiple use-after-free vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities Dec15 (Linux)
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0ID:1.3.6.1.4.1.25623.1.0.806780
Version used: $Revision: 3175 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-8045, CVE-2015-8047, CVE-2015-8048, CVE-2015-8049, CVE-2015-8050,
—CVE-2015-8418, CVE-2015-8454, CVE-2015-8455, CVE-2015-8055, CVE-2015-8056, CVE
~—-2015-8057, CVE-2015-8058, CVE-2015-8059, CVE-2015-8060, CVE-2015-8061, CVE-20
—15-8062, CVE-2015-8063, CVE-2015-8064, CVE-2015-8065, CVE-2015-8066, CVE-2015-
<8067, CVE-2015-8068, CVE-2015-8069, CVE-2015-8070, CVE-2015-8071, CVE-2015-840
—1, CVE-2015-8402, CVE-2015-8403, CVE-2015-8404, CVE-2015-8405, CVE-2015-8406,
—CVE-2015-8407, CVE-2015-8408, CVE-2015-8409, CVE-2015-8410, CVE-2015-8411, CVE
<—-2015-8412, CVE-2015-8413, CVE-2015-8414, CVE-2015-8415, CVE-2015-8416, CVE-20
—15-8417, CVE-2015-8419, CVE-2015-8420, CVE-2015-8421, CVE-2015-8422, CVE-2015-
<8423, CVE-2015-8424, CVE-2015-8425, CVE-2015-8426, CVE-2015-8427, CVE-2015-842
—8, CVE-2015-8429, CVE-2015-8430, CVE-2015-8431, CVE-2015-8432, CVE-2015-8433,
—CVE-2015-8434, CVE-2015-8435, CVE-2015-8436, CVE-2015-8437, CVE-2015-8438, CVE
<-2015-8439, CVE-2015-8440, CVE-2015-8441, CVE-2015-8442, CVE-2015-8443, CVE-20
—15-8444, CVE-2015-8445, CVE-2015-8446, CVE-2015-8447, CVE-2015-8448, CVE-2015-
8449, CVE-2015-8450, CVE-2015-8451, CVE-2015-8452, CVE-2015-8453, CVE-2015-845
—6, CVE-2015-8457, CVE-2015-8652, CVE-2015-8653, CVE-2015-8654, CVE-2015-8655,
—CVE-2015-8656, CVE-2015-8657, CVE-2015-8822, CVE-2015-8658, CVE-2015-8820, CVE
~—-2015-8821, CVE-2015-8823
BID:78717, 78718, 78715, 78714, 78716, 78712, 78710, 78715, 78713
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-32.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities February-2011 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service.
Impact Level: Application/System

Solution
...continues on next page ...
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Upgrade to Adobe Flash Player version 10.2.152.26 or later. For details refer,
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player versions prior to 10.2.152.26 on Linux

Vulnerability Insight

The flaws are caused by input validation errors, memory corruptions, and integer overflow errors
when processing malformed Flash content, which could be exploited by attackers to execute
arbitrary code by tricking a user into visiting a specially crafted web page.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities February-2011 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.801848

Version used: $Revision: 5424 $

References
CVE: CVE-2011-0558, CVE-2011-0559, CVE-2011-0560, CVE-2011-0561, CVE-2011-0571,
—CVE-2011-0572, CVE-2011-0573, CVE-2011-0574, CVE-2011-0575, CVE-2011-0577, CVE
—-2011-0578, CVE-2011-0607, CVE-2011-0608
BID:46186, 46188, 46189, 46190, 46191, 46192, 46193, 46194, 46195, 46196, 46197,
— 46282, 46283
Other:
URL:http://www.vupen.com/english/advisories/2011/0336
URL:http://wuw.adobe.com/support/security/bulletins/apsb11-02.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities February-2011 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service.
Impact Level: Application/System

Solution
Upgrade to Adobe Flash Player version 10.2.152.26 or later. For details refer,
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player versions prior to 10.2.152.26 on Linux

...continues on next page ...
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Vulnerability Insight

The flaws are caused by input validation errors, memory corruptions, and integer overflow errors
when processing malformed Flash content, which could be exploited by attackers to execute
arbitrary code by tricking a user into visiting a specially crafted web page.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities February-2011 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.801848

Version used: $Revision: 5424 $

References
CVE: CVE-2011-0558, CVE-2011-0559, CVE-2011-0560, CVE-2011-0561, CVE-2011-0571,
—CVE-2011-0572, CVE-2011-0573, CVE-2011-0574, CVE-2011-0575, CVE-2011-0577, CVE
—-2011-0578, CVE-2011-0607, CVE-2011-0608
BID:46186, 46188, 46189, 46190, 46191, 46192, 46193, 46194, 46195, 46196, 46197,
— 46282, 46283
Other:
URL:http://www.vupen.com/english/advisories/2011/0336
URL:http://wuw.adobe.com/support/security/bulletins/apsb11-02.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities June-2012 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation could allow attackers to bypass certain security restrictions, execute ar-
bitrary code in the context of the browser or cause a denial of service (memory corruption) via
unspecified vectors. Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.20 or 11.2.202.236 or later, For the updates refer,
http://get.adobe.com/flashplayer/

Affected Software/OS
Adobe Flash Player version before 10.3.183.20, Adobe Flash Player version 11.x through
11.2.202.235 on Linux.

Vulnerability Insight
...continues on next page ...
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Multiple errors are caused, - When parsing ActionScript. - Within NPSWF32.dll when parsing
certain tags. - In the ’SoundMixer.computeSpectrum()’ method, which can be exploited to
bypass the same-origin policy. - In the installer allows planting a binary file.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities June-2012 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.802873

Version used: $Revision: 5988 $

References

CVE: CVE-2012-2034, CVE-2012-2035, CVE-2012-2036, CVE-2012-2037, CVE-2012-2039,

—CVE-2012-2038, CVE-2012-2040

BID:53887

Other:
URL:http://secunia.com/advisories/49388
URL:http://securitytracker.com/id/1027139
URL:http://www.adobe.com/support/security/bulletins/apsb12-14.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities June-2012 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation could allow attackers to bypass certain security restrictions, execute ar-
bitrary code in the context of the browser or cause a denial of service (memory corruption) via
unspecified vectors. Impact Level: System /Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 10.3.183.20 or 11.2.202.236 or later, For the updates refer,
http://get.adobe.com /flashplayer/

Affected Software/OS
Adobe Flash Player version before 10.3.183.20, Adobe Flash Player version 11.x through
11.2.202.235 on Linux.

Vulnerability Insight

Multiple errors are caused, - When parsing ActionScript. - Within NPSWF32.dll when parsing
certain tags. - In the ’SoundMixer.computeSpectrum()’ method, which can be exploited to
bypass the same-origin policy. - In the installer allows planting a binary file.

...continues on next page ...
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Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities June-2012 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.802873

Version used: $Revision: 5988 $

References

CVE: CVE-2012-2034, CVE-2012-2035, CVE-2012-2036, CVE-2012-2037, CVE-2012-2039,

—CVE-2012-2038, CVE-2012-2040

BID:53887

Other:
URL:http://secunia.com/advisories/49388
URL:http://securitytracker.com/id/1027139
URL:http://www.adobe.com/support/security/bulletins/apsb12-14.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities May-2011 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service
condition. Impact Level: Application/System

Solution
Upgrade to Adobe Flash Player version 10.3.181.14 or later. For details refer,
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version 10.2.159.1 and prior on Linux

Vulnerability Insight

The flaws are caused by memory corruptions, integer overflow errors and bounds checking errors
when processing malformed Flash content, which could be exploited by attackers to execute
arbitrary code by tricking a user into visiting a specially crafted web page.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities May-2011 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.801791

Version used: $Revision: 5424 $

References
CVE: CVE-2011-0579, CVE-2011-0618, CVE-2011-0619, CVE-2011-0620, CVE-2011-0621,
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—CVE-2011-0622, CVE-2011-0623, CVE-2011-0624, CVE-2011-0625, CVE-2011-0626, CVE
—-2011-0627
BID:47847, 47815, 47806, 47807, 47808, 47809, 47811, 47812, 47813, 47814, 47810
Other:
URL:http://www.adobe.com/support/security/bulletins/apsb11-12.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities May-2011 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service
condition. Impact Level: Application/System

Solution
Upgrade to Adobe Flash Player version 10.3.181.14 or later. For details refer,
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version 10.2.159.1 and prior on Linux

Vulnerability Insight

The flaws are caused by memory corruptions, integer overflow errors and bounds checking errors
when processing malformed Flash content, which could be exploited by attackers to execute
arbitrary code by tricking a user into visiting a specially crafted web page.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities May-2011 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.801791

Version used: $Revision: 5424 $

References
CVE: CVE-2011-0579, CVE-2011-0618, CVE-2011-0619, CVE-2011-0620, CVE-2011-0621,
—CVE-2011-0622, CVE-2011-0623, CVE-2011-0624, CVE-2011-0625, CVE-2011-0626, CVE
—-2011-0627
BID:47847, 47815, 47806, 47807, 47808, 47809, 47811, 47812, 47813, 47814, 47810
Other:

URL:http://www.adobe.com/support/security/bulletins/apsb11-12.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities Sep15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.521

Impact

Successful exploitation will allow remote attackers to gain access to potentially sensitive infor-
mation, conduct denial of service attack and potentially execute arbitrary code in the context of
the affected user.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.521 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.521 on Linux.

Vulnerability Insight
Multiple flaws exist due to, - Multiple memory corruption errors. - Multiple unspecified errors.
- Multiple use-after-free vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities Sepl5 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805742

Version used: $Revision: 2582 §$

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-5567, CVE-2015-5568, CVE-2015-5570, CVE-2015-5571, CVE-2015-5572,
...continues on next page ...
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—CVE-2015-5573, CVE-2015-5574, CVE-2015-5575, CVE-2015-5576, CVE-2015-5577, CVE
—»-2015-5578, CVE-2015-5579, CVE-2015-5580, CVE-2015-5581, CVE-2015-5582, CVE-20
<—15-5584, CVE-2015-5587, CVE-2015-5588, CVE-2015-6676, CVE-2015-6677, CVE-2015-
6678, CVE-2015-6679, CVE-2015-6682
Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb15-23.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities Sep15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.521

Impact

Successful exploitation will allow remote attackers to gain access to potentially sensitive infor-
mation, conduct denial of service attack and potentially execute arbitrary code in the context of
the affected user.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.521 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.521 on Linux.

Vulnerability Insight
Multiple flaws exist due to, - Multiple memory corruption errors. - Multiple unspecified errors.
- Multiple use-after-free vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities Sepl5 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805742

Version used: $Revision: 2582 §

...continues on next page ...
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Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-5567, CVE-2015-5568, CVE-2015-5570, CVE-2015-5571, CVE-2015-5572,
—CVE-2015-5573, CVE-2015-5574, CVE-2015-5575, CVE-2015-5576, CVE-2015-5577, CVE
—-2015-5578, CVE-2015-5579, CVE-2015-5580, CVE-2015-5581, CVE-2015-5582, CVE-20
—15-5584, CVE-2015-5587, CVE-2015-5588, CVE-2015-6676, CVE-2015-6677, CVE-2015-
6678, CVE-2015-6679, CVE-2015-6682
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-23.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities September-2011 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service.
Impact Level: iSystem /Application

Solution
Upgrade to Adobe Flash Player version 10.3.183.10 or later. For details refer,
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player versions prior to 10.3.183.10 on Linux.

Vulnerability Insight

The flaws are due to - Stack-based buffer overflow in the ActionScript Virtual Machine (AVM)
component, allows remote attackers to execute arbitrary code via unspecified vectors. - security
control bypass, allows attackers to bypass intended access restrictions and obtain sensitive in-
formation via unspecified vectors - logic error vulnerability, allows remote attackers to cause a
denial of service (browser crash) via unspecified vectors or execute arbitrary via crafted stream-
ing media. - Cross-site scripting (XSS) vulnerability, allows remote attackers to inject arbitrary
web script or HTML via a crafted URL.

Vulnerability Detection Method
Details:Adobe Flash Player Multiple Vulnerabilities September-2011 (Linux)
...continues on next page ...
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0OID:1.3.6.1.4.1.25623.1.0.902739
Version used: $Revision: 3114 $

References
CVE: CVE-2011-2426, CVE-2011-2427, CVE-2011-2428, CVE-2011-2429, CVE-2011-2430,
—CVE-2011-2444
BID:49714, 49715, 49716, 49718, 49717, 49710
Other:
URL:http://www.adobe.com/support/security/bulletins/apsb11-26.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Multiple Vulnerabilities September-2011 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service.
Impact Level: iSystem /Application

Solution
Upgrade to Adobe Flash Player version 10.3.183.10 or later. For details refer,
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player versions prior to 10.3.183.10 on Linux.

Vulnerability Insight

The flaws are due to - Stack-based buffer overflow in the ActionScript Virtual Machine (AVM)
component, allows remote attackers to execute arbitrary code via unspecified vectors. - security
control bypass, allows attackers to bypass intended access restrictions and obtain sensitive in-
formation via unspecified vectors - logic error vulnerability, allows remote attackers to cause a
denial of service (browser crash) via unspecified vectors or execute arbitrary via crafted stream-
ing media. - Cross-site scripting (XSS) vulnerability, allows remote attackers to inject arbitrary
web script or HTML via a crafted URL.

Vulnerability Detection Method

Details:Adobe Flash Player Multiple Vulnerabilities September-2011 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.902739

Version used: $Revision: 3114 §

References
CVE: CVE-2011-2426, CVE-2011-2427, CVE-2011-2428, CVE-2011-2429, CVE-2011-2430,
...continues on next page ...
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—CVE-2011-2444

BID:49714, 49715, 49716, 49718, 49717, 49710

Other:
URL:http://www.adobe.com/support/security/bulletins/apsb11-26.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities(APSB14-22)-(Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to execute arbitrary code and compromise a user’s
system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.411 or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player before 11.2.202.411 on Linux

Vulnerability Insight

Multiple Flaws are due to, - Two unspecified errors can be exploited to corrupt memory and
subsequently execute arbitrary code. - An integer overflow error can be exploited to execute
arbitrary code.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities(APSB14-22)-(Linux)
0OID:1.3.6.1.4.1.25623.1.0.805004

Version used: $Revision: 3008 $

Product Detection Result
Product: cpe:/a:adobe:flash_player:9.0.31.0
...continues on next page ...
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Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0558, CVE-2014-0564, CVE-2014-0569, CVE-2014-8439

BID:70437, 70442, 70441, 71289

Other:
URL:http://secunia.com/advisories/59729
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-22.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities(APSB14-22)-(Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to execute arbitrary code and compromise a user’s
system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.411 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before 11.2.202.411 on Linux

Vulnerability Insight

Multiple Flaws are due to, - Two unspecified errors can be exploited to corrupt memory and
subsequently execute arbitrary code. - An integer overflow error can be exploited to execute
arbitrary code.

Vulnerability Detection Method
Get the installed version with the help of detect NVT and check the version is vulnerable or not.
...continues on next page ...
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Details:Adobe Flash Player Multiple Vulnerabilities(APSB14-22)-(Linux)
0OID:1.3.6.1.4.1.25623.1.0.805004
Version used: $Revision: 3008 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0558, CVE-2014-0564, CVE-2014-0569, CVE-2014-8439

BID:70437, 70442, 70441, 71289

Other:
URL:http://secunia.com/advisories/59729
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-22.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities(APSB14-24)-(Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to disclose potentially sensitive information, bypass
certain security restrictions, and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.418 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.418 on Linux

Vulnerability Insight
...continues on next page ...
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Multiple Flaws are due to, - An use-after-free error. - A double free error. - Multiple type
confusion errors. - An error related to a permission issue. - Multiple unspecified error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities(APSB14-24)-(Linux)
0OID:1.3.6.1.4.1.25623.1.0.804795

Version used: $Revision: 3517 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2014-0573, CVE-2014-0574, CVE-2014-0576, CVE-2014-0577, CVE-2014-0581,
—CVE-2014-0582, CVE-2014-0583, CVE-2014-0584, CVE-2014-0585, CVE-2014-0586, CVE
—-2014-0588, CVE-2014-0589, CVE-2014-0590, CVE-2014-8437, CVE-2014-8438, CVE-20
<—14-8440, CVE-2014-8441, CVE-2014-8442
BID:71033, 71041, 71037, 71038, 71042, 71039, 71035, 71043, 71044, 71045, 71048,
— 71051, 71046, 71036, 71049, 71047, 71050, 71040
Other:
URL:http://secunia.com/advisories/59978
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-24.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities(APSB14-24)-(Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to disclose potentially sensitive information, bypass
certain security restrictions, and compromise a user’s system.

Impact Level: System/Application

Solution

...continues on next page ...
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Solution type: VendorFix
Upgrade to Adobe Flash Player version 11.2.202.418 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.418 on Linux

Vulnerability Insight
Multiple Flaws are due to, - An use-after-free error. - A double free error. - Multiple type
confusion errors. - An error related to a permission issue. - Multiple unspecified error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities(APSB14-24)-(Linux)
0OID:1.3.6.1.4.1.25623.1.0.804795

Version used: $Revision: 3517 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2014-0573, CVE-2014-0574, CVE-2014-0576, CVE-2014-0577, CVE-2014-0581,
—CVE-2014-0582, CVE-2014-0583, CVE-2014-0584, CVE-2014-0585, CVE-2014-0586, CVE
—-2014-0588, CVE-2014-0589, CVE-2014-0590, CVE-2014-8437, CVE-2014-8438, CVE-20
~—14-8440, CVE-2014-8441, CVE-2014-8442
BID:71033, 71041, 71037, 71038, 71042, 71039, 71035, 71043, 71044, 71045, 71048,
— 71051, 71046, 71036, 71049, 71047, 71050, 71040
Other:
URL:http://secunia.com/advisories/59978
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-24.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities(APSB14-27)- 01 Decl4 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
...continues on next page ...
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Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to disclose potentially sensitive information, bypass
certain security restrictions, and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.425 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.425 on Linux

Vulnerability Insight

Multiple Flaws are due to, - An out-of-bounds read error when handling Regular Expression
Objects. - Some unspecified errors. - A use-after-free error. - An error when the ’parseFloat’
function is called on a specific datatype.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities(APSB14-27)- 01 Dec14 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.805214

Version used: $Revision: 3517 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2014-0580, CVE-2014-0587, CVE-2014-8443, CVE-2014-9162, CVE-2014-9164,
—CVE-2014-9163
BID:71584, 71586, 71585, 71581, 71583, 71582
Other:
URL:http://secunia.com/advisories/61094
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-27.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities(APSB14-27)- 01 Dec14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

...continues on next page ...




2 RESULTS PER HOST 102

...continued from previous page ...

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to disclose potentially sensitive information, bypass
certain security restrictions, and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.425 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.425 on Linux

Vulnerability Insight

Multiple Flaws are due to, - An out-of-bounds read error when handling Regular Expression
Objects. - Some unspecified errors. - A use-after-free error. - An error when the ’parseFloat’
function is called on a specific datatype.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities(APSB14-27)- 01 Decl14 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805214

Version used: $Revision: 3517 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2014-0580, CVE-2014-0587, CVE-2014-8443, CVE-2014-9162, CVE-2014-9164,
—CVE-2014-9163
BID:71584, 71586, 71585, 71581, 71583, 71582
Other:
URL:http://secunia.com/advisories/61094
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-27.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Augl4 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to bypass certain security restrictions and compromise
a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.400 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version 11.2.202.400 on Linux

Vulnerability Insight
Multiple Flaws are due to an unspecified error and an use-after-free error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Augl4 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.804744

Version used: $Revision: 3521 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0538, CVE-2014-0540, CVE-2014-0541, CVE-2014-0542, CVE-2014-0543,
—CVE-2014-0544, CVE-2014-0545, CVE-2014-5333

BID:69192, 69190, 69191, 69194, 69195, 69196, 69197, 69320

Other:

...continues on next page ...
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URL:http://secunia.com/advisories/58593
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-18.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Augl4 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to bypass certain security restrictions and compromise
a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.400 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version 11.2.202.400 on Linux

Vulnerability Insight
Multiple Flaws are due to an unspecified error and an use-after-free error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Augl4 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804744

Version used: $Revision: 3521 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

...continues on next page ...
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References
CVE: CVE-2014-0538, CVE-2014-0540, CVE-2014-0541, CVE-2014-0542, CVE-2014-0543,
—CVE-2014-0544, CVE-2014-0545, CVE-2014-5333
BID:69192, 69190, 69191, 69194, 69195, 69196, 69197, 69320
Other:
URL:http://secunia.com/advisories/58593
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-18.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Dec13 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to execute arbitrary code, cause memory corrup-
tion(denial of service) and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.332 or later For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.332 on Linux.

Vulnerability Insight
Flaws are due to multiple unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Dec13 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804169

Version used: $Revision: 3556 $

Product Detection Result
...continues on next page ...
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Product: cpe:/a:adobe:flash_player:9.0.31.0
Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2013-5331, CVE-2013-5332
BID:64199, 64201
Other:
URL:http://secunia.com/advisories/55948
URL:http://helpx.adobe.com/security/products/flash-player/apsb13-28.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Dec13 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to execute arbitrary code, cause memory corrup-
tion(denial of service) and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.332 or later For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.332 on Linux.

Vulnerability Insight
Flaws are due to multiple unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Dec13 (Linux)

...continues on next page ...
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0OID:1.3.6.1.4.1.25623.1.0.804169
Version used: $Revision: 3556 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2013-5331, CVE-2013-5332
BID:64199, 64201
Other:
URL:http://secunia.com/advisories/55948
URL:http://helpx.adobe.com/security/products/flash-player/apsb13-28.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Feb15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.442

Impact

Successful exploitation will allow remote attackers to corrupt memory, dereference already freed
memory, execute arbitrary code or have other unspecified impacts.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.442 or later. For updates refer
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.442 on Linux.

Vulnerability Insight
...continues on next page ...
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Multiple flaws exists due to, - Multiple unspecified use-after-free errors. - Multiple unspecified
errors due to improper validation of user-supplied input. - Multiple unspecified type confusion
errors. - Multiple errors leading to overflow condition. - Multiple unspecified NULL pointer
dereference errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Febl5 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.805270

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-0313, CVE-2015-0314, CVE-2015-0315, CVE-2015-0316, CVE-2015-0317,
—CVE-2015-0318, CVE-2015-0319, CVE-2015-0320, CVE-2015-0321, CVE-2015-0322, CVE
~—-2015-0323, CVE-2015-0324, CVE-2015-0325, CVE-2015-0326, CVE-2015-0327, CVE-20
—15-0328, CVE-2015-0329, CVE-2015-0330, CVE-2015-0331
BID:72429, 72514
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-04.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Feb15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.442

Impact

Successful exploitation will allow remote attackers to corrupt memory, dereference already freed
memory, execute arbitrary code or have other unspecified impacts.

Impact Level: System/Application.

...continues on next page ...
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Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.442 or later. For updates refer
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.442 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - Multiple unspecified use-after-free errors. - Multiple unspecified
errors due to improper validation of user-supplied input. - Multiple unspecified type confusion
errors. - Multiple errors leading to overflow condition. - Multiple unspecified NULL pointer
dereference errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Febl15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805270

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-0313, CVE-2015-0314, CVE-2015-0315, CVE-2015-0316, CVE-2015-0317,
—CVE-2015-0318, CVE-2015-0319, CVE-2015-0320, CVE-2015-0321, CVE-2015-0322, CVE
—»-2015-0323, CVE-2015-0324, CVE-2015-0325, CVE-2015-0326, CVE-2015-0327, CVE-20
—15-0328, CVE-2015-0329, CVE-2015-0330, CVE-2015-0331
BID:72429, 72514
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-04.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Jan15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary

...continues on next page ...
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This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to disclose potentially sensitive information
and compromise a user’s system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.429 or later. For updates refer
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.429 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - An unspecified error related to improper file validation. - Another
unspecified error which can be exploited to capture keystrokes. - Two unspecified errors which
can be exploited to corrupt memory. - Two unspecified errors which can be exploited to cause a
heap-based buffer overflow. - A type confusion error which can be exploited to corrupt memory.
- An out-of-bounds read error. - An unspecified use-after-free error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Jan15 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805244

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-0301, CVE-2015-0302, CVE-2015-0303, CVE-2015-0304, CVE-2015-0305,
—CVE-2015-0306, CVE-2015-0307, CVE-2015-0308, CVE-2015-0309
BID:72034, 72035, 72031, 72032, 72033, 72036, 72037, 72039, 72038
Other:
URL:http://secunia.com/advisories/62177
URL:http://helpx.adobe.com/security/products/flash-player/apsb15-01.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Jan15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to disclose potentially sensitive information
and compromise a user’s system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.429 or later. For updates refer
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.429 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - An unspecified error related to improper file validation. - Another
unspecified error which can be exploited to capture keystrokes. - Two unspecified errors which
can be exploited to corrupt memory. - Two unspecified errors which can be exploited to cause a
heap-based buffer overflow. - A type confusion error which can be exploited to corrupt memory.
- An out-of-bounds read error. - An unspecified use-after-free error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Janl5 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805244

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
...continues on next page ...
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CVE: CVE-2015-0301, CVE-2015-0302, CVE-2015-0303, CVE-2015-0304, CVE-2015-0305,
—CVE-2015-0306, CVE-2015-0307, CVE-2015-0308, CVE-2015-0309
BID:72034, 72035, 72031, 72032, 72033, 72036, 72037, 72039, 72038
Other:
URL:http://secunia.com/advisories/62177
URL:http://helpx.adobe.com/security/products/flash-player/apsb15-01.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 July13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code on the target system
will cause heap-based buffer overflow or cause memory corruption via unspecified vectors.

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.297 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before 11.2.202.297 on Linux

Vulnerability Insight
Multiple unspecified error exists and an integer overflow error exists when resampling a PCM
buffer.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Julyl13 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803833

Version used: $Revision: 3556 $

References

CVE: CVE-2013-3347, CVE-2013-3345, CVE-2013-3344

BID:61048, 61045, 61043

Other:
URL:http://secunia.com/advisories/53975
URL:http://www.adobe.com/support/security/bulletins/apsb13-17.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 July13 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow remote attackers to execute arbitrary code on the target system
will cause heap-based buffer overflow or cause memory corruption via unspecified vectors.

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.297 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before 11.2.202.297 on Linux

Vulnerability Insight
Multiple unspecified error exists and an integer overflow error exists when resampling a PCM
buffer.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 July13 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803833

Version used: $Revision: 3556 $

References

CVE: CVE-2013-3347, CVE-2013-3345, CVE-2013-3344

BID:61048, 61045, 61043

Other:
URL:http://secunia.com/advisories/53975
URL:http://www.adobe.com/support/security/bulletins/apsb13-17.html

High (CVSS: 7.5)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 July14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

...continues on next page ...
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Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow attackers to bypass certain security restrictions.
Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.394 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.394 on Linux.

Vulnerability Insight
Multiple Flaws are due to, - An error when handling JSONP callbacks. - Multiple Unspecified
erTor.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Julyl14 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.804716

Version used: $Revision: 3521 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-4671, CVE-2014-0539, CVE-2014-0537

BID:68457, 68454, 68455

Other:
URL:http://secunia.com/advisories/59774
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-17.html

High (CVSS: 7.5)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 July14 (Linux)

Product detection result
cpe:/a:adobe:flash_player:9.0.31.0
‘ ...continues on next page ...
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Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow attackers to bypass certain security restrictions.
Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.394 or later, For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.394 on Linux.

Vulnerability Insight
Multiple Flaws are due to, - An error when handling JSONP callbacks. - Multiple Unspecified
error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Julyl4 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804716

Version used: $Revision: 3521 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-4671, CVE-2014-0539, CVE-2014-0537

BID:68457, 68454, 68455

Other:
URL:http://secunia.com/advisories/59774
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-17.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Junel4 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to conduct cross-site scripting attacks, bypass certain
security restrictions, and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.378 or later For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.378 on Linux.

Vulnerability Insight

Multiple Flaws exists due to, - Certain unspecified input is not properly sanitised before being
returned to the user. - An unspecified error can be exploited to bypass certain security restric-
tions. - Another unspecified error can be exploited to corrupt memory. - Another unspecified
error can be exploited to bypass certain security restrictions.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Junel4 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804647

Version used: $Revision: 3521 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2014-0531, CVE-2014-0532, CVE-2014-0533, CVE-2014-0534, CVE-2014-0535,
...continues on next page ...
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—CVE-2014-0536

BID:67962, 67973, 67974, 67963, 67970, 67961

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsbl4-16.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Junel4 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to conduct cross-site scripting attacks, bypass certain
security restrictions, and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.378 or later For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.378 on Linux.

Vulnerability Insight

Multiple Flaws exists due to, - Certain unspecified input is not properly sanitised before being
returned to the user. - An unspecified error can be exploited to bypass certain security restric-
tions. - Another unspecified error can be exploited to corrupt memory. - Another unspecified
error can be exploited to bypass certain security restrictions.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Junel4 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804647

Version used: $Revision: 3521 $

Product Detection Result
...continues on next page ...
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Product: cpe:/a:adobe:flash_player:9.0.31.0
Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0531, CVE-2014-0532, CVE-2014-0533, CVE-2014-0534, CVE-2014-0535,

—CVE-2014-0536

BID:67962, 67973, 67974, 67963, 67970, 67961

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb14-16.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Junel5 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.466

Impact

Successful exploitation will allow remote attackers to disclose potentially sensitive information,
execute arbitrary code, cause a denial of service, bypass the same origin policy and bypass certain
protection mechanism.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.466 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.466 on Linux.

Vulnerability Insight
...continues on next page ...
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Multiple flaws exists due to, - An error which does not properly restrict discovery of memory
addresseses. - Multiple use-after-free errors. - A memory corruption error. - An integer overflow
error. - Multiple unspecified errors bypassing same origin policy. - An error due to permission
issue in the flash broker for internet explorer. - A stack overflow error. - An unspecified error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Junel5 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805586

Version used: $Revision: 2582 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-3108, CVE-2015-3107, CVE-2015-3106, CVE-2015-3105, CVE-2015-3104,
—CVE-2015-3103, CVE-2015-3102, CVE-2015-3101, CVE-2015-3100, CVE-2015-3099, CVE
~—-2015-3098, CVE-2015-3096
BID:75084, 75087, 75086, 75081, 75080, 75089, 75085, 75088
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-11.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Junel5 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.466

Impact

Successful exploitation will allow remote attackers to disclose potentially sensitive information,
execute arbitrary code, cause a denial of service, bypass the same origin policy and bypass certain
protection mechanism.

Impact Level: System/Application.

...continues on next page ...
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Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.466 or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.466 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - An error which does not properly restrict discovery of memory
addresseses. - Multiple use-after-free errors. - A memory corruption error. - An integer overflow
error. - Multiple unspecified errors bypassing same origin policy. - An error due to permission
issue in the flash broker for internet explorer. - A stack overflow error. - An unspecified error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Junel5 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.805586

Version used: $Revision: 2582 §$

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-3108, CVE-2015-3107, CVE-2015-3106, CVE-2015-3105, CVE-2015-3104,
—CVE-2015-3103, CVE-2015-3102, CVE-2015-3101, CVE-2015-3100, CVE-2015-3099, CVE
—-2015-3098, CVE-2015-3096
BID:75084, 75087, 75086, 75081, 75080, 75089, 75085, 75088
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb15-11.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Sep13 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.
...continues on next page ...
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Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to execute arbitrary code, cause memory corruption
and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.310 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before 11.2.202.310 on Linux

Vulnerability Insight
Flaws are due to multiple unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Sep13 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803899

Version used: $Revision: 3556 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2013-5324, CVE-2013-3361, CVE-2013-3362, CVE-2013-3363
BID:62296, 62290, 62294, 62295
Other:
URL:http://secunia.com/advisories/54697/
URL:https://www.adobe.com/support/security/bulletins/apsb13-21.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Sep13 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

...continues on next page ...
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Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to execute arbitrary code, cause memory corruption
and compromise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.310 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before 11.2.202.310 on Linux

Vulnerability Insight
Flaws are due to multiple unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Sepl13 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803899

Version used: $Revision: 3556 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2013-5324, CVE-2013-3361, CVE-2013-3362, CVE-2013-3363
BID:62296, 62290, 62294, 62295
Other:
URL:http://secunia.com/advisories/54697/
URL:https://www.adobe.com/support/security/bulletins/apsb13-21.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Sep14 (Linux)

| ...continues on next page ... |
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Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to disclose potentially sensitive information and com-
promise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.406 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.406 on Linux

Vulnerability Insight
Multiple Flaws are due to multiple unspecified errors and an use-after-free error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Sepl4 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804842

Version used: $Revision: 3521 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0559, CVE-2014-0557, CVE-2014-0556, CVE-2014-0555, CVE-2014-0553,
—CVE-2014-0552, CVE-2014-0551, CVE-2014-0550, CVE-2014-0549, CVE-2014-0548, CVE
«—+-2014-0547, CVE-2014-0554

BID:69704, 69701, 69696, 69706, 69707, 69703, 69702, 69700, 69699, 69705, 69695,
— 69697

Other:

...continues on next page ...
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URL:http://secunia.com/advisories/60985
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-21.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Multiple Vulnerabilities-01 Sep14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to disclose potentially sensitive information and com-
promise a user’s system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.406 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.406 on Linux

Vulnerability Insight
Multiple Flaws are due to multiple unspecified errors and an use-after-free error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Multiple Vulnerabilities-01 Sepl4 (Linux)
OID:1.3.6.1.4.1.25623.1.0.804842

Version used: $Revision: 3521 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)
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References
CVE: CVE-2014-0559, CVE-2014-0557, CVE-2014-0556, CVE-2014-0555, CVE-2014-0553,
—CVE-2014-0552, CVE-2014-0551, CVE-2014-0550, CVE-2014-0549, CVE-2014-0548, CVE
—-2014-0547, CVE-2014-0554
BID:69704, 69701, 69696, 69706, 69707, 69703, 69702, 69700, 69699, 69705, 69695,
— 69697
Other:
URL:http://secunia.com/advisories/60985
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-21.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Object Confusion Remote Code Execution Vulnerability (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to object confusion remote code
execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to create crafted Flash content that, when loaded by
the target user, will trigger an object confusion flaw and execute arbitrary code on the target
system. Impact Level: System /Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 10.3.183.19 or 11.2.202.235 or later, For details refer,
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version prior to 10.3.183.19 on Linux Adobe Flash Player version 11.x prior
to 11.2.202.235 on Linux

Vulnerability Insight
The flaw is due to an error related to object confusion.
NOTE: Further information is not available.

Vulnerability Detection Method

Details:Adobe Flash Player Object Confusion Remote Code Execution Vulnerability (Li
0OID:1.3.6.1.4.1.25623.1.0.802771

Version used: $Revision: 5956 $

lnux)

References
CVE: CVE-2012-0779
BID:53395
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Other:
URL:http://secunia.com/advisories/49096/
URL:http://securitytracker.com/id/1027023
URL:http://www.adobe.com/support/security/bulletins/apsb12-09.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Object Confusion Remote Code Execution Vulnerability (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to object confusion remote code
execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to create crafted Flash content that, when loaded by
the target user, will trigger an object confusion flaw and execute arbitrary code on the target
system. Impact Level: System /Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 10.3.183.19 or 11.2.202.235 or later, For details refer,
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version prior to 10.3.183.19 on Linux Adobe Flash Player version 11.x prior
to 11.2.202.235 on Linux

Vulnerability Insight
The flaw is due to an error related to object confusion.
NOTE: Further information is not available.

Vulnerability Detection Method
Details:Adobe Flash Player Object Confusion Remote Code Execution Vulnerability (Li
0OID:1.3.6.1.4.1.25623.1.0.802771

Version used: $Revision: 5956 $

lnux)

References

CVE: CVE-2012-0779

BID:53395

Other:
URL:http://secunia.com/advisories/49096/
URL:http://securitytracker.com/id/1027023
URL:http://www.adobe.com/support/security/bulletins/apsb12-09.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Remote Code Execution Vulnerability -Junel3 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to remote code execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to execute arbitrary code on the target sys-
tem or cause a denial of service (memory corruption) via unspecified vectors. Impact Level:
System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player 10.3.183.90 or 11.2.202.291 or later For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version 10.3.183.86 and earlier and 11.x to 11.2.202.285 on Linux

Vulnerability Insight
Unspecified flaw due to improper sanitization of user-supplied input.

Vulnerability Detection Method

Details:Adobe Flash Player Remote Code Execution Vulnerability -Junel3 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.803662

Version used: $Revision: 3556 $

References

CVE: CVE-2013-3343

BID:60478

Other:
URL:http://secunia.com/advisories/53751
URL:http://wuw.adobe.com/support/security/bulletins/apsb13-16.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Remote Code Execution Vulnerability -Junel3 (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to remote code execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
...continues on next page ...
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Successful exploitation will allow remote attackers to execute arbitrary code on the target sys-
tem or cause a denial of service (memory corruption) via unspecified vectors. Impact Level:
System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player 10.3.183.90 or 11.2.202.291 or later For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version 10.3.183.86 and earlier and 11.x to 11.2.202.285 on Linux

Vulnerability Insight
Unspecified flaw due to improper sanitization of user-supplied input.

Vulnerability Detection Method

Details:Adobe Flash Player Remote Code Execution Vulnerability -Junel3 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.803662

Version used: $Revision: 3556 $

References

CVE: CVE-2013-3343

BID:60478

Other:
URL:http://secunia.com/advisories/53751
URL:http://www.adobe.com/support/security/bulletins/apsb13-16.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Remote Memory Corruption Vulnerability (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to memory corruption vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service.
Impact Level: Application/System

Solution
Solution type: VendorFix
Upgrade to Adobe Flash Player version 10.2.153.1 or later. For details refer,

http://www.adobe.com/downloads/

Affected Software/OS
...continues on next page ...
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Adobe Flash Player version 10.2.152.33 and prior on Linux.

Vulnerability Insight
The flaw is due to an error when handling the 'SWF”’ file, which allows attackers to execute
arbitrary code or cause a denial of service via crafted flash content.

Vulnerability Detection Method

Details:Adobe Flash Player Remote Memory Corruption Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.902401

Version used: $Revision: 3114 $

References
CVE: CVE-2011-0609
BID:46860
Other:
URL:http://wuw.adobe.com/support/security/bulletins/apsb11-06.html
URL:http://www.adobe.com/support/security/advisories/apsall-01.html

High (CVSS: 9.3)

NVT: Adobe Flash Player Remote Memory Corruption Vulnerability (Linux)

Summary
This host is installed with Adobe Flash Player and is prone to memory corruption vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code or cause a denial of service.
Impact Level: Application/System

Solution
Solution type: VendorFix
Upgrade to Adobe Flash Player version 10.2.153.1 or later. For details refer,

http://www.adobe.com/downloads/

Affected Software/OS
Adobe Flash Player version 10.2.152.33 and prior on Linux.

Vulnerability Insight
The flaw is due to an error when handling the 'SWF”’ file, which allows attackers to execute
arbitrary code or cause a denial of service via crafted flash content.

Vulnerability Detection Method

Details:Adobe Flash Player Remote Memory Corruption Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.902401
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Version used: $Revision: 3114 $

References
CVE: CVE-2011-0609
BID:46860
Other:
URL:http://www.adobe.com/support/security/bulletins/apsb11-06.html
URL:http://www.adobe.com/support/security/advisories/apsall-01.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Bypass Vulnerability Jan14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to security bypass vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to, bypass certain security restrictions and disclose
certain memory informations.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.335 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.335 on Linux.

Vulnerability Insight
Flaw is due to an unspecified error and other additional weakness.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Bypass Vulnerability Janl4 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.804065

Version used: $Revision: 3521 §
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Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0491, CVE-2014-0492

BID:64807, 64810

Other:
URL:http://secunia.com/advisories/56267
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-02.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Bypass Vulnerability Jan14 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to security bypass vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to, bypass certain security restrictions and disclose
certain memory informations.

Impact Level: System/Application

Solution

Solution type: VendorFix

Update to Adobe Flash Player version 11.2.202.335 or later, For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.335 on Linux.

Vulnerability Insight
Flaw is due to an unspecified error and other additional weakness.

Vulnerability Detection Method
Get the installed version with the help of detect NVT and check the version is vulnerable or not.
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Details:Adobe Flash Player Security Bypass Vulnerability Janl4 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.804065
Version used: $Revision: 3521 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2014-0491, CVE-2014-0492

BID:64807, 64810

Other:
URL:http://secunia.com/advisories/56267
URL:http://helpx.adobe.com/security/products/flash-player/apsb14-02.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-10 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.616

Impact

Successful exploitation of this vulnerability will allow remote attackers to bypass memory layout
randomization mitigations, also leads to code execution.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.616 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.616 on Linux.
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Vulnerability Insight

The multiple flaws exists due to, - Multiple type confusion vulnerabilities. - Multiple use-after-
free vulnerabilities. - Multiple memory corruption vulnerabilities. - A stack overflow vulnerabil-
ity. - A vulnerability in the directory search path used to find resources.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-10 )-Linux
0ID:1.3.6.1.4.1.25623.1.0.807654

Version used: $Revision: 5557 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-1006, CVE-2016-1011, CVE-2016-1012, CVE-2016-1013, CVE-2016-1014,
—CVE-2016-1015, CVE-2016-1016, CVE-2016-1017, CVE-2016-1018, CVE-2016-1019, CVE
—-2016-1020, CVE-2016-1021, CVE-2016-1022, CVE-2016-1023, CVE-2016-1024, CVE-20
—16-1025, CVE-2016-1026, CVE-2016-1027, CVE-2016-1028, CVE-2016-1029, CVE-2016-
—1030, CVE-2016-1031, CVE-2016-1032, CVE-2016-1033
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-10.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-10 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.616

Impact

Successful exploitation of this vulnerability will allow remote attackers to bypass memory layout
randomization mitigations, also leads to code execution.

Impact Level: System/Application
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Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.616 or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.616 on Linux.

Vulnerability Insight

The multiple flaws exists due to, - Multiple type confusion vulnerabilities. - Multiple use-after-
free vulnerabilities. - Multiple memory corruption vulnerabilities. - A stack overflow vulnerabil-
ity. - A vulnerability in the directory search path used to find resources.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-10 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.807654

Version used: $Revision: 5557 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-1006, CVE-2016-1011, CVE-2016-1012, CVE-2016-1013, CVE-2016-1014,
—CVE-2016-1015, CVE-2016-1016, CVE-2016-1017, CVE-2016-1018, CVE-2016-1019, CVE
—-2016-1020, CVE-2016-1021, CVE-2016-1022, CVE-2016-1023, CVE-2016-1024, CVE-20
—16-1025, CVE-2016-1026, CVE-2016-1027, CVE-2016-1028, CVE-2016-1029, CVE-2016-
<1030, CVE-2016-1031, CVE-2016-1032, CVE-2016-1033
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-10.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-15 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.
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Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.621

Impact
Successful exploitation of this vulnerability will allow remote attackers to execute arbitrary code.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.621 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.621 on Linux.

Vulnerability Insight

The multiple flaws exists due to, - Multiple type confusion vulnerabilities. - Multiple use-after-
free vulnerabilities. - A heap buffer overflow vulnerability. - A buffer overflow vulnerability. -
Multiple memory corruption vulnerabilities. - A vulnerability in the directory search path used
to find resources.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-15 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.808104

Version used: $Revision: 5675 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-1096, CVE-2016-1097, CVE-2016-1098, CVE-2016-1099, CVE-2016-1100,
—CVE-2016-1101, CVE-2016-1102, CVE-2016-1103, CVE-2016-1104, CVE-2016-1105, CVE
—-2016-1106, CVE-2016-1107, CVE-2016-1108, CVE-2016-1109, CVE-2016-1110, CVE-20
~—16-4108, CVE-2016-4109, CVE-2016-4110, CVE-2016-4111, CVE-2016-4112, CVE-2016-
—4113, CVE-2016-4114, CVE-2016-4115, CVE-2016-4116, CVE-2016-4117, CVE-2016-412
—0, CVE-2016-4121, CVE-2016-4160, CVE-2016-4161, CVE-2016-4162, CVE-2016-4163
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-15.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-15 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.621

Impact
Successful exploitation of this vulnerability will allow remote attackers to execute arbitrary code.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.621 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.621 on Linux.

Vulnerability Insight

The multiple flaws exists due to, - Multiple type confusion vulnerabilities. - Multiple use-after-
free vulnerabilities. - A heap buffer overflow vulnerability. - A buffer overflow vulnerability. -
Multiple memory corruption vulnerabilities. - A vulnerability in the directory search path used
to find resources.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-15 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.808104

Version used: $Revision: 5675 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-1096, CVE-2016-1097, CVE-2016-1098, CVE-2016-1099, CVE-2016-1100,
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—CVE-2016-1101, CVE-2016-1102, CVE-2016-1103, CVE-2016-1104, CVE-2016-1105, CVE
—»-2016-1106, CVE-2016-1107, CVE-2016-1108, CVE-2016-1109, CVE-2016-1110, CVE-20
—16-4108, CVE-2016-4109, CVE-2016-4110, CVE-2016-4111, CVE-2016-4112, CVE-2016-
4113, CVE-2016-4114, CVE-2016-4115, CVE-2016-4116, CVE-2016-4117, CVE-2016-412
—0, CVE-2016-4121, CVE-2016-4160, CVE-2016-4161, CVE-2016-4162, CVE-2016-4163
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-15.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-18 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.626

Impact

Successful exploitation will allow remote attackers to bypass the same-origin-policy and lead to
information disclosure, and code execution.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.626 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.626 on Linux.

Vulnerability Insight

The multiple flaws exists due to, - A type confusion vulnerabilities. - The use-after-free vulner-
abilities. - The heap buffer overflow vulnerabilities. - The memory corruption vulnerabilities. -
A vulnerability in the directory search path used to find resources.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-18 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.808169
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Version used: $Revision: 5534 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-4122, CVE-2016-4123, CVE-2016-4124, CVE-2016-4125, CVE-2016-4127,
—CVE-2016-4128, CVE-2016-4129, CVE-2016-4130, CVE-2016-4131, CVE-2016-4132, CVE
<—-2016-4133, CVE-2016-4134, CVE-2016-4135, CVE-2016-4136, CVE-2016-4137, CVE-20
—16-4138, CVE-2016-4139, CVE-2016-4140, CVE-2016-4141, CVE-2016-4142, CVE-2016-
—4143, CVE-2016-4144, CVE-2016-4145, CVE-2016-4146, CVE-2016-4147, CVE-2016-414
—8, CVE-2016-4149, CVE-2016-4150, CVE-2016-4151, CVE-2016-4152, CVE-2016-4153,
—CVE-2016-4154, CVE-2016-4155, CVE-2016-4156, CVE-2016-4166, CVE-2016-4171
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-18.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-18 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.626

Impact

Successful exploitation will allow remote attackers to bypass the same-origin-policy and lead to
information disclosure, and code execution.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.626 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
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Adobe Flash Player version before 11.2.202.626 on Linux.

Vulnerability Insight

The multiple flaws exists due to, - A type confusion vulnerabilities. - The use-after-free vulner-
abilities. - The heap buffer overflow vulnerabilities. - The memory corruption vulnerabilities. -
A vulnerability in the directory search path used to find resources.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-18 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.808169

Version used: $Revision: 5534 §$

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-4122, CVE-2016-4123, CVE-2016-4124, CVE-2016-4125, CVE-2016-4127,
—CVE-2016-4128, CVE-2016-4129, CVE-2016-4130, CVE-2016-4131, CVE-2016-4132, CVE
—»-2016-4133, CVE-2016-4134, CVE-2016-4135, CVE-2016-4136, CVE-2016-4137, CVE-20
~—16-4138, CVE-2016-4139, CVE-2016-4140, CVE-2016-4141, CVE-2016-4142, CVE-2016-
4143, CVE-2016-4144, CVE-2016-4145, CVE-2016-4146, CVE-2016-4147, CVE-2016-414
—8, CVE-2016-4149, CVE-2016-4150, CVE-2016-4151, CVE-2016-4152, CVE-2016-4153,
—CVE-2016-4154, CVE-2016-4155, CVE-2016-4156, CVE-2016-4166, CVE-2016-4171
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-18.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-25 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.632

Impact
...continues on next page ...
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Successful exploitation of this vulnerability will allow remote attackers lead to information dis-
closure, and code execution.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.632 or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.632 on Linux.

Vulnerability Insight

The multiple flaws exists due to, - A race condition vulnerability. - A type confusion vulnera-
bilities. - An use-after-free vulnerabilities. - A heap buffer overflow vulnerability. - A memory
corruption vulnerabilities. - A stack corruption vulnerabilities. - A security bypass vulnerability.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-25 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.808579

Version used: $Revision: 5732 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-4172, CVE-2016-4173, CVE-2016-4174, CVE-2016-4175, CVE-2016-4176,
—CVE-2016-4177, CVE-2016-4178, CVE-2016-4179, CVE-2016-4180, CVE-2016-4181, CVE
—-2016-4182, CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-20
—»16-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016-4190, CVE-2016-4217, CVE-2016-
—4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4222, CVE-2016-422
—3, CVE-2016-4224, CVE-2016-4225, CVE-2016-4226, CVE-2016-4227, CVE-2016-4228,
—CVE-2016-4229, CVE-2016-4230, CVE-2016-4231, CVE-2016-4232, CVE-2016-4233, CVE
—-2016-4234, CVE-2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-20
—16-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243, CVE-2016-
—4244, CVE-2016-4245, CVE-2016-4246, CVE-2016-4247, CVE-2016-4248, CVE-2016-424
—9, CVE-2016-7020
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-25.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-25 )-Linux
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Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.632

Impact

Successful exploitation of this vulnerability will allow remote attackers lead to information dis-
closure, and code execution.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.632 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.632 on Linux.

Vulnerability Insight

The multiple flaws exists due to, - A race condition vulnerability. - A type confusion vulnera-
bilities. - An use-after-free vulnerabilities. - A heap buffer overflow vulnerability. - A memory
corruption vulnerabilities. - A stack corruption vulnerabilities. - A security bypass vulnerability.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-25 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.808579

Version used: $Revision: 5732 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2016-4172, CVE-2016-4173, CVE-2016-4174, CVE-2016-4175, CVE-2016-4176,
<—CVE-2016-4177, CVE-2016-4178, CVE-2016-4179, CVE-2016-4180, CVE-2016-4181, CVE
—-2016-4182, CVE-2016-4183, CVE-2016-4184, CVE-2016-4185, CVE-2016-4186, CVE-20
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—»16-4187, CVE-2016-4188, CVE-2016-4189, CVE-2016-4190, CVE-2016-4217, CVE-2016-
4218, CVE-2016-4219, CVE-2016-4220, CVE-2016-4221, CVE-2016-4222, CVE-2016-422
—3, CVE-2016-4224, CVE-2016-4225, CVE-2016-4226, CVE-2016-4227, CVE-2016-4228,
—CVE-2016-4229, CVE-2016-4230, CVE-2016-4231, CVE-2016-4232, CVE-2016-4233, CVE
—-2016-4234, CVE-2016-4235, CVE-2016-4236, CVE-2016-4237, CVE-2016-4238, CVE-20
—16-4239, CVE-2016-4240, CVE-2016-4241, CVE-2016-4242, CVE-2016-4243, CVE-2016-
—4244, CVE-2016-4245, CVE-2016-4246, CVE-2016-4247, CVE-2016-4248, CVE-2016-424
—9, CVE-2016-7020
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-25.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-29 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.635

Impact

Successful exploitation of this vulnerability will allow remote attackers lead to code execution
and information disclosure.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.635 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.635 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - An integer overflow vulnerability. - The use-after-free vulner-
abilities. - The security bypass vulnerabilities. - The memory corruption vulnerabilities.

Vulnerability Detection Method
Get the installed version with the help of detect NVT and check the version is vulnerable or not.
...continues on next page ...
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Details:Adobe Flash Player Security Updates( apsb16-29 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.809222
Version used: $Revision: 5813 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-4271, CVE-2016-4272, CVE-2016-4274, CVE-2016-4275, CVE-2016-4276,
—CVE-2016-4277, CVE-2016-4278, CVE-2016-4279, CVE-2016-4280, CVE-2016-4281, CVE
—-2016-4282, CVE-2016-4283, CVE-2016-4284, CVE-2016-4285, CVE-2016-4287, CVE-20
—16-6921, CVE-2016-6922, CVE-2016-6923, CVE-2016-6924, CVE-2016-6925, CVE-2016-
<6926, CVE-2016-6927, CVE-2016-6929, CVE-2016-6930, CVE-2016-6931, CVE-2016-693
—2, CVE-2016-4182, CVE-2016-4237, CVE-2016-4238
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-29.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-29 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.635

Impact

Successful exploitation of this vulnerability will allow remote attackers lead to code execution
and information disclosure.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.635 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
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Adobe Flash Player version before 11.2.202.635 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - An integer overflow vulnerability. - The use-after-free vulner-
abilities. - The security bypass vulnerabilities. - The memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-29 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.809222

Version used: $Revision: 5813 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-4271, CVE-2016-4272, CVE-2016-4274, CVE-2016-4275, CVE-2016-4276,
—CVE-2016-4277, CVE-2016-4278, CVE-2016-4279, CVE-2016-4280, CVE-2016-4281, CVE
—»-2016-4282, CVE-2016-4283, CVE-2016-4284, CVE-2016-4285, CVE-2016-4287, CVE-20
—16-6921, CVE-2016-6922, CVE-2016-6923, CVE-2016-6924, CVE-2016-6925, CVE-2016-
6926, CVE-2016-6927, CVE-2016-6929, CVE-2016-6930, CVE-2016-6931, CVE-2016-693
—2, CVE-2016-4182, CVE-2016-4237, CVE-2016-4238
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-29.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-32 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.637

Impact
Successful exploitation of this vulnerability will allow remote attackers lead to code execution.
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Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.637 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.637 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - a type confusion vulnerability. - use-after-free vulnerabilities.
- memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-32 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.809442

Version used: $Revision: 5675 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-4273, CVE-2016-4286, CVE-2016-6981, CVE-2016-6982, CVE-2016-6983,
—CVE-2016-6984, CVE-2016-6985, CVE-2016-6986, CVE-2016-6987, CVE-2016-6989, CVE
—-2016-6990, CVE-2016-6992
BID:93490, 93497, 93492
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-32.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-32 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.
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Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.637

Impact
Successful exploitation of this vulnerability will allow remote attackers lead to code execution.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.637 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.637 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - a type confusion vulnerability. - use-after-free vulnerabilities.
- memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-32 )-Linux
0ID:1.3.6.1.4.1.25623.1.0.809442

Version used: $Revision: 5675 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-4273, CVE-2016-4286, CVE-2016-6981, CVE-2016-6982, CVE-2016-6983,
—CVE-2016-6984, CVE-2016-6985, CVE-2016-6986, CVE-2016-6987, CVE-2016-6989, CVE
—-2016-6990, CVE-2016-6992
BID:93490, 93497, 93492
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-32.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-36 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)
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Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.643

Impact

Successful exploitation of this vulnerability will allow remote attackers to take control of the
affected system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.643 or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.643 on Linux.

Vulnerability Insight
The Flaw exists due to, a use-after-free vulnerability

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-36 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.809463

Version used: $Revision: 5513 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2016-7855

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb16-36.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-36 )-Linux

Product detection result
| ...continues on next page ... |




2 RESULTS PER HOST 148

...continued from previous page ...

cpe:/a:adobe:flash_player:9.0.31.0
Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.643

Impact

Successful exploitation of this vulnerability will allow remote attackers to take control of the
affected system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.643 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.643 on Linux.

Vulnerability Insight
The Flaw exists due to, a use-after-free vulnerability

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-36 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.809463

Version used: $Revision: 5513 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2016-7855

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb16-36.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-39 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 24.0.0.186

Impact

Successful exploitation of this vulnerability will allow remote attackers to take control of the
affected system, and lead to code execution.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 24.0.0.186 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 24.0.0.186 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - An use-after-free vulnerabilities. - The buffer overflow vul-
nerabilities. - The memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-39 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.810312

Version used: $Revision: 4760 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2016-7867, CVE-2016-7868, CVE-2016-7869, CVE-2016-7870, CVE-2016-7871,
—CVE-2016-7872, CVE-2016-7873, CVE-2016-7874, CVE-2016-7875, CVE-2016-7876, CVE
...continues on next page ...
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—-2016-7877, CVE-2016-7878, CVE-2016-7879, CVE-2016-7880, CVE-2016-7881, CVE-20
—16-7890, CVE-2016-7892
Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb16-39.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb16-39 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 24.0.0.186

Impact

Successful exploitation of this vulnerability will allow remote attackers to take control of the
affected system, and lead to code execution.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 24.0.0.186 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 24.0.0.186 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - An use-after-free vulnerabilities. - The buffer overflow vul-
nerabilities. - The memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb16-39 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.810312

Version used: $Revision: 4760 $

Product Detection Result
Product: cpe:/a:adobe:flash_player:9.0.31.0
...continues on next page ...
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Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-7867, CVE-2016-7868, CVE-2016-7869, CVE-2016-7870, CVE-2016-7871,
—CVE-2016-7872, CVE-2016-7873, CVE-2016-7874, CVE-2016-7875, CVE-2016-7876, CVE
~—-2016-7877, CVE-2016-7878, CVE-2016-7879, CVE-2016-7880, CVE-2016-7881, CVE-20
<—16-7890, CVE-2016-7892
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-39.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb17-02 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 24.0.0.194

Impact

Successful exploitation of this vulnerability will allow remote attackers to take control of the
affected system, lead to code execution and information disclosure.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 24.0.0.194 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 24.0.0.194 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - A security bypass vulnerability. - An use-after-free vulnera-
bilities. - The heap buffer overflow vulnerabilities. - The memory corruption vulnerabilities.

Vulnerability Detection Method
...continues on next page ...
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Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb17-02 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.810330
Version used: $Revision: 4983 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2017-2925, CVE-2017-2926, CVE-2017-2927, CVE-2017-2928, CVE-2017-2930,
—CVE-2017-2931, CVE-2017-2932, CVE-2017-2933, CVE-2017-2934, CVE-2017-2935, CVE
—-2017-2936, CVE-2017-2937, CVE-2017-2938
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb17-02.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb17-02 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 24.0.0.194

Impact

Successful exploitation of this vulnerability will allow remote attackers to take control of the
affected system, lead to code execution and information disclosure.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 24.0.0.194 or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 24.0.0.194 on Linux.
...continues on next page ...
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Vulnerability Insight
The multiple flaws exists due to, - A security bypass vulnerability. - An use-after-free vulnera-
bilities. - The heap buffer overflow vulnerabilities. - The memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb17-02 )-Linux
0ID:1.3.6.1.4.1.25623.1.0.810330

Version used: $Revision: 4983 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2017-2925, CVE-2017-2926, CVE-2017-2927, CVE-2017-2928, CVE-2017-2930,
—CVE-2017-2931, CVE-2017-2932, CVE-2017-2933, CVE-2017-2934, CVE-2017-2935, CVE
—-2017-2936, CVE-2017-2937, CVE-2017-2938
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb17-02.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb17-04 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 24.0.0.221

Impact

Successful exploitation of this vulnerabilities will allow remote attackers to execute arbitrary
code on the target user’s system and that could potentially allow an attacker to take control of
the affected system.

Impact Level: System/Application

Solution
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Solution type: VendorFix
Upgrade to Adobe Flash Player version 24.0.0.221 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 24.0.0.221 on Linux.

Vulnerability Insight

The multiple flaws exists due to, - A type confusion vulnerability. - Multiple use-after-free
vulnerabilities. - An integer overflow vulnerability. - Multiple heap buffer overflow vulnerabilities.
- Multiple memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb17-04 )-Linux
0ID:1.3.6.1.4.1.25623.1.0.810552

Version used: $Revision: 5301 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2017-2982, CVE-2017-2984, CVE-2017-2985, CVE-2017-2986, CVE-2017-2987,
—CVE-2017-2988, CVE-2017-2990, CVE-2017-2991, CVE-2017-2992, CVE-2017-2993, CVE
—-2017-2994, CVE-2017-2995, CVE-2017-2996
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb17-04.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb17-04 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 24.0.0.221
...continues on next page ...
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Impact

Successful exploitation of this vulnerabilities will allow remote attackers to execute arbitrary
code on the target user’s system and that could potentially allow an attacker to take control of
the affected system.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 24.0.0.221 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 24.0.0.221 on Linux.

Vulnerability Insight

The multiple flaws exists due to, - A type confusion vulnerability. - Multiple use-after-free
vulnerabilities. - An integer overflow vulnerability. - Multiple heap buffer overflow vulnerabilities.
- Multiple memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb17-04 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.810552

Version used: $Revision: 5301 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2017-2982, CVE-2017-2984, CVE-2017-2985, CVE-2017-2986, CVE-2017-2987,
—CVE-2017-2988, CVE-2017-2990, CVE-2017-2991, CVE-2017-2992, CVE-2017-2993, CVE
—-2017-2994, CVE-2017-2995, CVE-2017-2996
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb17-04.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb17-10 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)
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Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 25.0.0.148

Impact

Successful exploitation of this vulnerabilities will allow remote attackers to execute arbitrary
code on the target user’s system and that could potentially allow an attacker to take control of
the affected system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 25.0.0.148, or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 25.0.0.148 on Linux.

Vulnerability Insight
Multiple flaws exists due to, - Use-after-free vulnerabilities that could lead to code execution. -
Memory corruption vulnerabilities that could lead to code execution.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsb17-10 )-Linux
0ID:1.3.6.1.4.1.25623.1.0.810840

Version used: $Revision: 5941 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2017-3058, CVE-2017-3059, CVE-2017-3060, CVE-2017-3061, CVE-2017-3062,

—CVE-2017-3063, CVE-2017-3064, CVE-2015-5122, CVE-2015-5123

BID:97551, 97557, 75712, 75710

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb17-10.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates( apsb17-10 )-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 25.0.0.148

Impact

Successful exploitation of this vulnerabilities will allow remote attackers to execute arbitrary
code on the target user’s system and that could potentially allow an attacker to take control of
the affected system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 25.0.0.148, or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 25.0.0.148 on Linux.

Vulnerability Insight
Multiple flaws exists due to, - Use-after-free vulnerabilities that could lead to code execution. -
Memory corruption vulnerabilities that could lead to code execution.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates( apsbl17-10 )-Linux
0OID:1.3.6.1.4.1.25623.1.0.810840

Version used: $Revision: 5941 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2017-3058, CVE-2017-3059, CVE-2017-3060, CVE-2017-3061, CVE-2017-3062,
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—CVE-2017-3063, CVE-2017-3064, CVE-2015-5122, CVE-2015-5123
BID:97551, 97557, 75712, 75710
Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb17-10.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates(apsb16-37) - Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.644

Impact

Successful exploitation of this vulnerability will allow remote attackers to take control of the
affected system, and lead to code execution.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.644 or later. For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.644 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - A type confusion vulnerabilities. - An use-after-free vulnera-
bilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates(apsb16-37) - Linux
0OID:1.3.6.1.4.1.25623.1.0.809469

Version used: $Revision: 5712 $

Product Detection Result
Product: cpe:/a:adobe:flash_player:9.0.31.0
...continues on next page ...




2 RESULTS PER HOST 159

...continued from previous page ...
Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2016-7857, CVE-2016-7858, CVE-2016-7859, CVE-2016-7860, CVE-2016-7861,

—CVE-2016-7862, CVE-2016-7863, CVE-2016-7864, CVE-2016-7865

BID:94153

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb16-37.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates(apsb16-37) - Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.644

Impact

Successful exploitation of this vulnerability will allow remote attackers to take control of the
affected system, and lead to code execution.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.644 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.644 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - A type confusion vulnerabilities. - An use-after-free vulnera-
bilities.

Vulnerability Detection Method
Get the installed version with the help of detect NVT and check the version is vulnerable or not.
...continues on next page ...
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Details:Adobe Flash Player Security Updates(apsb16-37) - Linux
0OID:1.3.6.1.4.1.25623.1.0.809469
Version used: $Revision: 5712 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2016-7857, CVE-2016-7858, CVE-2016-7859, CVE-2016-7860, CVE-2016-7861,

—CVE-2016-7862, CVE-2016-7863, CVE-2016-7864, CVE-2016-7865

BID:94153

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb16-37.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates(apsb17-07)-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 25.0.0.127

Impact

Successful exploitation of this vulnerability will allow remote attackers to execute arbitrary code
on the target user’s system and that could potentially allow an attacker to take control of the
affected system.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 25.0.0.127, or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 25.0.0.127 on Linux.
...continues on next page ...
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Vulnerability Insight

Multiple flaws exists due to, - A buffer overflow vulnerability. - The memory corruption vul-
nerabilities. - A random number generator vulnerability used for constant blinding. - The
use-after-free vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates(apsb17-07)-Linux
0ID:1.3.6.1.4.1.25623.1.0.810806

Version used: $Revision: 5582 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2017-2997, CVE-2017-2998, CVE-2017-2999, CVE-2017-3000, CVE-2017-3001,

—CVE-2017-3002, CVE-2017-3003

BID:96860, 96866, 96862, 96861

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb17-07.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates(apsb17-07)-Linux

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 25.0.0.127

Impact

Successful exploitation of this vulnerability will allow remote attackers to execute arbitrary code
on the target user’s system and that could potentially allow an attacker to take control of the
affected system.

Impact Level: System/Application.
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Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 25.0.0.127, or later. For updates refer to
http://get.adobe.com/flashplayer

Affected Software/OS
Adobe Flash Player version before 25.0.0.127 on Linux.

Vulnerability Insight

Multiple flaws exists due to, - A buffer overflow vulnerability. - The memory corruption vul-
nerabilities. - A random number generator vulnerability used for constant blinding. - The
use-after-free vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates(apsb17-07)-Linux
0OID:1.3.6.1.4.1.25623.1.0.810806

Version used: $Revision: 5582 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2017-2997, CVE-2017-2998, CVE-2017-2999, CVE-2017-3000, CVE-2017-3001,

—CVE-2017-3002, CVE-2017-3003

BID:96860, 96866, 96862, 96861

Other:
URL:https://helpx.adobe.com/security/products/flash-player/apsb17-07.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates-APSB16-08 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
...continues on next page ...
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Fixed version: 11.2.202.577

Impact
Successful exploitation of this vulnerability will allow remote attackers to execute arbitrary code.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.577 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.577 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - An integer overflow vulnerabilities. - A use-after-free vulner-
abilities. - A heap overflow vulnerability. - The memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates-APSB16-08 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.807611

Version used: $Revision: 5568 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-0960, CVE-2016-0961, CVE-2016-0962, CVE-2016-0963, CVE-2016-0986,
—CVE-2016-0987, CVE-2016-0988, CVE-2016-0989, CVE-2016-0990, CVE-2016-0991, CVE
—-2016-0992, CVE-2016-0993, CVE-2016-0994, CVE-2016-0995, CVE-2016-0996, CVE-20
—16-0997, CVE-2016-0998, CVE-2016-0999, CVE-2016-1000, CVE-2016-1001, CVE-2016-
<1002, CVE-2016-1005, CVE-2016-1010
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-08.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Security Updates-APSB16-08 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)
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Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.577

Impact
Successful exploitation of this vulnerability will allow remote attackers to execute arbitrary code.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.577 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player version before 11.2.202.577 on Linux.

Vulnerability Insight
The multiple flaws exists due to, - An integer overflow vulnerabilities. - A use-after-free vulner-
abilities. - A heap overflow vulnerability. - The memory corruption vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Security Updates-APSB16-08 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.807611

Version used: $Revision: 5568 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2016-0960, CVE-2016-0961, CVE-2016-0962, CVE-2016-0963, CVE-2016-0986,
—CVE-2016-0987, CVE-2016-0988, CVE-2016-0989, CVE-2016-0990, CVE-2016-0991, CVE
—-2016-0992, CVE-2016-0993, CVE-2016-0994, CVE-2016-0995, CVE-2016-0996, CVE-20
—16-0997, CVE-2016-0998, CVE-2016-0999, CVE-2016-1000, CVE-2016-1001, CVE-2016-
<1002, CVE-2016-1005, CVE-2016-1010
Other:

URL:https://helpx.adobe.com/security/products/flash-player/apsb16-08.html
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High (CVSS: 10.0)

NVT: Adobe Flash Player Unspecified Code Execution Vulnerability - Jan15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to unspecified arbitrary code execution
vulnerability.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.440

Impact
Successful exploitation will allow remote attackers to compromise a user’s system.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.440 or later. For updates refer
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player through version 11.2.202.438 on Linux.

Vulnerability Insight
The flaw exists due to some unspecified error and double-free flaw that is triggered as user-
supplied input is not properly validated.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Unspecified Code Execution Vulnerability - Janlb (Linux
0ID:1.3.6.1.4.1.25623.1.0.805261

Version used: $Revision: 3496 $

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2015-0311, CVE-2015-0312
BID:72283, 72343
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Other:

URL:http://secunia.com/advisories/62432
URL:http://helpx.adobe.com/security/products/flash-player/apsalb5-01.html
URL:http://www.rapid7.com/db/vulnerabilities/adobe-flash-apsb15-03-cve-2015-0

—312

High (CVSS: 10.0)

NVT: Adobe Flash Player Unspecified Code Execution Vulnerability - Jan15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to unspecified arbitrary code execution
vulnerability.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.440

Impact
Successful exploitation will allow remote attackers to compromise a user’s system.
Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.440 or later. For updates refer
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player through version 11.2.202.438 on Linux.

Vulnerability Insight
The flaw exists due to some unspecified error and double-free flaw that is triggered as user-
supplied input is not properly validated.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Unspecified Code Execution Vulnerability - Janl5 (Linux
0OID:1.3.6.1.4.1.25623.1.0.805261

Version used: $Revision: 3496 $

Product Detection Result
...continues on next page ...
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Product: cpe:/a:adobe:flash_player:9.0.31.0
Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2015-0311, CVE-2015-0312
BID:72283, 72343

Other:

URL:http://secunia.com/advisories/62432
URL:http://helpx.adobe.com/security/products/flash-player/apsal5-01.html
URL:http://www.rapid7.com/db/vulnerabilities/adobe-flash-apsb15-03-cve-2015-0

—312

High (CVSS: 10.0)

NVT: Adobe Flash Player Unspecified Memory Corruption Vulnerability - Jan15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to unspecified memory corruption
vulnerability.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.438

Impact

Successful exploitation will allow remote attackers to bypass certain security restrictions and
potentially conduct more severe attacks.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.438 or later. For updates refer
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player before version 11.2.202.438 on Linux.

Vulnerability Insight
The flaw exists due to some unspecified error.
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Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Unspecified Memory Corruption Vulnerability - Janlb (Lixy
0OID:1.3.6.1.4.1.25623.1.0.805258
Version used: $Revision: 3496 $

1UX)

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-0310
BID:72261
Other:
URL:http://secunia.com/advisories/62452
URL:http://helpx.adobe.com/security/products/flash-player/apsb15-02.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Unspecified Memory Corruption Vulnerability - Jan15 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to unspecified memory corruption
vulnerability.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.438

Impact

Successful exploitation will allow remote attackers to bypass certain security restrictions and
potentially conduct more severe attacks.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.438 or later. For updates refer
http://get.adobe.com /flashplayer
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Affected Software/OS
Adobe Flash Player before version 11.2.202.438 on Linux.

Vulnerability Insight
The flaw exists due to some unspecified error.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Unspecified Memory Corruption Vulnerability - Janlb (Lix
0OID:1.3.6.1.4.1.25623.1.0.805258
Version used: $Revision: 3496 $

1UX)

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2015-0310

BID:72261

Other:
URL:http://secunia.com/advisories/62452
URL:http://helpx.adobe.com/security/products/flash-player/apsb15-02.html

High (CVSS: 10.0)

NVT: Adobe Flash Player Use-After-Free Vulnerability Julyl5 (Linux)

Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 7.0.63.0
Fixed version: 11.2.202.481

Impact

Successful exploitation will allow remote attackers to gain access to potentially sensitive infor-
mation, conduct denial of service attack and potentially execute arbitrary code in the context of
the affected user.
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Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.481 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player versions before 11.2.202.481 on Linux.

Vulnerability Insight

Multiple flaws exist due to, - An use-after-free error in 'ByteArray’ class. - Multiple heap
based buffer overflow errors. - Multiple memory corruption errors. - Multiple null pointer
dereference errors. - Multiple unspecified errors. - A type confusion error. - Multiple use-after-
free vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Use-After-Free Vulnerability Julyl5 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.805904

Version used: $Revision: 2582 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References

CVE: CVE-2015-5119, CVE-2014-0578, CVE-2015-3114, CVE-2015-3115, CVE-2015-3116,
—CVE-2015-3117, CVE-2015-3118, CVE-2015-3119, CVE-2015-3120, CVE-2015-3121, CVE
<—-2015-3122, CVE-2015-3123, CVE-2015-3124, CVE-2015-3125, CVE-2015-3126, CVE-20
—15-3127, CVE-2015-3128, CVE-2015-3129, CVE-2015-3130, CVE-2015-3131, CVE-2015-
<3132, CVE-2015-3133, CVE-2015-3134, CVE-2015-3135, CVE-2015-3136, CVE-2015-313
—7, CVE-2015-4428, CVE-2015-4429, CVE-2015-4430, CVE-2015-4431, CVE-2015-4432,
—CVE-2015-4433, CVE-2015-5116, CVE-2015-5117, CVE-2015-5118

BID:75568, 75594, 75593, 755691, 75590, 75595, 75596, 75592

Other:

URL:https://www.kb.cert.org/vuls/id/561288
URL:https://helpx.adobe.com/security/products/flash-player/apsal5-03.html
URL:https://helpx.adobe.com/security/products/flash-player/apsb15-16.html
URL:http://blog.trendmicro.com/trendlabs-security-intelligence/unpatched-flas

—h-player-flaws-more-pocs-found-in-hacking-team-leak

High (CVSS: 10.0)

NVT: Adobe Flash Player Use-After-Free Vulnerability Julyl5 (Linux)
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Product detection result

cpe:/a:adobe:flash_player:9.0.31.0

Detected by Adobe Flash Player/AIR Version Detection (Linux) (0ID: 1.3.6.1.4.1.2
—5623.1.0.800032)

Summary
This host is installed with Adobe Flash Player and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 9.0.31.0
Fixed version: 11.2.202.481

Impact

Successful exploitation will allow remote attackers to gain access to potentially sensitive infor-
mation, conduct denial of service attack and potentially execute arbitrary code in the context of
the affected user.

Impact Level: System/Application.

Solution

Solution type: VendorFix

Upgrade to Adobe Flash Player version 11.2.202.481 or later.  For updates refer to
http://get.adobe.com /flashplayer

Affected Software/OS
Adobe Flash Player versions before 11.2.202.481 on Linux.

Vulnerability Insight

Multiple flaws exist due to, - An use-after-free error in 'ByteArray’ class. - Multiple heap
based buffer overflow errors. - Multiple memory corruption errors. - Multiple null pointer
dereference errors. - Multiple unspecified errors. - A type confusion error. - Multiple use-after-
free vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Flash Player Use-After-Free Vulnerability July1l5 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.805904

Version used: $Revision: 2582 §

Product Detection Result

Product: cpe:/a:adobe:flash_player:9.0.31.0

Method: Adobe Flash Player/AIR Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800032)

References
CVE: CVE-2015-5119, CVE-2014-0578, CVE-2015-3114, CVE-2015-3115, CVE-2015-3116,
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—CVE-2015-3117, CVE-2015-3118, CVE-2015-3119, CVE-2015-3120, CVE-2015-3121, CVE
—»-2015-3122, CVE-2015-3123, CVE-2015-3124, CVE-2015-3125, CVE-2015-3126, CVE-20
—15-3127, CVE-2015-3128, CVE-2015-3129, CVE-2015-3130, CVE-2015-3131, CVE-2015-
3132, CVE-2015-3133, CVE-2015-3134, CVE-2015-3135, CVE-2015-3136, CVE-2015-313
—7, CVE-2015-4428, CVE-2015-4429, CVE-2015-4430, CVE-2015-4431, CVE-2015-4432,
—CVE-2015-4433, CVE-2015-5116, CVE-2015-5117, CVE-2015-5118
BID:75568, 75594, 75593, 75591, 75590, 75595, 75596, 75592
Other:

URL:https://www.kb.cert.org/vuls/id/561288
URL:https://helpx.adobe.com/security/products/flash-player/apsal5-03.html
URL:https://helpx.adobe.com/security/products/flash-player/apsb15-16.html
URL:http://blog.trendmicro.com/trendlabs-security-intelligence/unpatched-flas

~—h-player-flaws-more-pocs-found-in-hacking-team-leak

High (CVSS: 9.3)

NVT: Adobe Flash Player/Air Multiple DoS Vulnerabilities - Aug09 (Linux)

Summary
This host is installed with Adobe Flash Player/Air and is prone to multiple Denial of Service
vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to execute arbitrary code, gain elevated priv-
ileges, gain knowledge of certain information and conduct clickjacking attacks. Impact Level:
System/Application

Solution

Solution type: VendorFix

Update to Adobe Air 1.5.2 or Adobe Flash Player 9.0.246.0 or 10.0.32.18
http://get.adobe.com/air http://www.adobe.com /support /flashplayer/downloads.html

Affected Software/OS
Adobe AIR version prior to 1.5.2 Adobe Flash Player 9 version prior to 9.0.246.0 Adobe Flash
Player 10 version prior to 10.0.32.18 on Linux.

Vulnerability Insight

Multiple vulnerabilities which can be to exploited to cause memory corruption, null pointer,
privilege escalation, heap-based buffer overflow, local sandbox bypass, and input validation errors
when processing specially crafted web pages.

Vulnerability Detection Method

Details:Adobe Flash Player/Air Multiple DoS Vulnerabilities - Aug09 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800854
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Version used: $Revision: 4865 $

References

CVE: CVE-2009-1863, CVE-2009-1864, CVE-2009-1865, CVE-2009-1866, CVE-2009-1867,

—CVE-2009-1868, CVE-2009-1869, CVE-2009-1870

BID:35900, 35904, 35906, 35901, 35905, 35902, 35907, 35908

Other:
URL:http://secunia.com/advisories/35948/
URL:http://wuw.vupen.com/english/advisories/2009/2086
URL:http://wuw.adobe.com/support/security/bulletins/apsb09-10.html

High (CVSS: 9.3)

NVT: Adobe Flash Player/Air Multiple DoS Vulnerabilities - Aug09 (Linux)

Summary
This host is installed with Adobe Flash Player/Air and is prone to multiple Denial of Service
vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to execute arbitrary code, gain elevated priv-
ileges, gain knowledge of certain information and conduct clickjacking attacks. Impact Level:
System /Application

Solution

Solution type: VendorFix

Update to Adobe Air 1.5.2 or Adobe Flash Player 9.0.246.0 or 10.0.32.18
http://get.adobe.com/air http://www.adobe.com /support/flashplayer/downloads.html

Affected Software/OS
Adobe AIR version prior to 1.5.2 Adobe Flash Player 9 version prior to 9.0.246.0 Adobe Flash
Player 10 version prior to 10.0.32.18 on Linux.

Vulnerability Insight

Multiple vulnerabilities which can be to exploited to cause memory corruption, null pointer,
privilege escalation, heap-based buffer overflow, local sandbox bypass, and input validation errors
when processing specially crafted web pages.

Vulnerability Detection Method

Details:Adobe Flash Player/Air Multiple DoS Vulnerabilities - Aug09 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800854

Version used: $Revision: 4865 $

References
...continues on next page ...




2 RESULTS PER HOST 174

...continued from previous page ...
CVE: CVE-2009-1863, CVE-2009-1864, CVE-2009-1865, CVE-2009-1866, CVE-2009-1867,
—CVE-2009-1868, CVE-2009-1869, CVE-2009-1870
BID:35900, 35904, 35906, 35901, 35905, 35902, 35907, 35908
Other:
URL:http://secunia.com/advisories/35948/
URL:http://www.vupen.com/english/advisories/2009/2086
URL:http://wuw.adobe.com/support/security/bulletins/apsb09-10.html

High (CVSS: 9.3)

NVT: Adobe Flash Player/Air Multiple Vulnerabilities - August10 (Linux)

Summary
This host is installed with Adobe Flash Player/Air and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow attackers to execute arbitrary code, cause denial-of-service
conditions, or perform click-jacking attacks. Impact Level: Application/System.

Solution

Solution type: VendorFix

Upgrade to Adobe Air 2.0.3 and Adobe Flash Player 9.0.280 or 10.1.82.76 or later For updates
refer to http://get.adobe.com/air http://www.adobe.com/support /flashplayer/downloads.html

Affected Software/OS
Adobe AIR version prior to 2.0.3 Adobe Flash Player version before 9.0.280 and 10.x before
10.1.82.76 on Linux

Vulnerability Insight
The flaws are due to memory corruptions and click-jacking issue via unspecified vectors.

Vulnerability Detection Method

Details:Adobe Flash Player/Air Multiple Vulnerabilities - Augustl0 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.801256

Version used: $Revision: 5263 $

References
CVE: CVE-2010-0209, CVE-2010-2213, CVE-2010-2215, CVE-2010-2214, CVE-2010-2216
BID:42341
Other:
URL:http://www.adobe.com/support/security/bulletins/apsb10-16.html
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High (CVSS: 9.3)

NVT: Adobe Flash Player/Air Multiple Vulnerabilities - August10 (Linux)

Summary
This host is installed with Adobe Flash Player/Air and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will allow attackers to execute arbitrary code, cause denial-of-service
conditions, or perform click-jacking attacks. Impact Level: Application/System.

Solution

Solution type: VendorFix

Upgrade to Adobe Air 2.0.3 and Adobe Flash Player 9.0.280 or 10.1.82.76 or later For updates
refer to http://get.adobe.com/air http://www.adobe.com /support /flashplayer /downloads.html

Affected Software/OS
Adobe AIR version prior to 2.0.3 Adobe Flash Player version before 9.0.280 and 10.x before
10.1.82.76 on Linux

Vulnerability Insight
The flaws are due to memory corruptions and click-jacking issue via unspecified vectors.

Vulnerability Detection Method

Details:Adobe Flash Player/Air Multiple Vulnerabilities - August10 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.801256

Version used: $Revision: 5263 $

References
CVE: CVE-2010-0209, CVE-2010-2213, CVE-2010-2215, CVE-2010-2214, CVE-2010-2216
BID:42341
Other:
URL:http://www.adobe.com/support/security/bulletins/apsb10-16.html

High (CVSS: 9.3)

NVT: Adobe Flash Player/Air Multiple Vulnerabilities - Junel0 (Linux)

Summary
This host is installed with Adobe Flash Player/Air and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

...continues on next page ...
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Successful exploitation will allow remote attackers to obtain sensitive information or cause a
denial of service. Impact Level: Application/System.

Solution

Solution type: VendorFix

Update to Adobe Air2.0.2.12610 or Adobe Flash Player 9.0.277.0 or 10.0.45.2,
http://get.adobe.com/air http://www.adobe.com/support/flashplayer /downloads.html

Affected Software/OS
Adobe AIR version prior to 2.0.2.12610, Adobe Flash Player before 9.0.277.0 and 10.x before
10.1.53.64 on Linux.

Vulnerability Insight
The flaws are due to input validation errors, memory corruptions, array indexing, use-after-free,
integer and buffer overflows, and invalid pointers when processing malformed Flash content.

Vulnerability Detection Method

Details:Adobe Flash Player/Air Multiple Vulnerabilities - JunelO (Linux)
0OID:1.3.6.1.4.1.25623.1.0.902194

Version used: $Revision: 5394 $

References
CVE: CVE-2008-4546, CVE-2009-3793, CVE-2010-1297, CVE-2010-2160, CVE-2010-2161,
—CVE-2010-2162, CVE-2010-2163, CVE-2010-2164, CVE-2010-2165, CVE-2010-2166, CVE
—-2010-2167, CVE-2010-2169, CVE-2010-2170, CVE-2010-2171, CVE-2010-2172, CVE-20
<—10-2173, CVE-2010-2174, CVE-2010-2175, CVE-2010-2176, CVE-2010-2177, CVE-2010-
2178, CVE-2010-2179, CVE-2010-2180, CVE-2010-2181, CVE-2010-2182, CVE-2010-218
—3, CVE-2010-2184, CVE-2010-2185, CVE-2010-2186, CVE-2010-2187, CVE-2010-2188,
—CVE-2010-2189
BID:40759
Other:
URL:http://www.vupen.com/english/advisories/2010/1421
URL:http://securitytracker.com/alerts/2010/Jun/1024086.html
URL:http://wuw.adobe.com/support/security/bulletins/apsb10-14.html

High (CVSS: 9.3)

NVT: Adobe Flash Player/Air Multiple Vulnerabilities - JunelO (Linux)

Summary
This host is installed with Adobe Flash Player/Air and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
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Successful exploitation will allow remote attackers to obtain sensitive information or cause a
denial of service. Impact Level: Application/System.

Solution

Solution type: VendorFix

Update to Adobe Air2.0.2.12610 or Adobe Flash Player 9.0.277.0 or 10.0.45.2,
http://get.adobe.com/air http://www.adobe.com/support/flashplayer /downloads.html

Affected Software/OS
Adobe AIR version prior to 2.0.2.12610, Adobe Flash Player before 9.0.277.0 and 10.x before
10.1.53.64 on Linux.

Vulnerability Insight
The flaws are due to input validation errors, memory corruptions, array indexing, use-after-free,
integer and buffer overflows, and invalid pointers when processing malformed Flash content.

Vulnerability Detection Method

Details:Adobe Flash Player/Air Multiple Vulnerabilities - JunelO (Linux)
0OID:1.3.6.1.4.1.25623.1.0.902194

Version used: $Revision: 5394 $

References
CVE: CVE-2008-4546, CVE-2009-3793, CVE-2010-1297, CVE-2010-2160, CVE-2010-2161,
—CVE-2010-2162, CVE-2010-2163, CVE-2010-2164, CVE-2010-2165, CVE-2010-2166, CVE
—-2010-2167, CVE-2010-2169, CVE-2010-2170, CVE-2010-2171, CVE-2010-2172, CVE-20
<—10-2173, CVE-2010-2174, CVE-2010-2175, CVE-2010-2176, CVE-2010-2177, CVE-2010-
2178, CVE-2010-2179, CVE-2010-2180, CVE-2010-2181, CVE-2010-2182, CVE-2010-218
—3, CVE-2010-2184, CVE-2010-2185, CVE-2010-2186, CVE-2010-2187, CVE-2010-2188,
—CVE-2010-2189
BID:40759
Other:
URL:http://www.vupen.com/english/advisories/2010/1421
URL:http://securitytracker.com/alerts/2010/Jun/1024086.html
URL:http://wuw.adobe.com/support/security/bulletins/apsb10-14.html

High (CVSS: 9.3)

NVT: Adobe Products *.pdf’ and ’.swf’ Code Execution Vulnerability - July09 (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe products and is prone to remote code execution vulnerability.
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Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to cause code execution on the affected appli-
cation.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to Adobe Reader/Acrobat version 9.1.3 or later. Upgrade to Adobe Flash Player version
9.0.246.0 or 10.0.32.18 or later. For updates refer to http://www.adobe.com/

Affected Software/OS
Adobe Reader/Acrobat version 9.x to 9.1.2 Adobe Flash Player version 9.x to 9.0.159.0 and 10.x
to 10.0.22.87 on Linux.

Vulnerability Insight

- An unspecified error exists in Adobe Flash Player which can be exploited via a specially crafted
flash application in a ’.pdf’ file. - Error occurs in ’authplay.dll’ in Adobe Reader/Acrobat whlie
processing ’.swif’ content and can be exploited to execute arbitrary code.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Products ’.pdf’ and ’.swf’ Code Execution Vulnerability - July09 (Lixy
0OID:1.3.6.1.4.1.25623.1.0.900807

Version used: $Revision: 5055 $

1UX)

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2009-1862
BID:35759

Other:

URL:http://secunia.com/advisories/35948/
URL:http://secunia.com/advisories/35949/
URL:http://www.kb.cert.org/vuls/id/259425
URL:http://wuw.adobe.com/support/security/advisories/apsa09-03.html

High (CVSS: 9.3)

NVT: Adobe Products Content Code Execution Vulnerability (Linux)

| ...continues on next page ... ‘
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Summary
This host has Adobe Acrobat or Adobe Reader or Adobe flash Player installed, and is prone to
arbitrary code execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to execute arbitrary code in the context of the user
running the affected application.

Impact Level: Application/System

Solution

Solution type: VendorFix

Adobe Flash Player: Upgrade to Adobe Flash Player version 10.1.102.64 or later For details
refer, http://www.adobe.com/downloads/

Adobe Reader/Acrobat: Upgrade to Adobe Reader/Acrobat version 9.4.1 or later, For updates
refer to http://www.adobe.com/downloads/

Affected Software/OS
Adobe Reader/Acrobat version 9.x to 9.4 on Linux Adobe Flash Player version 10.1.85.3 and
prior on Linux

Vulnerability Insight
The flaw is caused by an unspecified error which can be exploited to execute arbitrary code.

Vulnerability Detection Method

Details:Adobe Products Content Code Execution Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.801478

Version used: $Revision: 5263 $

References

CVE: CVE-2010-3654
BID:44504

Other:

URL:http://secunia.com/advisories/41917
URL:http://www.kb.cert.org/vuls/id/298081
URL:http://contagiodump.blogspot.com/2010/10/potential-new-adobe-flash-player

—-zero.html

High (CVSS: 9.3)

NVT: Adobe Products Content Code Execution Vulnerability (Linux)

Summary
This host has Adobe Acrobat or Adobe Reader or Adobe flash Player installed, and is prone to
arbitrary code execution vulnerability.
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Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to execute arbitrary code in the context of the user
running the affected application.

Impact Level: Application/System

Solution

Solution type: VendorFix

Adobe Flash Player: Upgrade to Adobe Flash Player version 10.1.102.64 or later For details
refer, http://www.adobe.com/downloads/

Adobe Reader/Acrobat: Upgrade to Adobe Reader/Acrobat version 9.4.1 or later, For updates
refer to http://www.adobe.com/downloads/

Affected Software/OS
Adobe Reader/Acrobat version 9.x to 9.4 on Linux Adobe Flash Player version 10.1.85.3 and
prior on Linux

Vulnerability Insight
The flaw is caused by an unspecified error which can be exploited to execute arbitrary code.

Vulnerability Detection Method

Details:Adobe Products Content Code Execution Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.801478

Version used: $Revision: 5263 $

References

CVE: CVE-2010-3654
BID:44504

Other:

URL:http://secunia.com/advisories/41917
URL:http://www.kb.cert.org/vuls/id/298081
URL:http://contagiodump.blogspot.com/2010/10/potential -new-adobe-flash-player

—-zero.html

High (CVSS: 9.3)

NVT: Adobe Products Content Code Execution Vulnerability (Windows)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

...continues on next page ...
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Summary
This host has Adobe Acrobat or Adobe Reader or Adobe flash Player installed, and is prone to
code execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to corrupt memory and execute arbitrary code on the
system with elevated privileges.

Impact Level: Application/System

Solution

Solution type: VendorFix

Upgrade to adobe flash version 10.1.85.3 or later and Adobe Reader/Acrobat version 9.4 or later.
For details refer, http://www.adobe.com/downloads/

Affected Software/OS
Adobe Reader/Acrobat version 9.3.4 and prior on Windows. Adobe Flash Player version
10.1.82.76 and prior on Windows

Vulnerability Insight

The flaw is caused by an unspecified error when processing malformed 'Flash’ or 3D’ and "Mul-
timedia’ content within a PDF document, which could be exploited by attackers to execute
arbitrary code by convincing a user to open a specially crafted PDF file.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Products Content Code Execution Vulnerability (Windows)
0OID:1.3.6.1.4.1.25623.1.0.902303

Version used: $Revision: 5394 §$

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2010-2884
BID:43205

Other:

URL:http://xforce.iss.net/xforce/xfdb/61771
URL:http://www.vupen.com/english/advisories/2010/2349
URL:http://www.vupen.com/english/advisories/2010/2348
URL:http://www.adobe.com/support/security/advisories/apsal0-03.html
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High (CVSS: 9.3)

NVT: Adobe Products Remote Code Execution Vulnerability - jun10 (Linux)

Summary
This host is installed with Adobe products and is prone to remote code execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote attackers to execute arbitrary code by tricking a user
into opening a specially crafted PDF file.

Impact Level: System/Application

Solution

For Adobe Flash Player, Update to Adobe Flash Player 10.1.53.64 or 9.0.277.0 or later
http://www.adobe.com /support/flashplayer /downloads.html

For Adobe Reader Vendor has released a patch for the issue, refer below link,
http://www.adobe.com /support/security /advisories/apsal0-01.html For updates refer to
http://www.adobe.com/

Affected Software/OS
Adobe Reader version 9.x to 9.3.2 Adobe Flash Player version 9.0.x to 9.0.262 and 10.x through
10.0.45.2

Vulnerability Insight

The flaw is due to a memory corruption error in the ’libauthplay.s0.0.0.0’ library and 'SWEF’
file when processing ActionScript Virtual Machine 2 (AVM2) 'newfunction’ instructions within
Flash content in a PDF document.

Vulnerability Detection Method

Details:Adobe Products Remote Code Execution Vulnerability - junlO (Linux)
0ID:1.3.6.1.4.1.25623.1.0.801361

Version used: $Revision: 5263 $

References
CVE: CVE-2010-1297
BID:40586
Other:
URL:http://www.vupen.com/english/advisories/2010/1349
URL:http://wuw.vupen.com/english/advisories/2010/1348
URL:http://www.adobe.com/support/security/advisories/apsal0-01.html

High (CVSS: 9.3)

NVT: Adobe Reader ’printSeps()’ Function Heap Corruption Vulnerability

Product detection result
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cpe:/a:adobe:acrobat_reader:7.0.5
Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader and is prone to heap corruption Vulnerability

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to crash an affected application or compromise a vul-
nerable system by tricking a user into opening a specially crafted PDF file.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to Adobe Reader/Acrobat version 9.4.1 or later, For wupdates refer to
http://www.adobe.com

Affected Software/OS
Adobe Reader version 8.x to 8.1.7 and 9.x before 9.4.1 on Linux

Vulnerability Insight
This issue is caused by a heap corruption error in the ’EScript.api’ plugin when processing the
’printSeps()’ function within a PDF document.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader ’printSeps()’ Function Heap Corruption Vulnerability
0OID:1.3.6.1.4.1.25623.1.0.801546

Version used: $Revision: 5263 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2010-4091

BID:44638

Other:
URL:http://secunia.com/advisories/42095
URL:http://xforce.iss.net/xforce/xfdb/62996
URL:http://www.exploit-db.com/exploits/15419/
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URL:http://wuw.vupen.com/english/advisories/2010/2890
URL:http://blogs.adobe.com/psirt/2010/11/potential-issue-in-adobe-reader.html

High (CVSS: 9.3)

NVT: Adobe Reader and Acrobat ’CoolType.dll”’ Memory Corruption Vulnerability

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader/Acrobat and is prone to memory corruption and
reemote code execution vulnerability

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to crash an affected application or compromise a vul-
nerable system by tricking a user into opening a specially crafted PDF file.

Impact Level:Application

Solution

Solution type: VendorFix

Upgrade to Adobe Reader version 9.4.4 or Acrobat 9.4.4 or 10.0.3 For updates refer to
http://www.adobe.com

*¥*#% NOTE : No fix available for Adobe Reader X (10.x), vendors are planning to address this
issue in next quarterly security update for Adobe Reader. *****

Affected Software/OS
Adobe Reader version prior to 9.4.4 and 10.x to 10.0.1 Adobe Acrobat version prior to 9.4.4 and
10.x to 10.0.2 on windows

Vulnerability Insight
This issue is caused by a memory corruption error in the ’CoolType’ library when processing the
malformed Flash content within a PDF document.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader and Acrobat ’CoolType.dll’ Memory Corruption Vulnerability
0OID:1.3.6.1.4.1.25623.1.0.801933

Version used: $Revision: 5424 §$

Product Detection Result
...continues on next page ...
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Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2011-0610
BID:47531
Other:
URL:http://www.vupen.com/english/advisories/2011/0923
URL:http://wuw.adobe.com/support/security/bulletins/apsb11-08.html

High (CVSS: 9.3)

NVT: Adobe Reader and Acrobat Multiple Vulnerabilities February-2011 (Windows)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader/Acrobat and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let local attackers to obtain elevated privileges, or by remote attackers
to inject scripting code, or execute arbitrary commands by tricking a user into opening a malicious
PDF document.

Impact Level:Application

Solution

Solution type: VendorFix

Upgrade to Adobe Acrobat and Reader version 10.0.1, 9.4.2 or 8.2.6. For updates refer to
http://www.adobe.com

Affected Software/OS

Adobe Acrobat X version 10.0 Adobe Acrobat version 9.4.1 and prior Adobe Acrobat version
8.2.5 and prior Adobe Reader X version 10.0 Adobe Reader version 9.4.1 and prior Adobe Reader
version 8.2.5 and prior

Vulnerability Insight

Multiple flaws are caused by insecure permissions, input validation errors, memory corruptions,
and buffer overflow errors when processing malformed contents within a PDF document.
...continues on next page ...
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Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader and Acrobat Multiple Vulnerabilities February-2011 (Windows)
0OID:1.3.6.1.4.1.25623.1.0.801844

Version used: $Revision: 5424 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2010-4091, CVE-2011-0562, CVE-2011-0563, CVE-2011-0564, CVE-2011-0565,
—CVE-2011-0566, CVE-2011-0567, CVE-2011-0568, CVE-2011-0570, CVE-2011-0585, CVE
~—-2011-0586, CVE-2011-0587, CVE-2011-0588, CVE-2011-0589, CVE-2011-0590, CVE-20
<—11-0591, CVE-2011-0592, CVE-2011-0593, CVE-2011-0594, CVE-2011-0595, CVE-2011-
—0596, CVE-2011-0598, CVE-2011-0599, CVE-2011-0600, CVE-2011-0602, CVE-2011-060
—3, CVE-2011-0604, CVE-2011-0605, CVE-2011-0606
BID:46146
Other:
URL:http://www.vupen.com/english/advisories/2011/0337
URL:http://www.adobe.com/support/security/bulletins/apsb11-03.html

High (CVSS: 9.3)

NVT: Adobe Reader Denial of Service Vulnerability (May09)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader and is prone to Denial of Service vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let the attacker cause memory corruption or denial of service.
Impact Level: System/Application

Solution
Solution type: VendorFix
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Upgrade Adobe Reader version 9.3.2 or later, For further updates refer, http://www.adobe.com

Affected Software/OS
Adobe Reader version 9.1 and prior on Linux.

Vulnerability Insight

These flaws are due to a memory corruption errors in ’customDictionaryOpen’ and 'get Annots’
methods in the JavaScript API while processing malicious PDF files with a long string in the
second argument.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader Denial of Service Vulnerability (May09)
0OID:1.3.6.1.4.1.25623.1.0.800701

Version used: $Revision: 4865 $

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2009-1493, CVE-2009-1492
BID:34740, 34736
Other:
URL:http://secunia.com/advisories/34924
URL:http://xforce.iss.net/xforce/xfdb/50146
URL:http://packetstorm.linuxsecurity.com/0904-exploits/spell.txt

High (CVSS: 9.3)

NVT: Adobe Reader Multimeda Doc.media.newPlayer Code Execution Vulnerability (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader and is prone to Doc.media.newPlayer Remote Code
Execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.
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Impact

Successful exploitation will let attackers to execute arbitrary code and compromise a user’s
system.

Impact Level: System

Solution

Solution type: VendorFix

Upgrade Adobe Reader version 9.3.2 or later, For updates refer to http://www.adobe.com
Workaround: Disable JavaScript execution from the Adobe Acrobat/Reader product configura-
tion menu settings.

Affected Software/OS
Adobe Reader version 9.2.0 and prior

Vulnerability Insight

There exists a flaw in the JavaScript module doc.media object while sending a null argument to
the newPlayer() method as the exploitation method makes use of a vpointer that has not been
initialized.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader Multimeda Doc.media.newPlayer Code Execution Vulnerability (Lj
0OID:1.3.6.1.4.1.25623.1.0.801095
Version used: $Revision: 4865 $

lnux)

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2009-4324
BID:37331

Other:

URL:http://www.f-secure.com/weblog/archives/00001836.html
URL:http://extraexploit.blogspot.com/search/label/CVE-2009-4324
URL:http://www.shadowserver.org/wiki/pmwiki.php/Calendar/20091214
URL:http://blogs.adobe.com/psirt/2009/12/new_adobe_reader_and_acrobat_v.html
URL:http://downloads.securityfocus.com/vulnerabilities/exploits/adobe_media_n

—ewplayer.rb
URL:http://vrt-sourcefire.blogspot.com/2009/12/adobe-reader-medianewplayer-an
—alysis.html

High (CVSS: 10.0)

NVT: Adobe Reader Multiple BOF Vulnerabilities - Jun09 (Linux)
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Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host has Adobe Reader installed, which is prone to multiple buffer overflow vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation allows remote attackers to execute arbitrary code to cause a stack based
overflow via a specially crafted PDF, and could also take complete control of the affected system
and cause the application to crash.

Impact Level: System

Solution
Solution type: VendorFix
Upgrade to Adobe Reader version 9.1.2, 8.1.6 and 7.1.3

http://www.adobe.com /support/security /bulletins /apsb09-07.html

Affected Software/OS
Adobe Reader 7 before 7.1.3, 8 before 8.1.6, and 9 before 9.1.2

Vulnerability Insight
Multiple flaws are reported in Adobe Reader. For more information refer,
http://www.adobe.com /support/security /bulletins /apsb09-07.html

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader Multiple BOF Vulnerabilities - Jun09 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800586

Version used: $Revision: 4865 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2009-0198, CVE-2009-0509, CVE-2009-0510, CVE-2009-0511, CVE-2009-0512,
<—CVE-2009-1855, CVE-2009-1856, CVE-2009-1857, CVE-2009-0889, CVE-2009-0888, CVE
<—»-2009-1858, CVE-2009-1859, CVE-2009-1861, CVE-2009-2028

BID:35274, 35282, 35289, 35291, 35293, 35294, 35295, 35296, 35298, 35299, 35301,
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— 35302, 35303

Other:
URL:http://www.adobe.com/support/security/bulletins/apsb09-07.html
URL:http://www.vupen.com/english/advisories/2009/1547
URL:http://secunia.com/advisories/34580

High (CVSS: 9.3)

NVT: Adobe Reader Multiple Unspecified Vulnerabilities -Oct10 (Linux)

Summary
This host is installed with Adobe Reader and is prone to multiple unspecified vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to gain privileges via unknown vectors. Impact
Level:Application

Solution
Solution type: VendorFix
Upgrade to Adobe Reader version 9.4 or 8.2.5 For updates refer to http://www.adobe.com

Affected Software/OS
Adobe Reader version 8.x before 8.2.5 and 9.x before 9.4 on linux

Vulnerability Insight
An unspecified flaw is present in the application which can be exploited through an unknown
attack vectors.

Vulnerability Detection Method

Details:Adobe Reader Multiple Unspecified Vulnerabilities -0Oct10 (Linux)
OID:1.3.6.1.4.1.25623.1.0.801525

Version used: $Revision: 5263 $

References

CVE: CVE-2010-2887

BID:43740

Other:
URL:http://secunia.com/advisories/41435/
URL:http://www.vupen.com/english/advisories/2010/2573
URL:http://www.adobe.com/support/security/bulletins/apsb10-21.html
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igh (CVSS: 9.3)

Adobe Reader Multiple Vulnerabilities - Oct09 (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host has Adobe Reader installed which is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation allows remote attackers to execute arbitrary code, write arbitrary files
or folders to the filesystem, escalate local privileges, or cause a denial of service on an affected
system by tricking the user to open a malicious PDF document.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Reader versions 9.2, 8.1.7, or 7.1.4 or later. For updates refer to
http://www.adobe.com/downloads/

Affected Software/OS
Adobe Reader version 7.x before 7.1.4, 8.x before 8.1.7 and 9.x before 9.2 on Linux.

Vulnerability Insight
For more information about the vulnerabilities refer the links mentioned in references.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader Multiple Vulnerabilities - 0ct09 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800958

Version used: $Revision: 4865 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2009-2979, CVE-2009-2980, CVE-2009-2981, CVE-2009-2982, CVE-2009-2983,
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—CVE-2009-2984, CVE-2009-2985, CVE-2009-2986, CVE-2009-2987, CVE-2009-2988, CVE
—-2009-2989, CVE-2009-2990, CVE-2009-2991, CVE-2009-2992, CVE-2009-2993, CVE-20
—09-2994, CVE-2009-2995, CVE-2009-2996, CVE-2009-2997, CVE-2009-2998, CVE-2009-
<3458, CVE-2009-3459, CVE-2009-3460, CVE-2009-3462, CVE-2009-3431
BID:36686, 36687, 36688, 36691, 36667, 36690, 36680, 36682, 36693, 36665, 36669,
— 36689, 36694, 36681, 36671, 36678, 36677, 36600, 36638, 36696, 35148
Other:

URL:http://secunia.com/advisories/36983
URL:http://xforce.iss.net/xforce/xfdb/53691
URL:http://www.vupen.com/english/advisories/2009/2851
URL:http://wuw.vupen.com/english/advisories/2009/2898
URL:http://securitytracker.com/alerts/2009/0ct/1023007 .html
URL:http://www.adobe.com/support/security/bulletins/apsb09-15.html

High (CVSS: 9.3)

NVT: Adobe Reader Multiple Vulnerabilities Feb08 (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to conduct a denial of service and execution of arbi-
trary code or compromise a user’s system.

Impact Level: System/Application

Solution
Solution type: VendorFix
Upgrade to Adobe Reader version 8.1.2 or later. For updates refer,

http://www.adobe.com /downloads

Affected Software/OS
Adobe Reader version 8.1.1 and earlier on Linux.

Vulnerability Insight
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Flaws are due to, - Multiple boundary errors in several unspecified JavaScript methods. - An
unspecified insecure JavaScript method in ’EScript.api’. - Untrusted search path error in ’Se-
curity Provider’ libraries. - An error in insecure JavaScript method 'DOC.print’. - An integer
overflow in the ’printSepsWithParams’ JavaScript method. - An unspecified error in Javascript
API. - Other unspecified errors.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader Multiple Vulnerabilities Feb08 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.804374

Version used: $Revision: 3521 §

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2008-0667, CVE-2007-5666, CVE-2007-5659, CVE-2007-5663, CVE-2008-0726,
—CVE-2008-0655, CVE-2008-2042
BID:27641
Other:
URL:http://secunia.com/advisories/28802
URL:http://www.adobe.com/support/security/advisories/apsa08-01.html

High (CVSS: 9.3)

NVT: Adobe Reader Multiple Vulnerabilities February-2011 (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let local attackers to obtain elevated privileges, or by remote attackers
to inject scripting code, or execute arbitrary commands by tricking a user into opening a malicious
PDF document.

Impact Level:Application
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Solution
Solution type: VendorFix
Upgrade to Adobe Reader version 9.4.2 or later, For updates refer to http://www.adobe.com

Affected Software/OS
Adobe Reader 9.4.1 and earlier versions for Linux.

Vulnerability Insight

Multiple flaws are present in Adobe Reader due to insecure permissions, input validation errors,
memory corruptions, and buffer overflow errors when processing malformed contents within a
PDF document.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader Multiple Vulnerabilities February-2011 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.801845

Version used: $Revision: 5424 $

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2010-4091, CVE-2011-0562, CVE-2011-0563, CVE-2011-0564, CVE-2011-0565,
—CVE-2011-0566, CVE-2011-0567, CVE-2011-0568, CVE-2011-0570, CVE-2011-0585, CVE
—-2011-0586, CVE-2011-0587, CVE-2011-0588, CVE-2011-0589, CVE-2011-0590, CVE-20
—11-0591, CVE-2011-0592, CVE-2011-0593, CVE-2011-0594, CVE-2011-0595, CVE-2011-
<0596, CVE-2011-0598, CVE-2011-0599, CVE-2011-0600, CVE-2011-0602, CVE-2011-060
—3, CVE-2011-0604, CVE-2011-0605, CVE-2011-0606
BID:46146
Other:
URL:http://www.vupen.com/english/advisories/2011/0337
URL:http://wuw.adobe.com/support/security/bulletins/apsb11-03.html

High (CVSS: 9.3)

NVT: Adobe Reader Multiple Vulnerabilities Jan07 (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
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This host is installed with Adobe Reader and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow attackers to cause memory corruption, execution of arbitrary
code, execution of arbitrary script code in a user’s browser session in context of an affected site
and conduct cross site request forgery attacks.

Impact Level: System/Application

Solution
Solution type: VendorFix
Upgrade to Adobe Reader version 7.0.9 or later. For wupdates refer to

http://get.adobe.com /reader

Affected Software/OS
Adobe Reader version 7.0.8 and prior on Linux.

Vulnerability Insight

Flaws exist due to, - Input passed to a hosted PDF file is not properly sanitised by the browser
plug-in before being returned to users. - Input passed to a hosted PDF file is not properly
handled by the browser plug-in.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader Multiple Vulnerabilities JanO7 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.804394

Version used: $Revision: 3521 §

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2006-5857, CVE-2007-0046, CVE-2007-0047, CVE-2007-0044

BID:21858, 21981

Other:
URL:http://secunia.com/advisories/23483
URL:http://xforce.iss.net/xforce/xfdb/31266
URL:http://www.adobe.com/support/security/bulletins/apsb07-01.html

High (CVSS: 9.3)

NVT: Adobe Reader/Acrobat Denial of Service Vulnerability (May09)

‘ ...continues on next page ... ‘



2 RESULTS PER HOST 196

...continued from previous page ...

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader/Acrobat and is prone to Denial of Service vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let the attacker cause memory corruption or denial of service.
Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Reader/Acrobat version 9.3.2 or later, For further updates refer,
http://www.adobe.com

Affected Software/OS
Adobe Reader/Acrobat version 9.1 and prior on Windows.

Vulnerability Insight
This flaw is due to memory corruption error in ’getAnnots’ methods in the JavaScript API while
processing malicious PDF files that calls this vulnerable method with crafted integer arguments.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader/Acrobat Denial of Service Vulnerability (May09)
0ID:1.3.6.1.4.1.25623.1.0.800706

Version used: $Revision: 4865 $

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2009-1492

BID:34736

Other:
URL:http://secunia.com/advisories/34924
URL:http://xforce.iss.net/xforce/xfdb/50145
URL:http://blogs.adobe.com/psirt/2009/04/update_on_adobe_reader_issue.html
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High (CVSS: 10.0)

NVT: Adobe Reader/Acrobat JavaScript Method Handling Vulnerability (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host has Adobe Reader/Acrobat installed, which is/are prone to Remote Code Execution
Vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation allows remote attackers to execute arbitrary code or an attacker could
take complete control of an affected system or cause a denial of service condition.

Impact Level: System

Solution

Solution type: VendorFix

Apply  Security Update mentioned in the advisory from the below link,
http://www.adobe.com /support /security /bulletins /apsb08-15.html

Affected Software/OS
Adobe Reader version 7.0.9 and prior - Linux(All) Adobe Reader versions 8.0 through 8.1.2 -
Linux(All)

Vulnerability Insight
The flaw is due to an input validation error in a JavaScript method, which could allow attackers
to execute arbitrary code by tricking a user into opening a specially crafted PDF document.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader/Acrobat JavaScript Method Handling Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800107

Version used: $Revision: 4218 §$

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2008-2641
...continues on next page ...
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BID:29908
Other:
CB-A:08-0105
URL:http://xforce.iss.net/xforce/xfdb/43307
URL:http://www.frsirt.com/english/advisories/2008/1906/products
URL:http://wuw.adobe.com/support/security/bulletins/apsb08-15.html

High (CVSS: 9.3)
NVT: Adobe Reader/Acrobat Multimedia Doc.media.newPlayer Code Execution Vulnerability

(Windows)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader/Acrobat and is prone to Doc.media.newPlayer Remote
Code Execution vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to execute arbitrary code and compromise a user’s
system.

Impact Level: System

Solution

Solution type: VendorFix

Adobe Acrobat/Reader version 9.3.2 or later, For updates refer to http://www.adobe.com
Workaround: Disable JavaScript execution from the Adobe Acrobat/Reader product configura-
tion menu settings.

Affected Software/OS
Adobe Acrobat version 9.2.0 and prior. Adobe Acrobat version 9.2.0 and prior.

Vulnerability Insight

There exists a flaw in the JavaScript module doc.media object while sending a null argument to
the newPlayer() method as the exploitation method makes use of a vpointer that has not been
initialized.

Vulnerability Detection Method
Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader/Acrobat Multimedia Doc.media.newPlayer Code Execution Vulneral

pilit.

...continues on next page ...
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—..
0OID:1.3.6.1.4.1.25623.1.0.901096
Version used: $Revision: 4865 $

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2009-4324
BID:37331

Other:

URL:http://www.f-secure.com/weblog/archives/00001836.html
URL:http://extraexploit.blogspot.com/search/label/CVE-2009-4324
URL:http://www.shadowserver.org/wiki/pmwiki.php/Calendar/20091214
URL:http://blogs.adobe.com/psirt/2009/12/new_adobe_reader_and_acrobat_v.html
URL:http://downloads.securityfocus.com/vulnerabilities/exploits/adobe_media_n

—ewplayer.rb
URL:http://vrt-sourcefire.blogspot.com/2009/12/adobe-reader-medianewplayer-an
—alysis.html

High (CVSS: 10.0)

NVT: Adobe Reader/Acrobat Multiple BOF Vulnerabilities - Jun09 (Windows)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host has Adobe Reader/Acrobat installed, which is/are prone to multiple buffer overflow
vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation allows remote attackers to execute arbitrary code to cause a stack based
overflow via a specially crafted PDF, and could also take complete control of the affected system
and cause the application to crash.

Impact Level: System

Solution
Solution type: VendorFix
...continues on next page ...
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Upgrade to Adobe Reader and Acrobat version 9.1.2, 816 and 7.1.3
http://www.adobe.com /support /security /bulletins /apsb09-07.html

Affected Software/OS
Adobe Reader and Acrobat 7 before 7.1.3, 8 before 8.1.6, and 9 before 9.1.2

Vulnerability Insight
Multiple flaws are reported in Adobe Reader and Acrobat. For more information refer,
http://www.adobe.com /support /security /bulletins /apsb09-07.html

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader/Acrobat Multiple BOF Vulnerabilities - Jun09 (Windows)
0OID:1.3.6.1.4.1.25623.1.0.800585

Version used: $Revision: 4865 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2009-0198, CVE-2009-0509, CVE-2009-0510, CVE-2009-0511, CVE-2009-0512,
—CVE-2009-1855, CVE-2009-1856, CVE-2009-1857, CVE-2009-0889, CVE-2009-0888, CVE
—-2009-1858, CVE-2009-1859, CVE-2009-1861, CVE-2009-2028
BID:35274, 35282, 35289, 35291, 35293, 35294, 35295, 35296, 35298, 35299, 35301,
— 35302, 35303
Other:
URL:http://www.adobe.com/support/security/bulletins/apsb09-07.html
URL:http://www.vupen.com/english/advisories/2009/1547
URL:http://secunia.com/advisories/34580

High (CVSS: 9.3)

NVT: Adobe Reader/Acrobat Multiple Vulnerabilities - Nov08 (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host has Adobe Reader/Acrobat installed, which is/are prone to multiple vulnerabilities.

Vulnerability Detection Result
...continues on next page ...
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Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation allows remote attackers to execute arbitrary code to cause a stack based
overflow via a specially crafted PDF, and could also take complete control of the affected system
and cause the application to crash.

Impact Level: System

Solution
Solution type: VendorFix
Upgrade to 8.1.3 or higher versions, http://www.adobe.com/products/

Affected Software/OS
Adobe Reader/Acrobat versions 8.1.2 and prior - Linux(All)

Vulnerability Insight

The flaws are due to, - a boundary error when parsing format strings containing a floating point
specifier in the util.printf() Javascript function. - improper parsing of type 1 fonts. - bounds
checking not being performed after allocating an area of memory.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader/Acrobat Multiple Vulnerabilities - Nov08 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800051

Version used: $Revision: 4218 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References
CVE: CVE-2008-2992, CVE-2008-2549, CVE-2008-4812, CVE-2008-4813, CVE-2008-4817,
—CVE-2008-4816, CVE-2008-4814, CVE-2008-4815
BID:30035, 32100
Other:
URL:http://www.adobe.com/support/security/bulletins/apsb08-19.html
URL:http://www.coresecurity.com/content/adobe-reader-buffer-overflow

High (CVSS: 9.3)

NVT: Adobe Reader/Flash Player Content Code Execution Vulnerability (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

...continues on next page ...
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Summary
This host is installed with Adobe Reader/Flash player and is prone to Content Code Execution
Vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to corrupt memory and execute arbitrary code on the
system with elevated privileges.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash version 10.1.85.3 or later and Adobe Reader version 9.4 or later. For
details refer, http://www.adobe.com/downloads/

Affected Software/OS
Adobe Reader version 9.3.4 and before on Linux. Adobe Flash Player version 10.1.82.76 and
before on Linux.

Vulnerability Insight

The flaw is caused by an unspecified error when processing malformed ’Flash’ or 3D’ and "Mul-
timedia’ content within a PDF document, which could be exploited by attackers to execute
arbitrary code by convincing a user to open a specially crafted PDF file.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader/Flash Player Content Code Execution Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.902304

Version used: $Revision: 5394 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2010-2884

BID:43205

Other:
URL:http://xforce.iss.net/xforce/xfdb/61771
URL:http://www.vupen.com/english/advisories/2010/2349
URL:http://www.vupen.com/english/advisories/2010/2348
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URL:http://wuw.adobe.com/support/security/advisories/apsal0-03.html

High (CVSS: 9.3)

NVT: Adobe Reader/Flash Player Content Code Execution Vulnerability (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader/Flash player and is prone to Content Code Execution
Vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to corrupt memory and execute arbitrary code on the
system with elevated privileges.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash version 10.1.85.3 or later and Adobe Reader version 9.4 or later. For
details refer, http://www.adobe.com/downloads/

Affected Software/OS
Adobe Reader version 9.3.4 and before on Linux. Adobe Flash Player version 10.1.82.76 and
before on Linux.

Vulnerability Insight

The flaw is caused by an unspecified error when processing malformed ’Flash’ or 3D’ and "Mul-
timedia’ content within a PDF document, which could be exploited by attackers to execute
arbitrary code by convincing a user to open a specially crafted PDF file.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader/Flash Player Content Code Execution Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.902304

Version used: $Revision: 5394 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
...continues on next page ...
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OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2010-2884
BID:43205

Other:

URL:http://xforce.iss.net/xforce/xfdb/61771
URL:http://www.vupen.com/english/advisories/2010/2349
URL:http://www.vupen.com/english/advisories/2010/2348
URL:http://wuw.adobe.com/support/security/advisories/apsal0-03.html

High (CVSS: 9.3)

NVT: Adobe Reader/Flash Player Content Code Execution Vulnerability (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host is installed with Adobe Reader/Flash player and is prone to Content Code Execution
Vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attackers to corrupt memory and execute arbitrary code on the
system with elevated privileges.

Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Flash version 10.1.85.3 or later and Adobe Reader version 9.4 or later. For
details refer, http://www.adobe.com/downloads/

Affected Software/OS
Adobe Reader version 9.3.4 and before on Linux. Adobe Flash Player version 10.1.82.76 and
before on Linux.

Vulnerability Insight

The flaw is caused by an unspecified error when processing malformed 'Flash’ or 3D’ and "Mul-
timedia’ content within a PDF document, which could be exploited by attackers to execute
arbitrary code by convincing a user to open a specially crafted PDF file.

...continues on next page ...
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Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Adobe Reader/Flash Player Content Code Execution Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.902304

Version used: $Revision: 5394 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2010-2884
BID:43205

Other:

URL:http://xforce.iss.net/xforce/xfdb/61771
URL:http://www.vupen.com/english/advisories/2010/2349
URL:http://wuw.vupen.com/english/advisories/2010/2348
URL:http://www.adobe.com/support/security/advisories/apsal0-03.html

High (CVSS: 10.0)

NVT: Buffer Overflow Vulnerability in Adobe Acrobat and Reader (Windows)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host has Adobe Acrobat or Adobe Reader installed, and is prone to buffer overflow vulner-
ability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

This can be exploited to corrupt arbitrary memory via a specially crafted PDF file, related to a
non-JavaScript function call and to execute arbitrary code in context of the affected application.
Impact Level: Application/System

Solution
Solution type: VendorFix
...continues on next page ...
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Upgrade to Reader/Acrobat version 9.1 or 7.1.1 or 8.1.4 or later. For updates refer to
http://www.adobe.com /support/downloads/product.jsp?product=10&platform=Windows

Affected Software/OS
Adobe Reader/Acrobat version 9.x < 9.1, 8.x < 8.1.4, 7.x < 7.1.1 on Windows.

Vulnerability Insight
This issue is due to error in array indexing while processing JBIG2 streams and unspecified
vulnerability related to a JavaScript method.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Buffer Overflow Vulnerability in Adobe Acrobat and Reader (Windows)
0OID:1.3.6.1.4.1.25623.1.0.900320

Version used: $Revision: 5055 $

Product Detection Result
Product: cpe:/a:adobe:acrobat_reader:7.0.5

Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2009-0658, CVE-2009-0927, CVE-2009-0193, CVE-2009-0928, CVE-2009-1061,
—CVE-2009-1062

BID:33751, 34169, 34229

Other:

URL:http://secunia.com/advisories/33901
URL:http://www.adobe.com/support/security/bulletins/apsb09-03.html
URL:http://www.adobe.com/support/security/bulletins/apsb09-04.html
URL:http://wuw.adobe.com/support/security/advisories/apsa09-01.html
URL:http://downloads.securityfocus.com/vulnerabilities/exploits/33751-PoC.pl

High (CVSS: 9.3)

NVT: Buffer Overflow Vulnerability in Adobe Reader (Linux)

Product detection result

cpe:/a:adobe:acrobat_reader:7.0.5

Detected by Adobe products version detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0
—.800108)

Summary
This host has Adobe Reader installed, and is prone to buffer overflow vulnerability.

Vulnerability Detection Result
...continues on next page ...
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Vulnerability was detected according to the Vulnerability Detection Method.

Impact

This can be exploited to corrupt arbitrary memory via a specially crafted PDF file, related to a
non-JavaScript function call and to execute arbitrary code in context of the affected application.
Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Adobe Reader version 9.1 or 8.1.4 or later.
http://www.adobe.com /support/downloads/product.jsp?product=10&platform=Unix

Affected Software/OS
Adobe Reader version 9.x < 9.1, 8.x < 8.1.4, 7.x < 7.1.1 on Linux

Vulnerability Insight
This issue is due to error in array indexing while processing JBIG2 streams and unspecified
vulnerability related to a JavaScript method.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:Buffer Overflow Vulnerability in Adobe Reader (Linux)
0ID:1.3.6.1.4.1.25623.1.0.900321

Version used: $Revision: 5055 $

Product Detection Result

Product: cpe:/a:adobe:acrobat_reader:7.0.5
Method: Adobe products version detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800108)

References

CVE: CVE-2009-0658, CVE-2009-0927
BID:33751, 34169, 34229

Other:

URL:http://secunia.com/advisories/33901
URL:http://www.adobe.com/support/security/bulletins/apsb09-03.html
URL:http://wuw.adobe.com/support/security/bulletins/apsb09-04.html
URL:http://www.adobe.com/support/security/advisories/apsa09-01.html
URL:http://downloads.securityfocus.com/vulnerabilities/exploits/33751-PoC.pl

High (CVSS: 9.3)

NVT: CTorrent/Enhanced CTorrent Buffer Overflow Vulnerability

Summary
| ...continues on next page ... |
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The host is installed with CTorrent/Enhanced CTorrent and is prone to Buffer Overflow Vulner-
ability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Attackers can exploit this issue by execute arbitrary code via specially crafted torrent files and
can cause denial of service.

Impact Level: System/Application

Solution
Apply the appropriate patch from the below link, http://sourceforge.net/p/dtorrent /bugs/14/
http:/ /sourceforge.net/p/dtorrent /code/HEAD /tree

Affected Software/OS
CTorrent version 1.3.4 on Linux. Enhanced CTorrent version 3.3.2 and prior on Linux.

Vulnerability Insight
A stack based buffer overflow is due to a boundary error within the function ’bt-
Files::BuildFromMI()’ in btfiles.cpp while processing torrent files containing a long path.

Vulnerability Detection Method

Details:CTorrent/Enhanced CTorrent Buffer Overflow Vulnerability
0ID:1.3.6.1.4.1.25623.1.0.900557

Version used: $Revision: 5055 $

References

CVE: CVE-2009-1759

BID:34584

Other:
URL:http://secunia.com/advisories/34752
URL:http://www.milwOrm.com/exploits/8470
URL:http://xforce.iss.net/xforce/xfdb/49959

High (CVSS: 9.3)

NVT: Firefox Multiple Vulnerabilities Dec-09 (Linux)

Summary
The host is installed with Firefox Browser and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

...continues on next page ...
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Successful exploitation will allow attacker to conduct spoofing attacks, bypass certain security re-
strictions, manipulate certain data, disclose sensitive information, or compromise a user’s system.
Impact Level: Application/System

Solution
Upgrade to Firefox version 3.0.16 http://www.mozilla.com/en-US /firefox /all. html

Affected Software/OS
Firefox version prior to 3.0.16 on Linux.

Vulnerability Insight
For more information about vulnerabilities on Firefox, refer the links mentioned in references.

Vulnerability Detection Method

Details:Firefox Multiple Vulnerabilities Dec-09 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.902005

Version used: $Revision: 5055 $

References

CVE: CVE-2009-3979, CVE-2009-3981, CVE-2009-3983, CVE-2009-3984, CVE-2009-3985,
—CVE-2009-3986, CVE-2009-3987

BID:37361, 37363, 37366, 37367, 37370, 37365, 37360

Other:

URL:http://secunia.com/advisories/37699
URL:http://www.vupen.com/english/advisories/2009/3547
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-65.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-68.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-69.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-70.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-71.html

High (CVSS: 10.0)

NVT: FreeType Multiple Integer Overflow Vulnerability (Linux)

Product detection result

cpe:/a:freetype:freetype:2.1.10

Detected by FreeType Version Detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0.90062
—6)

Summary
This host has FreeType installed and is prone to Multiple Integer Overflow vulnerability.

Vulnerability Detection Result
Installed version: 2.2.1
Fixed version: 2.3.10

...continues on next page ...
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Impact

Successful exploitation will allow remote attackers to execute arbitrary code in the context of
the affected application.

Impact Level: System/Application.

Solution
Solution type: VendorFix

Apply fix from the below repositories, http://git.savannah.gnu.org/cgit /freetype/freetype2.git /commit /?id=0545ec1

http://git.savannah.gnu.org/cgit /freetype/freetype2.git /commit / 7id=79972af4f0485a11dcb19551
http://git.savannah.gnu.org/cgit /freetype/freetype2.git /commit /?id—=a18788b14db60ae3673{9322
*** NOTE : Ignore this warning, if above mentioned patch is applied already. *****

56¢45245749fc5b
19cd02d33a227c4

Affected Software/OS
FreeType version 2.3.9 and prior on Linux.

Vulnerability Insight
Multiple integer overflows are due to inadequate validation of data passed into cff/cflload.c,
sfnt /ttcmap.c and cff/cflload.c while processing specially crafted fonts.

Vulnerability Detection Method

Details:FreeType Multiple Integer Overflow Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.900631

Version used: $Revision: 5562 $

Product Detection Result
Product: cpe:/a:freetype:freetype:2.1.10

Method: FreeType Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.900626)

References

CVE: CVE-2009-0946

Other:
URL:http://secunia.com/advisories/34723
URL:https://bugzilla.redhat.com/show_bug.cgi?id=491384

High (CVSS: 10.0)

NVT: FreeType Multiple Integer Overflow Vulnerability (Linux)

Product detection result

cpe:/a:freetype:freetype:2.1.10

Detected by FreeType Version Detection (Linux) (0ID: 1.3.6.1.4.1.25623.1.0.90062
—6)

Summary

...continues on next page ...
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This host has FreeType installed and is prone to Multiple Integer Overflow vulnerability.

Vulnerability Detection Result
Installed version: 2.1.10
Fixed version: 2.3.10

Impact

Successful exploitation will allow remote attackers to execute arbitrary code in the context of
the affected application.

Impact Level: System/Application.

Solution
Solution type: VendorFix

http://git.savannah.gnu.org/cgit /freetype/freetype2.git /commit /7id=79972af4f0485a11dcb19551
http://git.savannah.gnu.org/cgit /freetype/freetype2.git /commit /?id=a18788b14db60ae3673f9322
*** NOTE : Ignore this warning, if above mentioned patch is applied already. *****

Apply fix from the below repositories, http://git.savannah.gnu.org/cgit/freetype/freetype2.git /commit /7id=0545ec1

356c45245749fc5b
19cd02d33a227c4«

Affected Software/OS
FreeType version 2.3.9 and prior on Linux.

Vulnerability Insight
Multiple integer overflows are due to inadequate validation of data passed into cff/cffload.c,
sfut /ttcmap.c and cff/cfload.c while processing specially crafted fonts.

Vulnerability Detection Method

Details:FreeType Multiple Integer Overflow Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.900631

Version used: $Revision: 5562 $

Product Detection Result
Product: cpe:/a:freetype:freetype:2.1.10

Method: FreeType Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.900626)

References
CVE: CVE-2009-0946
Other:
URL:http://secunia.com/advisories/34723
URL:https://bugzilla.redhat.com/show_bug.cgi?id=491384

High (CVSS: 10.0)

NVT: GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC)

Summary

‘ ...continues on next page ...
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This host is installed with GNU Bash Shell and is prone to remote command execution vulner-
ability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote or local attackers to inject shell commmands, allowing
local privilege escalation or remote command execution depending on the application vector.
Impact Level: Application

Solution
Apply the patch or upgrade to latest version, For updates refer to
http://www.gnu.org/software/bash/

Affected Software/OS
GNU Bash through 4.3

Vulnerability Insight

GNU bash contains a flaw that is triggered when evaluating environment variables passed from
another environment. After processing a function definition, bash continues to process trailing
strings.

Vulnerability Detection Method

Login to the target machine with ssh credentials and check its possible to execute the commands
via GNU bash shell.

Details:GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC)
0ID:1.3.6.1.4.1.25623.1.0.804490

Version used: $Revision: 3517 $

References

CVE: CVE-2014-6271
BID:70103

Other:

URL:https://access.redhat.com/solutions/1207723
URL:https://bugzilla.redhat.com/show_bug.cgi?id=1141597
URL:https://blogs.akamai.com/2014/09/environment-bashing.html
URL:https://community.qualys.com/blogs/securitylabs/2014/09/24/

High (CVSS: 10.0)

NVT: GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC) - 02

Summary
This host is installed with GNU Bash Shell and is prone to remote command execution vulner-
ability.

...continues on next page ...
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Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote or local attackers to inject shell commmands, allowing
local privilege escalation or remote command execution depending on the application vector.
Impact Level: System/Application

Solution
Apply the patch from the below link, https://ftp.gnu.org/gnu/bash/

Affected Software/OS
GNU Bash through 4.3 bash43-025

Vulnerability Insight

GNU bash contains a flaw that is triggered when evaluating environment variables passed from
another environment. After processing a function definition, bash continues to process trailing
strings. Incomplete fix to CVE-2014-6271

Vulnerability Detection Method

Login to the target machine with ssh credentials and check its possible to execute the commands
via GNU bash shell.

Details:GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC) - 02
0ID:1.3.6.1.4.1.25623.1.0.802082

Version used: $Revision: 3517 $

References
CVE: CVE-2014-7169
BID:70137
Other:
URL:https://shellshocker.net/
URL:http://www.kb.cert.org/vuls/id/252743
URL:http://wuw.openwall.com/lists/oss-security/2014/09/24/32
URL:https://community.qualys.com/blogs/securitylabs/2014/09/24/bash-remote-co
<+de-execution-vulnerability-cve-2014-6271

High (CVSS: 10.0)

NVT: GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC) - 03

Summary
This host is installed with GNU Bash Shell and is prone to remote command execution vulner-
ability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

...continues on next page ...




2 RESULTS PER HOST 214

...continued from previous page ...

Impact

Successful exploitation will allow remote or local attackers to inject shell commmands, allowing
local privilege escalation or remote command execution depending on the application vector.
Impact Level: System/Application

Solution
Apply the patch from the link below, https://ftp.gnu.org/gnu/bash/

Affected Software/OS
GNU Bash through 4.3 bash43-026

Vulnerability Insight

GNU bash contains a flaw that is triggered when evaluating environment variables passed from
another environment. After processing a function definition, bash continues to process trailing
strings. Incomplete fix to CVE-2014-7169, CVE-2014-6271, and CVE-2014-6277

Vulnerability Detection Method

Login to the target machine with ssh credentials and check its possible to execute the commands
via GNU bash shell.

Details:GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC) - 03
0ID:1.3.6.1.4.1.25623.1.0.802085

Version used: $Revision: 3517 $

References
CVE: CVE-2014-6278
BID:70166
Other:
URL:https://shellshocker.net/
URL:http://lcamtuf.blogspot.in/2014/09/bash-bug-apply-unofficial-patch-now.ht
—ml

High (CVSS: 10.0)

NVT: GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC) - 04

Summary
This host is installed with GNU Bash Shell and is prone to remote command execution vulner-
ability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will allow remote or local attackers to inject shell commmands, allowing
local privilege escalation or remote command execution depending on the application vector.
Impact Level: System/Application

...continues on next page ...




2 RESULTS PER HOST 215

...continued from previous page ...

Solution
Apply the patch from the link below, https://ftp.gnu.org/gnu/bash/

Affected Software/OS
GNU Bash through 4.3 bash43-026

Vulnerability Insight

GNU bash contains a flaw that is triggered when evaluating environment variables passed from
another environment. After processing a function definition, bash continues to process trailing
strings. Incomplete fix to CVE-2014-7169, CVE-2014-6271

Vulnerability Detection Method

Login to the target machine with ssh credentials and check its possible to execute the commands
via GNU bash shell.

Details:GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC) - 04
0ID:1.3.6.1.4.1.25623.1.0.802086

Version used: $Revision: 3521 $

References
CVE: CVE-2014-6277
BID:70165
Other:
URL:https://shellshocker.net
URL:http://lcamtuf.blogspot.in/2014/09/bash-bug-apply-unofficial-patch-now.ht
—ml

High (CVSS: 10.0)

NVT: GNU Bash Stacked Redirects aka 'redir _stack’ Memory Corruption Vulnerability (LSC)

Summary
This host is installed with GNU Bash Shell and is prone to command execution vulnerability.

Vulnerability Detection Result

Result:

redir_stack vulnerable

stderr is not a tty - where are you?

bash: line 1: 10154 Segmentation fault bash -c ’true <<EOF <<EOF <<EOF <<EO
—F <<EOF <<EQF <<EQF <<EQF <<EQF <<EQOF <<EOF <<EOF <<EQF <<EQOF’

Impact

Successful exploitation will allow attackers to corrupt memory to cause a crash or potentially
execute arbitrary coommands.

Impact Level: System/Application

Solution
Apply the appropriate patch. For updates refer to refer to http://www.gnu.org/software /bash/

...continues on next page ...
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Affected Software/OS
GNU Bash through 4.3 bash43-026

Vulnerability Insight
GNU bash contains a flaw that is triggered when evaluating untrusted input during stacked
redirects handling.

Vulnerability Detection Method

Login to the target machine with ssh credentials and check its possible to execute the commands
via GNU bash shell.

Details:GNU Bash Stacked Redirects aka ’redir_stack’ Memory Corruption Vulnerabilit
..

0OID:1.3.6.1.4.1.25623.1.0.802083

Version used: $Revision: 3517 $§

References

CVE: CVE-2014-7186
BID:70152

Other:

URL:https://shellshocker.net/
URL:http://openwall.com/lists/oss-security/2014/09/26/2
URL:http://openwall.com/lists/oss-security/2014/09/25/32
URL:http://lcamtuf.blogspot.in/2014/09/bash-bug-apply-unofficial-patch-now.ht

—ml

High (CVSS: 9.3)

y (L.

NVT: ImageMagick Buffer Overflow Vulnerability (Linux)

Summary
The host is installed with ImageMagick and is prone to Buffer Overflow Vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Attackers can exploit this issue by executing arbitrary code via a crafted TIFF files in the context
of an affected application. Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to ImageMagick version 6.5.2-9 or later. http://www.imagemagick.org/script /download.p

Affected Software/OS
ImageMagick version prior to 6.5.2-9 on Linux.
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Vulnerability Insight
The flaw occurs due to an integer overflow error within the XMakelmage()’ function in mag-
ick/xwindow.c file while processing malformed TIFF files.

Vulnerability Detection Method

Details:ImageMagick Buffer Overflow Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.900565

Version used: $Revision: 5055 $

References

CVE: CVE-2009-1882

BID:35111

Other:
URL:http://secunia.com/advisories/35216/

High (CVSS: 7.8)

NVT: Linux Kernel Stream Control Transmission Protocol Violation Vulnerability

Summary
This host has Linux Kernel Stream Control Transmission Protocol (SCTP) implementation and
is prone to Protocol Violation Vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful attacks will result in denial of service via kernel related vectors. Impact Level: System

Solution

Solution type: VendorFix

Upgrade to Linux kernel 2.6.27, or Apply the available patch from below
link, http://git.kernel.org/?p=linux/kernel/git/stable/linux-2.6.27.y.git a=commit
h=ba0166708ef4da7eeb61dd92bbbadd5a749d6561

*** NOTE : Ignore this warning if patch is already applied. *****

Affected Software/OS
Linux kernel version before 2.6.27 on all Linux Platforms.

Vulnerability Insight
The issue is with the parameter ’sctp paramhdr’ in sctp sf violation paramlen,
sctp_sf abort_violation, and  sctp_make abort violation  functions of  sm.h,
sm_make chunk.c, and sm statefunc.c files, which has invalid length and incorrect data
types in function calls.

Vulnerability Detection Method
Details:Linux Kernel Stream Control Transmission Protocol Violation Vulnerability
...continues on next page ...
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0OID:1.3.6.1.4.1.25623.1.0.800036
Version used: $Revision: 4218 $

References
CVE: CVE-2008-4618
BID:31848
Other:
URL:http://www.openwall.com/lists/oss-security/2008/10/06/1
URL:http://wuw.kernel.org/pub/linux/kernel/v2.6/Changelog-2.6.27

High (CVSS: 10.0)

NVT: Morzilla Firefox ’JavaScript’ DoS Vulnerabilities - Sep09 (Linux)

Summary
The host is installed with Firefox browser and is prone to Denial of Service vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
A remote, unauthenticated attacker could execute arbitrary code or cause a vulnerable applica-
tion to crash. Impact Level: System /Application

Solution

Solution type: VendorFix

Upgrade to Firefox version 3.0.14 or 3.5.2 or later http://www.mozilla.com/en-
US/firefox/all.html

Affected Software/OS
Mozilla Firefox version prior to 3.0.14 and 3.5 before 3.5.2 on Linux.

Vulnerability Insight
The flaws are due to multiple errors in the browser and JavaScript engines can be exploited to
corrupt memory.

Vulnerability Detection Method

Details:Mozilla Firefox ’JavaScript’ DoS Vulnerabilities - Sep09 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.900849

Version used: $Revision: 5055 $

References

CVE: CVE-2009-3071, CVE-2009-3075

BID: 36343

Other:
URL:http://secunia.com/advisories/36671/
URL:http://www.vupen.com/english/advisories/2009/2585
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-47 .html
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High (CVSS: 7.8)

NVT: Morzilla Firefox Buffer Overflow Vulnerability - July09 (Linux)

Summary
The host is installed with Mozilla Firefox browser and is prone to Buffer Overflow vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful attacks will let attackers to can cause Denial of Service to the legitimate user. Impact
Level: Application

Solution

Solution type: VendorFix

Upgrade to Firefox version 3.6.3 or later, For updates refer to http://www.mozilla.com /en-
US /firefox /upgrade.html

Affected Software/OS
Firefox version 3.5.1 and prior on Linux

Vulnerability Insight

- A NULL pointer dereference error exists due an unspecified vectors, related to a ’flash bug.’
which can cause application crash. - Stack-based buffer overflow error is caused by sending an
overly long string argument to the ’"document.write’ method.

Vulnerability Detection Method

Details:Mozilla Firefox Buffer Overflow Vulnerability - July09 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800847

Version used: $Revision: 4865 $

References

CVE: CVE-2009-2478, CVE-2009-2479

BID:35707

Other:
URL:http://www.milwOrm.com/exploits/9158
URL:http://xforce.iss.net/xforce/xfdb/51729
URL:https://bugzilla.mozilla.org/show_bug.cgi?id=503286

High (CVSS: 9.3)

NVT: Mozilla Firefox DoS Vulnerability May-09 (Linux)

Summary
The host is installed with Mozilla Firefox browser and is prone to Denial of Service vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.
...continues on next page ...
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Impact
Successful exploitation will let attackers to execute arbitrary code which results in memory
corruption. Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to Firefox version 3.0.10 http://www.mozilla.com /en-US /firefox /all.html

Affected Software/OS
Firefox version prior to 3.0.10 on Linux.

Vulnerability Insight
The flaw is due to error in nsTextFrame::ClearTextRun function in lay-
out/generic/nsTextFrameThebes.cpp via unspecified vectors.

Vulnerability Detection Method

Details:Mozilla Firefox DoS Vulnerability May-09 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800398

Version used: $Revision: 4865 $

References

CVE: CVE-2009-1313
BID:34743

Other:

URL:https://rhn.redhat.com/errata/RHSA-2009-0449.html
URL:https://bugzilla.mozilla.org/show_bug.cgi?id=490233
URL:http://securitytracker.com/alerts/2009/Apr/1022126.html
URL:http://wuw.mozilla.org/security/announce/2009/mfsa2009-23.html

High (CVSS: 9.3)

NVT: Mozilla Firefox JavaScript Compiler Code Execution Vulnerability (Linux)

Summary
The host is installed with Mozilla Firefox browser and is prone to Remote Code Execution
vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code which results in memory
corruption. Impact Level: Application

Solution
Solution type: VendorFix
...continues on next page ...
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Upgrade to Firefox version 3.5.1 or later http://www.mozilla.com/en-US/firefox /all.html

Affected Software/OS
Firefox version 3.5 and prior on Linux

Vulnerability Insight
The flaw is due to an error when processing JavaScript code handling font” HTML tags and can
be exploited to cause memory corruption.

Vulnerability Detection Method

Details:Mozilla Firefox JavaScript Compiler Code Execution Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800844

Version used: $Revision: 4865 $

References

CVE: CVE-2009-2477
BID:35707

Other:

URL:http://secunia.com/advisories/35798
URL:http://wuw.milwOrm.com/exploits/9137
URL:http://www.vupen.com/english/advisories/2009/1868
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-41.html

igh (CVSS: 10.0)

Mozilla Firefox Multiple Denial Of Service Vulnerabilities - Sep09 (Linux)

Summary
The host is installed with Firefox browser and is prone to multiple Denial of Service vulnerabil-
ities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
A remote, unauthenticated attacker could execute arbitrary code or cause a vulnerable applica-
tion to crash. Impact Level: System/Application

Solution
Solution type: VendorFix
Upgrade to Firefox version 3.0.14 or later http://www.morzilla.com/en-US /firefox /all.html

Affected Software/OS
Mozilla Firefox version prior to 3.0.14 on Linux.

Vulnerability Insight
...continues on next page ...
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- Multiple errors in the browser and JavaScript engines can be exploited to corrupt memory. - The
warning dialog displayed when adding or removing security modules via ’pkcsll.addmodule’ or
'pkesll.deletemodule’ does not contain enough information. This can be exploited to potentially
trick a user into installing a malicious PKCS11 module.

Vulnerability Detection Method

Details:Mozilla Firefox Multiple Denial 0f Service Vulnerabilities - Sep09 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.900848

Version used: $Revision: 5055 $

References

CVE: CVE-2009-3070, CVE-2009-3074, CVE-2009-3076

BID:36343

Other:
URL:http://secunia.com/advisories/36671/
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-47 .html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-48.html

High (CVSS: 10.0)

NVT: Morzilla Firefox Multiple Memory Corruption Vulnerabilities Aug-09 (Linux)

Summary
This host is installed with Mozilla Firefox and is prone to multiple Memory Corruption vulner-
abilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to execute arbitrary code, phishing attack, and can
cause Denial of Service. Impact Level: System /Application

Solution
Solution type: VendorFix
Upgrade to Firefox version 3.0.13/3.5.2 http://www.mozilla.com /en-US /firefox /all.html

Affected Software/OS
Firefox version before 3.0.13 or 3.5 before 3.5.2 on Linux.

Vulnerability Insight
...continues on next page ...
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Multiple memory corruption due to: - Error in ’js_watch _set()’ function in js/src/jsdbgapi.cpp
in the JavaScript engine which can be exploited via a crafted .js’ file. - Error in ’libvorbis()’
which is used in the application can be exploited via a crafted ’.ogg’ file. - Error in ’Trac-
eRecorder::snapshot()’ function in js/src/jstracer.cpp and other unspecified vectors. - Error in
'window.open()’” which fails to sanitise the invalid character in the crafted URL. This allows
remote attackers to spoof the address bar, and possibly conduct phishing attacks, via a crafted
web page that calls window.open with an invalid character in the URL, makes document.write
calls to the resulting object, and then calls the stop method during the loading of the error page.

Vulnerability Detection Method

Details:Mozilla Firefox Multiple Memory Corruption Vulnerabilities Aug-09 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800856

Version used: $Revision: 4865 $

References

CVE: CVE-2009-2662, CVE-2009-2663, CVE-2009-2664, CVE-2009-2654

BID:35927, 35803

Other:
URL:http://secunia.com/advisories/36001/
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-44.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-45.html

High (CVSS: 10.0)

NVT: Morzilla Firefox Multiple Vulnerabilities - Sep09 (Linux)

Summary
The host is installed with Firefox browser and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
A remote, unauthenticated attacker could execute arbitrary code or cause a vulnerable applica-
tion to crash. Impact Level: System/Application

Solution

Solution type: VendorFix

Upgrade to Firefox version 3.0.14 or 3.5.3 or later http://www.mozilla.com/en-
US /firefox/all.html

Affected Software/OS
Mozilla Firefox version prior to 3.0.14 and 3.5 before 3.5.3 on Linux.

Vulnerability Insight
...continues on next page ...
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- Multiple errors in the browser and JavaScript engines can be exploited to corrupt memory. - An
error exists when processing operations performed on the columns of a XUL tree element. This
can be exploited to dereference freed memory via a pointer owned by a column of the XUL tree
element. - An error exists when displaying text in the location bar using the default Windows
font. This can be exploited to spoof the URL of a trusted site via Unicode characters having
a tall line-height. - An error in the implementation of the 'BrowserFeedWriter’ object can be
exploited to execute arbitrary JavaScript code with chrome privileges.

Vulnerability Detection Method

Details:Mozilla Firefox Multiple Vulnerabilities - Sep09 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.900847

Version used: $Revision: 5055 $

References

CVE: CVE-2009-3072, CVE-2009-3077, CVE-2009-3078, CVE-2009-3079
BID:36343

Other:

URL:http://secunia.com/advisories/36671/
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-47 .html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-49.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-50.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-51.html

High (CVSS: 10.0)

NVT: M a Fir Multiple Vulnerabilities December-08 (Linux)

Summary
The host is installed with Mozilla Firefox browser and is prone to multiple vulnerabilities.
Vulnerability: Refer to the reference links for more information on the vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation could result in remote arbitrary code execution, bypass security restric-
tions, sensitive information disclosure, cross site scripting attacks and execute JavaScript code
with chrome privileges. Impact Level: System

Solution
Solution type: VendorFix
Upgrade to Firefox version 2.0.0.19 or 3.0.5 http://www.mozilla.com/en-US/firefox /all.html

Affected Software/OS
Firefox version prior to 2.0.0.19 and 3.x to 3.0.4 on Linux.

Vulnerability Detection Method
...continues on next page ...
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Details:Mozilla Firefox Multiple Vulnerabilities December-08 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800089
Version used: $Revision: 4218 $

References

CVE: CVE-2008-5500, CVE-2008-5501, CVE-2008-5502, CVE-2008-5503, CVE-2008-5504,
—CVE-2008-5505, CVE-2008-5506, CVE-2008-5507, CVE-2008-5508, CVE-2008-5510, CVE
—-2008-5511, CVE-2008-5512, CVE-2008-5513

BID:32882

Other:

URL:http://www.mozilla.org/security/announce/2008/mfsa2008-60.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-61.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-62.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-63.html
URL:http://wuw.mozilla.org/security/announce/2008/mfsa2008-64.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-65.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-66.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-67 .html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-68.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-69.html

High (CVSS: 10.0)

NVT: Morilla Firefox Multiple Vulnerabilities Feb-09 (Linux)

Summary
The host is installed with Mozilla Firefox browser and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation could result in bypassing certain security restrictions, information disclo-
sures, JavaScript code executions which can be executed with the privileges of the signed users.
Impact Level: System/Application

Solution
Solution type: VendorFix
Upgrade to Firefox version 3.0.6 http://www.mozilla.com/en-US/firefox/all.html

Affected Software/OS
Firefox version 2.x to 3.0.5 on Linux.

Vulnerability Insight
...continues on next page ...
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Multiple flaws are due to - Cookies marked "HTTPOnly’ are readable by JavaScript through
the request calls of XMLHttpRequest methods i.e. XMLHttpRequest.get AllResponseHeaders
and XMLHttpRequest.getResponseHeader. - Using local internet shortcut files to access other
sites could be bypassed by redirecting to a privileged ’about:” URI e.g. ’about:plugins’. -
Chrome XBL methods can be used to execute arbitrary Javascripts within the context of
another website through the same origin policy by using ’window.eval’ method. - ’compo-
nents/sessionstore/src/nsSessionStore.js’ file does not block the changes of INPUT elements to
type="file’ during tab restoration. - Error in caching certain HTTP directives which is being
ignored by Firefox which can expose sentive data in any shared network.

Vulnerability Detection Method

Details:Mozilla Firefox Multiple Vulnerabilities Feb-09 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.900309

Version used: $Revision: 5055 $

References

CVE: CVE-2009-0352, CVE-2009-0353, CVE-2009-0354, CVE-2009-0355, CVE-2009-0356,

—CVE-2009-0357, CVE-2009-0358

BID:33598

Other:
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-01.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-02.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-03.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-04.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-05.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-06.html

High (CVSS: 10.0)

NVT: Morzilla Firefox Multiple Vulnerabilities July-09 (Linux)

Summary
The host is installed with Firefox browser and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation could allow remote attacker to execute arbitrary code, memory corruption,
XSS attacks and results in Denial of Service condition. Impact Level: System/Application

Solution
Solution type: VendorFix
Upgrade to Firefox version 3.0.12 or 3.5 or later http://www.mozilla.com/en-US /firefox /all.html

Affected Software/OS
Mozilla Firefox version prior to 3.0.12 on Linux.
...continues on next page ...
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Vulnerability Insight
Multiple flaws are reported in Firefox, for more information refer below reference links.

Vulnerability Detection Method

Details:Mozilla Firefox Multiple Vulnerabilities July-09 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.900397

Version used: $Revision: 5055 $

References

CVE: CVE-2009-2462, CVE-2009-2463, CVE-2009-2464, CVE-2009-2465, CVE-2009-2466,
—CVE-2009-2469, CVE-2009-2471, CVE-2009-2472

BID:35765, 35769, 35775, 35770, 35776, 35772, 35766, 35773

Other:

URL:http://www.vupen.com/english/advisories/2009/1972
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-34.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-37.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-39.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-40.html

High (CVSS: 10.0)

NVT: Morzilla Firefox Multiple Vulnerabilities Mar-09 (Linux)

Summary
The host is installed with Mozilla Firefox browser and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attacker execute arbitrary code in the context of an affected web
application or can cause URL address bar spoofing attacks or may cause denial of service. Impact
Level: System/Application

Solution
Solution type: VendorFix
Upgrade to Firefox version 3.0.7 http://www.mozilla.com/en-US/firefox/all.html

Affected Software/OS
Firefox version prior to 3.0.7 on Linux.

Vulnerability Insight
...continues on next page ...
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Multiple flaws due to - Layout engine error which causes memory corruption and asser-
tion failures. - Layout engine error related to 'nsCSSStyleSheet::GetOwnerNode’, events and
garage collection which triggers memory corruption. - Layout engine error through a splice
of an array that contains ’'non-set’ elements which causes ’jsarray.cpp’ to pass an incorrect
argument to the "ResizeSlots’ function which causes application crash. - Vectors related to
js_ DecompileValueGenerator, jsopcode.cpp, _defineSetter _ and watch which causes a seg-
mentation fault. - Layout engine error in the vector related to ’gczeal’. - Double free vulnerability
in Firefox via 'cloned XUL DOM elements’ which were linked as a parent and child are not prop-
erly handled during garbage collection which causes arbitrary code execution. - ‘nsIRDFService’
in Firefox allows to bypass the same origin policy and read XML data through another domain
by cross-domain redirect. - Error while decoding invisible characters when they are displayed
in the location bar which causes incorrect address to be displayed in the URL bar and causes
spoofing attacks. - Error in 'window.print’ function which causes dos attack via nested calls in
the ’onclick’ attribute of an 'INPUT’ element.

Vulnerability Detection Method

Details:Mozilla Firefox Multiple Vulnerabilities Mar-09 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800362

Version used: $Revision: 4865 $

References

CVE: CVE-2009-0771, CVE-2009-0772, CVE-2009-0773, CVE-2009-0774, CVE-2009-0775,
—CVE-2009-0776, CVE-2009-0777, CVE-2009-0821

BID:33969, 33990

Other:

URL:https://rhn.redhat.com/errata/RHSA-2009-0315.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-07 .html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-08.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-09.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-11.html
URL:http://downloads.securityfocus.com/vulnerabilities/exploits/33969.html

High (CVSS: 10.0)

NVT: Morzilla Firefox Multiple Vulnerabilities November-08 (Linux)

Summary
The host is installed with Mozilla Firefox browser and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation could result in remote arbitrary code execution, bypass security restric-
tions, spoofing attacks, sensitive information disclosure, and JavaScript code that can be executed
with the privileges of the signed user. Impact Level: System

Solution
...continues on next page ...
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Solution type: VendorFix
Upgrade to Firefox version 2.0.0.18 or 3.0.4 http://www.mozilla.com/en-US /firefox/all-
older.html

Affected Software/OS
Firefox version prior to 2.0.0.18 and 3.x to 3.0.3 on Linux.

Vulnerability Detection Method

Details:Mozilla Firefox Multiple Vulnerabilities November-08 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800058

Version used: $Revision: 4218 $

References

CVE: CVE-2008-5012, CVE-2008-5013, CVE-2008-5014, CVE-2008-5015, CVE-2008-5016,
—CVE-2008-5017, CVE-2008-5018, CVE-2008-5019, CVE-2008-5021, CVE-2008-5022, CVE
—-2008-5023, CVE-2008-5024, CVE-2008-5052, CVE-2008-0017

BID:32281

Other:

URL:http://www.mozilla.org/security/announce/2008/mfsa2008-47 .html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-48.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-49.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-50.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-51.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-52.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-53.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-54.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-55.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-56.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-57 .html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-58.html

High (CVSS: 10.0)

NVT: Morzilla Firefox Multiple Vulnerability July-08 (Linux)

Summary
The host is installed with Mozilla Firefox browser, that is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation could result in remote arbitrary code execution, spoofing attacks, sensitive
information disclosure, and JavaScript code can be executed with the privileges of JAR’s signer.
Impact Level: System

Solution
Solution type: VendorFix
...continues on next page ...
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Upgrade to Firefox version 2.0.0.15 http://www.mozilla.com /en-US/firefox/all-older.html

Affected Software/OS
Firefox version prior to 2.0.0.15 on Linux.

Vulnerability Insight

Issues in browser are due to, - multiple errors in the layout and JavaScript engines that can
corrupt memory. - error while handling unprivileged XUL documents that can be exploited to
load chrome scripts from a fastload file via <script> elements. - error in mozIJSSubScript-
Loader.LoadScript function can bypass XPCNativeWrappers. - error in block re-flow process,
which can potentially lead to crash. - error in processing file URLs contained within local di-
rectory listings. - errors in the implementation of the Javascript same origin policy - errors in
the verification of signed JAR files. - improper implementation of file upload forms result in up-
loading specially crafted DOM Range and originalTarget elements. - error in Java LiveConnect
implementation. - error in processing of Alt Names provided by peer. - error in processing of
windows URL shortcuts.

Vulnerability Detection Method

Details:Mozilla Firefox Multiple Vulnerability July-08 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800020

Version used: $Revision: 4218 $

References

CVE: CVE-2008-2798, CVE-2008-2799, CVE-2008-2800, CVE-2008-2801, CVE-2008-2802,
—CVE-2008-2803, CVE-2008-2805, CVE-2008-2806, CVE-2008-2807, CVE-2008-2808, CVE
—-2008-2809, CVE-2008-2810, CVE-2008-2811

BID:30038

Other:

CB-A:08-0109
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-21.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-22.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-23.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-24.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-25.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-27 .html
URL:http://wuw.mozilla.org/security/announce/2008/mfsa2008-28.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-29.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-30.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-31.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-32.html
URL:http://www.mozilla.org/security/announce/2008/mfsa2008-33.html

High (CVSS: 9.3)

NVT: Morzilla Firefox Multiple Vulnerability Jun-09 (Linux)

Summary
| ...continues on next page ... |
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The host is installed with Firefox Browser, which is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation could result in remote arbitrary JavaScript code execution, spoofing at-
tacks, sensitive information disclosure, and can cause denial of service. Impact Level: Sys-
tem /Application

Solution
Solution type: VendorFix
Upgrade to Firefox version 3.0.11 http://www.mozilla.com/en-US /firefox /all-older.html

Affected Software/OS
Firefox version prior to 3.0.11 on Linux.

Vulnerability Insight
Multiple flaws are reported in Mozilla Firefoz. For more information refer to the reference links.

Vulnerability Detection Method

Details:Mozilla Firefox Multiple Vulnerability Jun-09 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800637

Version used: $Revision: 4865 $

References

CVE: CVE-2009-1832, CVE-2009-1833, CVE-2009-1834, CVE-2009-1835, CVE-2009-1836,
—CVE-2009-1837, CVE-2009-1838, CVE-2009-1839, CVE-2009-1840, CVE-2009-1841, CVE
—-2009-1392, CVE-2009-2043, CVE-2009-2044, CVE-2009-2061, CVE-2009-2065
BID:35326, 35360, 35280

Other:

URL:http://www.securityfocus.com/archive/1/504214
URL:http://www.vupen.com/english/advisories/2009/1572
URL:http://research.microsoft.com/apps/pubs/default.aspx?id=79323
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-24.html
URL:http://wuw.mozilla.org/security/announce/2009/mfsa2009-25.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-26.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-27 .html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-28.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-29.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-30.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-31.html
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-32.html
URL:http://research.microsoft.com/pubs/79323/pbp-final-with-update.pdf
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High (CVSS: 9.3)

NVT: Morzilla Firefox PDF JavaScript Restriction Bypass Vulnerability (Linux)

Summary
The host is installed with Morzilla Firefox browser and is prone to PDF Javascript Restriction
Bypass Vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact

Successful exploitation will let attacker execute arbitrary codes in the context of the malicious
PDF file and execute arbitrary codes into the context of the remote system. Impact Level:
Application

Solution

Solution type: VendorFix

Upgrade to Mozilla Firefox version 3.6.3 or later For updates refer to
http://www.mozilla.com/en-US /index.html

Affected Software/OS
Firefox version 3.0.10 and prior on Linux.

Vulnerability Insight

Error while executing DOM calls in response to a javascript: URI in the target attribute of a
submit element within a form contained in an inline PDF file which causes bypassing restricted
Adobe’s JavaScript restrictions.

Vulnerability Detection Method

Details:Mozilla Firefox PDF JavaScript Restriction Bypass Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.900351

Version used: $Revision: 5055 $

References
CVE: CVE-2009-1597
Other:
URL:http://www.securityfocus.com/archive/1/archive/1/503183/100/0/threaded
URL:http://secniche.org/papers/SNS_09_03_PDF_Silent_Form_Re_Purp_Attack.pdf

High (CVSS: 10.0)

NVT: Morzilla Firefox Remote Code Execution Vulnerabilities July-09 (Linux)

Summary
The host is installed with Firefox browser and is prone to Remote Code Execution vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.
...continues on next page ...
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Impact
Successful exploitation could allow remote attacker to execute arbitrary code and results in
Denial of Service condition. Impact Level:System /Application

Solution

Solution type: VendorFix

Upgrade to Firefox version 3.0.12 or 3.5.1 or later http://www.mozilla.com/en-
US /firefox/all.html

Affected Software/OS
Mozilla Firefox version prior to 3.0.12 and 3.5.1 on Linux.

Vulnerability Insight

Error exists when a page contains a Flash object which presents a slow script dialog, and the
page is navigated while the dialog is still visible to the user, the Flash plugin is unloaded resulting
in a crash due to a call to the deleted object.

Vulnerability Detection Method

Details:Mozilla Firefox Remote Code Execution Vulnerabilities July-09 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.900399

Version used: $Revision: 5055 $

References
CVE: CVE-2009-2467
BID:35767
Other:
URL:http://secunia.com/advisories/35914
URL:http://wuw.vupen.com/english/advisories/2009/1972
URL:http://www.mozilla.org/security/announce/2009/mfsa2009-35.html

High (CVSS: 7.1)

NVT: Morzilla Products ’select()’ Denial Of Service Vulnerability (Linux)

Summary
The host is installed with Mozilla Firefox/Seamonkey/Thunderbird and is prone to Denial of
Service vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to cause application crash by consuming the memory.
Impact Level: Application

Solution
...continues on next page ...
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Solution type: VendorFix

Upgrade to Firefox version 2.0.0.19 or 3.0.5 or later http://www.mozilla.com/en-
US/firefox/all.html Upgrade to Seamonkey version 1.1.17 or later http://www.seamonkey-
project.org/releases/ Apply patch for Thunderbird through above mouzilla engine update
http://www.mozillamessaging.com/

*** NOTE: Ignore this warning if above mentioned patch is already applied. *****

Affected Software/OS
Seamonkey version prior to 1.1.17 Thunderbird version 2.0.0.22 and prior Firefox version before
2.0.0.19 and 3.x before 3.0.5 on Linux.

Vulnerability Insight
A null pointer dereference error occurs while calling the ’select’ method with a large integer, that
results in continuous allocation of x+n bytes of memory, exhausting memory after a while.

Vulnerability Detection Method

Details:Mozilla Products ’select()’ Denial 0f Service Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.800849

Version used: $Revision: 4869 $

References
CVE: CVE-2009-2535, CVE-2009-1692
BID: 35446
Other:
URL:http://www.milwOrm.com/exploits/9160
URL:http://www.g-sec.lu/one-bug-to-rule-them-all.html

High (CVSS: 10.0)

NVT: Morzilla Products Multiple Vulnerabilities feb-10 (Linux)

Summary
The host is installed with Mozilla Firefox/Seamonkey and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful exploitation will let attackers to potentially execute arbitrary code or compromise a
user’s system. Impact Level: Application

Solution
Upgrade to Firefox version 3.0.18 or 3.5.8 or later http://www.mozilla.com/en-
US/firefox/all.html

Upgrade to Seamonkey version 2.0.3 or later http://www.seamonkey-project.org/releases/

Affected Software/OS
...continues on next page ...
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Seamonkey version prior to 2.0.3 Firefox version 3.0.x before 3.0.18 and 3.5.x before 3.5.8 on
Linux.

Vulnerability Insight

- An error exists in the implementation of Web Worker array data types when processing posted
messages. This can be exploited to corrupt memory and potentially execute arbitrary code. -
An error exists in the implementation of the ’showModalDialog()’ function, can be exploited
to potentially execute arbitrary JavaScript code in the context of a domain calling the affected
function with external parameters. - An error exists when processing SVG documents served with
a Content-Type of application/octet-stream’, can be exploited to execute arbitrary JavaScript
code in the context of a domain hosting the SVG document.

Vulnerability Detection Method

Details:Mozilla Products Multiple Vulnerabilities feb-10 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.902127

Version used: $Revision: 5394 $

References

CVE: CVE-2009-3988, CVE-2010-0160, CVE-2010-0162

BID:38289, 38285, 38288

Other:
URL:http://secunia.com/advisories/37242
URL:http://www.vupen.com/english/advisories/2010/0405
URL:http://www.mozilla.org/security/announce/2010/mfsa2010-05.html

High (CVSS: 7.5)

NVT: Oracle Java SE Multiple Vulnerabilities (Linux)

Product detection result

cpe:/a:sun:jre:1.5.0_06

Detected by Sun Java Products Version Detection (Linux) (0ID: 1.3.6.1.4.1.25623.
—1.0.800385)

Summary
This host is installed with Sun Java SE and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful attacks will allow attackers to affect confidentiality, integrity, and availability via
unknown vectors. Impact Level: Application

Solution
Solution type: VendorFix
...continues on next page ...
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Upgrade to SE 6 Update 19, JDK and JRE 5.0 Update
24, http://www.oracle.com /technology/deploy /security /critical-patch-
updates/javacpumar2010.html

Affected Software/OS
Sun Java SE version 6 Update 18, 5.0 Update 23 on Linux.

Vulnerability Insight

Multiple flaws are due to memory corruptions, buffer overflows, input validation and implemen-
tation errors in following components, - HotSpot Server, - Java Runtime Environment, - Java
Web Start, - Java Plug-in, - Java 2D, - Sound and - imagelO components

Vulnerability Detection Method

Details:0racle Java SE Multiple Vulnerabilities (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800500

Version used: $Revision: 5323 $

Product Detection Result

Product: cpe:/a:sun:jre:1.5.0_06

Method: Sun Java Products Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800385)

References

CVE: CVE-2009-3555, CVE-2010-0082, CVE-2010-0084, CVE-2010-0085, CVE-2010-0087,
—CVE-2010-0088, CVE-2010-0089, CVE-2010-0090, CVE-2010-0091, CVE-2010-0092, CVE
—-2010-0093, CVE-2010-0094, CVE-2010-0095, CVE-2010-0837, CVE-2010-0838, CVE-20
~—10-0839, CVE-2010-0840, CVE-2010-0841, CVE-2010-0842, CVE-2010-0843, CVE-2010-
—0844, CVE-2010-0845, CVE-2010-0846, CVE-2010-0847, CVE-2010-0848, CVE-2010-084
—9

BID:36935, 39085, 39093, 39094, 39068, 39081, 39095, 39091, 39096, 39090, 39088,
— 39075, 39086, 39072, 39069, 39070, 39065, 39067, 39077, 39083, 39084, 39089,
39062, 39071, 39078, 39073

Other:

URL:http://www.vupen.com/english/advisories/2010/0747
URL:http://securitytracker.com/alerts/2010/Mar/1023774.html
URL:http://wuw.oracle.com/technology/deploy/security/critical-patch-updates/j

—avacpumar2010.html

High (CVSS: 7.5)

NVT: Oracle Java SE Multiple Vulnerabilities (Linux)

Product detection result

cpe:/a:sun:jre:1.5.0_06

Detected by Sun Java Products Version Detection (Linux) (0ID: 1.3.6.1.4.1.25623.
—1.0.800385)
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Summary
This host is installed with Sun Java SE and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerability Detection Method.

Impact
Successful attacks will allow attackers to affect confidentiality, integrity, and availability via
unknown vectors. Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to SE 6 Update 19, JDK and JRE 5.0 Update
24, http://www.oracle.com /technology/deploy /security /critical-patch-

updates/javacpumar2010.html

Affected Software/OS
Sun Java SE version 6 Update 18, 5.0 Update 23 on Linux.

Vulnerability Insight

Multiple flaws are due to memory corruptions, buffer overflows, input validation and implemen-
tation errors in following components, - HotSpot Server, - Java Runtime Environment, - Java
Web Start, - Java Plug-in, - Java 2D, - Sound and - imagelO components

Vulnerability Detection Method

Details:0racle Java SE Multiple Vulnerabilities (Linux)
0ID:1.3.6.1.4.1.25623.1.0.800500

Version used: $Revision: 5323 $

Product Detection Result

Product: cpe:/a:sun:jre:1.5.0_06

Method: Sun Java Products Version Detection (Linux)
OID: 1.3.6.1.4.1.25623.1.0.800385)

References

CVE: CVE-2009-3555, CVE-2010-0082, CVE-2010-0084, CVE-2010-0085, CVE-2010-0087,
<—CVE-2010-0088, CVE-2010-0089, CVE-2010-0090, CVE-2010-0091, CVE-2010-0092, CVE
<—-2010-0093, CVE-2010-0094, CVE-2010-0095, CVE-2010-0837, CVE-2010-0838, CVE-20
—10-0839, CVE-2010-0840, CVE-2010-0841, CVE-2010-0842, CVE-2010-0843, CVE-2010-
—0844, CVE-2010-0845, CVE-2010-0846, CVE-2010-0847, CVE-2010-0848, CVE-2010-084
—9

BID:36935, 39085, 39093, 39094, 39068, 39081, 39095, 39091, 39096, 39090, 39088,
— 39075, 39086, 39072, 39069, 39070, 39065, 39067, 39077, 39083, 39084, 39089,
—39062, 39071, 39078, 39073
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Other:

URL:http://www.vupen.com/english/advisories/2010/0747
URL:http://securitytracker.com/alerts/2010/Mar/1023774.html
URL:http://www.oracle.com/technology/deploy/security/critical-patch-updates/j

—avacpumar2010.html

High (CVSS: 10.0)

NVT: OS End Of Life Detection

Summary

OS End Of Life Detection

The Operating System on the remote host has reached the end of life and should not be used
anymore

Vulnerability Detection Result

The Operating System (cpe:/o:slackware:slackware_linux:11.0) on the remote host
—has reached the end of life at 01 Feb 2012

and should not be used anymore.

See https://en.wikipedia.org/wiki/Slackware#Releases for more information.

Vulnerability Detection Method
Details:0S End Of Life Detection
0OID:1.3.6.1.4.1.25623.1.0.103674
Version used: $Revision: 5464 $

High (CVSS: 7.5)

NVT: PHP ’libgd’ Denial of Service Vulnerability (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
<592)

Summary
This host is installed with PHP and is prone to denial of service vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.6.27/7.0.12

Impact

Successfully exploiting this issue allow remote attackers to cause a denial of service, or possibly
have unspecified other impact.

Impact Level: Application
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Solution
Solution type: VendorFix
Update to PHP version 5.6.27 or 7.0.12. For updates refer to http://www.php.net

Affected Software/OS
PHP versions 5.x through 5.6.26 and 7.0.x through 7.0.11 on Linux

Vulnerability Insight
The flaw exist due to an integer overflow in the gdlmageWebpCtx function in gd webp.c in the
GD Graphics Library.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP ’1ibgd’ Denial of Service Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.809338

Version used: $Revision: 5083 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2016-7568
BID:93184

Other:

URL:http://www.php.net/ChangelLog-5.php
URL:http://www.php.net/ChangeLog-7 .php
URL:http://seclists.org/oss-sec/2016/93/639
URL:https://bugs.php.net/bug.php?id=73003

High (CVSS: 10.0)

NVT: PHP ’phar fix filepath’ Function Stack Buffer Overflow Vulnerability - Mar16 (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to stack buffer overflow vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
...continues on next page ...
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Fixed version: 5.4.43

Impact

Successfully exploiting this issue allow remote attackers to execute arbitrary code in the context
of the PHP process. Failed exploit attempts will likely crash the webserver.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to PHP version 5.4.43, or 5.5.27, or 5.6.11 or later. For updates refer to
http://www.php.net

Affected Software/OS
PHP versions before 5.4.43, 5.5.x before 5.5.27, and 5.6.x before 5.6.11 on Linux

Vulnerability Insight

Multiple flaws are due to - Inadequate boundary checks on user-supplied input by
'phar _fix_filepath’ function in ’ext/phar/phar.c’ script. - Improper validation of file pointer
in the 'phar convert to_other’ function in ’ext/phar/phar object.c’ script.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP ’phar_fix_filepath’ Function Stack Buffer Overflow Vulnerability - Mar]
..

0OID:1.3.6.1.4.1.25623.1.0.807507

Version used: $Revision: 5083 $

16 (L.

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References
CVE: CVE-2015-5590, CVE-2015-8838, CVE-2015-5589
BID:75970, 88763, 75974
Other:
URL:http://www.php.net/ChangeLog-5.php
URL:https://bugs.php.net/bug.php?id=69923

High (CVSS: 7.5)

NVT: PHP ’serialize function call’ Function Type Confusion Vulnerability - Mar16 (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)
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Summary
This host is installed with PHP and is prone to remote code execution vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.4.45

Impact

Successfully exploiting this issue allow remote attackers to execute arbitrary code in the context
of the user running the affected application. Failed exploit attempts will likely cause a denial-
of-service condition.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to PHP version 5.4.45, or 5.5.29, or 5.6.13 or later. For updates refer to
http://www.php.net

Affected Software/OS
PHP versions before 5.4.45, 5.5.x before 5.5.29, and 5.6.x before 5.6.13 on Linux

Vulnerability Insight
The flaw is due to 'SoapClient _call’ method in ’ext/soap/soap.c’ scripr does not properly
manage headers.

Vulnerability Detection Method
Get the installed version with the help of detect NVT and check the version is vulnerable or not.

—..
0OID:1.3.6.1.4.1.25623.1.0.807505
Version used: $Revision: 5083 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2015-6836

BID:76644

Other:
URL:http://www.php.net/ChangeLog-5.php
URL:https://bugs.php.net/bug.php?id=70388

Details:PHP ’serialize_function_call’ Function Type Confusion Vulnerability - Mari16

(Li.
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High (CVSS: 7.5)

NVT: PHP ’substr_replace()’ Use After Free Vulnerability

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is running PHP and is prone to Use After Free vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.3.7

Impact

Successful exploitation could allow remote attackers to execute arbitrary code in the context of
a web server. Failed attempts will likely result in denial-of-service conditions.

Impact Level: Network

Solution
Solution type: VendorFix
Upgrade to PHP version 5.3.7 or later. For updates refer to http://www.php.net/downloads.php

Affected Software/OS
PHP version 5.3.6 and prior.

Vulnerability Insight
The flaw is due to passing the same variable multiple times to the ’substr replace()’ function,
which makes the PHP to use the same pointer in three variables inside the function.

Vulnerability Detection Method

Details:PHP ’substr_replace()’ Use After Free Vulnerability
0ID:1.3.6.1.4.1.25623.1.0.902356

Version used: $Revision: 4505 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2011-1148

BID:46843

Other:
URL:http://bugs.php.net/bug.php?id=54238

...continues on next page ...




2 RESULTS PER HOST 243
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URL:http://openwall.com/lists/oss-security/2011/03/13/3

High (CVSS: 10.0)

NVT: PHP ’type confusion’ Denial of Service Vulnerability (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to denial of service vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.6.7

Impact
Successfully exploiting this issue allow remote attackers to cause a denial of service.
Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to PHP version 5.6.7 or later. For updates refer to http://www.php.net

Affected Software/OS
PHP versions prior to 5.6.7 on Linux

Vulnerability Insight
The flaw is due to ’type confusion’ issues in ’ext/soap/php _encoding.c’, ’ext/soap/php http.c’,
and ’ext/soap/soap.c’ scripts.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP ’type confusion’ Denial of Service Vulnerability (Linux)
0OID:1.3.6.1.4.1.25623.1.0.808673

Version used: $Revision: 5083 §$

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References
...continues on next page ...
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CVE: CVE-2015-4601

BID:75246

Other:
URL:http://www.php.net/ChangelLog-5.php

High (CVSS: 7.5)

NVT: PHP ’var_unserializer’ Denial of Service Vulnerability (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to denial of service vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.6.26

Impact
Successfully exploiting this issue allow remote attackers to cause a denial of service.
Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to PHP version 5.6.26, or later. For updates refer to http://www.php.net

Affected Software/OS
PHP versions prior to 5.6.26 on Linux

Vulnerability Insight
The flaw is due to improper handling of object-deserialization failures in
‘ext /standard /var _unserializer.re’ script.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP ’var_unserializer’ Denial of Service Vulnerability (Linux)
0ID:1.3.6.1.4.1.25623.1.0.809321

Version used: $Revision: 5083 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)
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References

CVE: CVE-2016-7411

BID:93009

Other:
URL:http://www.php.net/ChangeLog-5.php

High (CVSS: 10.0)

NVT: PHP 5.2.0 and Prior Versions Multiple Vulnerabilities

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary

PHP 5.2.0 and prior versions are prone to multiple security vulnerabilities. Successful exploits
could allow an attacker to write files in unauthorized locations, cause a denial-of-service condition,
and potentially execute code.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 4.4.5/5.2.1

Solution

Solution type: VendorFix

The vendor has released updates to address these issues. Contact the vendor for details on
obtaining and applying the appropriate updates.

Please see the advisories for more information.

Affected Software/OS
These issues are reported to affect PHP 4.4.4 and prior versions in the 4 branch, and 5.2.0 and
prior versions in the 5 branch other versions may also be vulnerable.

Vulnerability Detection Method

Details:PHP 5.2.0 and Prior Versions Multiple Vulnerabilities
0OID:1.3.6.1.4.1.25623.1.0.100606

Version used: $Revision: 4503 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References
...continues on next page ...
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CVE: CVE-2007-0905, CVE-2007-0906, CVE-2007-0907, CVE-2007-0908, CVE-2007-0909,
—CVE-2007-0910
BID:22496
Other:

URL:http://www.securityfocus.com/bid/22496
URL:http://support.avaya.com/elmodocs2/security/ASA-2007-136.htm
URL:http://www.php.net/ChangeLog-5.php#5.2.1
URL:http://www.php.net/releases/5_2_1.php
URL:http://support.avaya.com/elmodocs2/security/ASA-2007-101.htm
URL:http://rhn.redhat.com/errata/RHSA-2007-0076.html
URL:http://rhn.redhat.com/errata/RHSA-2007-0081.htm1#Red’20Hat%20Linux’%20Adva

—rnced},20Workstation?202.1%20for%20the),20Itanium/20Processor
URL:http://rhn.redhat.com/errata/RHSA-2007-0082.html
URL:http://rhn.redhat.com/errata/RHSA-2007-0089.html
URL:http://www.novell.com/linux/security/advisories/2007_44_php.html

High (CVSS: 7.5)

NVT: PHP < 5.2.13 Multiple Vulnerabilities

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
The remote web server has installed a PHP Version which is prone to Multiple Vulnerabilities.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.2.13

Solution
Solution type: VendorFix
Updates are available. Please see the references for details.

Affected Software/OS
PHP versions prior to 5.2.13 are affected.

Vulnerability Insight

Multiple vulnerabilities exist due to:

1. A ’safe_mode’ restriction-bypass vulnerability. Successful exploits could allow an attacker to
write session files in arbitrary directions.

2. A ’safe_mode’ restriction-bypass vulnerability. Successful exploits could allow an attacker to
access files in unauthorized locations or create files in any writable directory.

3. An unspecified security vulnerability that affects LCG entropy.
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Vulnerability Detection Method

Details:PHP < 5.2.13 Multiple Vulnerabilities
0OID:1.3.6.1.4.1.25623.1.0.100511

Version used: $Revision: 4505 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2010-1128, CVE-2010-1129
BID:38182, 38431, 38430

Other:

URL:http://www.securityfocus.com/bid/38182
URL:http://www.securityfocus.com/bid/38431
URL:http://www.securityfocus.com/bid/38430
URL:http://securityreason.com/achievement_securityalert/82
URL:http://www.php.net/releases/5_2_13.php
URL:http://www.php.net
URL:http://svn.php.net/viewvc/php/php-src/branches/PHP_5_2/ext/session/sessio

—n.c?r1=293036&r2=294272
URL:http://svn.php.net/viewvc/php/php-src/branches/PHP_5_3/ext/session/sessio
—n.c?r1=293036&r2=294272

High (CVSS: 7.5)

NVT: PHP Arbitrary Code Execution Vulnerability - Augl6é (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to arbitrary code execution vulnerability

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.5.27

Impact

Successfully exploiting this issue allow remote attackers to execute arbitrary code by triggering
a failed SplMinHeap::compare operation.
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Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to PHP version 5.5.27, or 5.6.11, or later. For updates refer to http://www.php.net

Affected Software/OS
PHP versions prior to 5.5.27 and 5.6.x before 5.6.11 on Linux.

Vulnerability Insight
The flaw is due to Use-after-free vulnerability in the ’spl ptr heap insert’ function in
‘ext /spl/spl_heap.c’.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP Arbitrary Code Execution Vulnerability - Augl6 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.808671

Version used: $Revision: 5083 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2015-4116

BID:75127

Other:
URL:http://www.php.net/ChangeLog-5.php

High (CVSS: 10.0)

NVT: PHP Denial of Service And Unspecified Vulnerabilities - 01 - Jull6 (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to denial of service and unspecified Vulnerabilities

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.5.32
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Impact

Successfully exploiting this issue allow remote attackers to cause a denial of service (heap memory
corruption) or possibly have unspecified other impact.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to PHP version 5.5.32, or 5.6.18, or 7.0.3, or later. For updates refer to
http://www.php.net

Affected Software/OS
PHP versions prior to 5.5.32, 5.6.x before 5.6.18, and 7.x before 7.0.3 on Linux

Vulnerability Insight
The flaw is due an improper handling of zero-length uncompressed data in
’ext /phar /phar _object.c’ script.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP Denial of Service And Unspecified Vulnerabilities - 01 - Jull6 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.808607

Version used: $Revision: 5083 §$

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2016-4342, CVE-2016-2554

BID:89154, 83353

Other:
URL:http://www.php.net/ChangeLog-7.php
URL:http://www.openwall.com/lists/oss-security/2016/04/28/2

High (CVSS: 7.1)

NVT: PHP Denial of Service Vulnerability - 01 - Jull6 (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
<592)

Summary

...continues on next page ...
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This host is installed with PHP and is prone to denial of service vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.5.28

Impact

Successfully exploiting this issue allow remote attackers to cause a denial of service (race condition
and heap memory corruption) by leveraging an application that performs many temporary-file
accesses.

Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to PHP version 5.5.28, or 5.6.12, or later. For updates refer to http://www.php.net

Affected Software/OS
PHP versions prior to 5.5.28 and 5.6.x before 5.6.12 on Linux

Vulnerability Insight
The flaw is due to script 'main/php open temporary file.c’ does not ensure thread safety.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP Denial of Service Vulnerability - 01 - Jull6 (Linux)
0ID:1.3.6.1.4.1.25623.1.0.808613

Version used: $Revision: 5083 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2015-8878

BID:90837

Other:
URL:http://www.php.net/ChangelLog-5.php

High (CVSS: 7.5)

NVT: PHP Directory Traversal Vulnerability - Jul16 (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
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<592)

Summary
This host is installed with PHP and is prone to Directory traversal vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.4.45

Impact

Successfully exploiting this issue allow remote attackers to read arbitrary empty directories, also
to cause a denial of service.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to PHP version 5.4.45, or 5.5.29, or 5.6.13, or later. For updates refer to
http://www.php.net

Affected Software/OS
PHP versions prior to 5.4.45, 5.5.x before 5.5.29, and 5.6.x before 5.6.13 on Linux

Vulnerability Insight

Multiple flaws are due to - An error in the 'ZipArchive::extractTo’ function in ’ext/zip/php_zip.c’
script. - The xsl ext function php function in ext/xsl/xsltprocessor.c when libxml2 is
used, does not consider the possibility of a NULL valuePop return value before proceeding
with a free operation after the principal argument loop. - Improper handling of multiple
php var unserialize calls. - Multiple use-after-free vulnerabilities.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP Directory Traversal Vulnerability - Jull6 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.808617

Version used: $Revision: 5083 §$

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References
CVE: CVE-2014-9767, CVE-2015-6834, CVE-2015-6835, CVE-2015-6837, CVE-2015-6838
BID:76652, 76649, 76733, 76734, 76738
Other:
URL:http://www.php.net/Changelog-5.php
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URL:http://wuw.openwall.com/lists/oss-security/2016/03/16/20

High (CVSS: 10.0)

NVT: PHP End Of Life Detection (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
The PHP version on the remote host has reached the end of life and should not be used anymore.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.6/7.0

Impact
An end of life version of PHP is not receiving any security updates from the vendor. Unfixed
security vulnerabilities might be leveraged by an attacker to compromise the security of this host.

Solution
Solution type: VendorFix
Update the PHP version on the remote host to a still supported version.

Affected Software/OS
PHP versions below PHP 5.6

Vulnerability Insight

Each release branch of PHP is fully supported for two years from its initial stable release. During
this period, bugs and security issues that have been reported are fixed and are released in regular
point releases.

After this two year period of active support, each branch is then supported for an additional
year for critical security issues only. Releases during this period are made on an as-needed basis:
there may be multiple point releases, or none, depending on the number of reports.

Once the three years of support are completed, the branch reaches its end of life and is no longer
supported.

Vulnerability Detection Method

Get the installed version with the help of the detect NVT and check if the version is unsupported.
Details:PHP End Of Life Detection (Linux)

0OID:1.3.6.1.4.1.25623.1.0.105889

Version used: $Revision: 5580 $

Product Detection Result
...continues on next page ...
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Product: cpe:/a:php:php:4.4.4
Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References
Other:
URL:https://secure.php.net/supported-versions.php

High (CVSS: 10.0)

NVT: PHP Heap-based buffer overflow in 'mbstring’ extension

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
<592)

Summary
The host is running PHP and is prone to Buffer Overflow vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.2.7

Impact

Successful exploitation could allow attackers to execute arbitrary code via a crafted string con-
taining an HTML entity.

Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to version 5.2.7 or later, http://www.php.net/downloads.php

Affected Software/OS
PHP version 4.3.0 to 5.2.6 on all running platform.

Vulnerability Insight
The flaw is due to error in mbfilter htmlent.c file in the mbstring extension. These can
be exploited via mb_convert encoding, mb check encoding, mb convert variables, and
mb_parse_str functions.

Vulnerability Detection Method

Details:PHP Heap-based buffer overflow in ’mbstring’ extension
0OID:1.3.6.1.4.1.25623.1.0.900185

Version used: $Revision: 4505 $
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Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2008-5557

BID:32948

Other:
URL:http://bugs.php.net/bug.php?id=45722
URL:http://archives.neohapsis.com/archives/fulldisclosure/2008-12/0477 .html

High (CVSS: 7.5)

NVT: PHP Imap Mail Compose() Function Buffer Overflow Vulnerability

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
PHP is prone to a buffer-overflow vulnerability because the application fails to perform boundary
checks before copying user-supplied data to insufficiently sized memory buffers.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 4.4.5

Impact

An attacker can exploit this issue to execute arbitrary machine code in the context of the affected
webserver. Failed exploit attempts will likely crash the webserver, denying service to legitimate
users.

Solution

Solution type: VendorFix

The vendor released PHP 4.4.5 and 5.2.1 to address this issue. Please see the references for more
information.

Affected Software/OS
This issue affects PHP versions prior to 4.4.5 and 5.2.1.

Vulnerability Detection Method

Details:PHP Imap_Mail_Compose() Function Buffer Overflow Vulnerability
0OID:1.3.6.1.4.1.25623.1.0.100600
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Version used: $Revision: 4503 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References
CVE: CVE-2007-1825
BID:23234
Other:
URL:http://www.securityfocus.com/bid/23234
URL:http://www.php-security.org/MOPB/MOPB-40-2007 .html
URL:http://www.php.net/

High (CVSS: 7.5)

NVT: PHP Interruptions and Calltime Arbitrary Code Execution Vulnerability

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
PHP is prone to a vulnerability that an attacker could exploit to execute arbitrary code with
the privileges of the user running the affected application.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: N/A

Impact
Successful exploits will compromise the application and possibly the computer.

Vulnerability Detection Method

Details:PHP Interruptions and Calltime Arbitrary Code Execution Vulnerability
0OID:1.3.6.1.4.1.25623.1.0.100252

Version used: $Revision: 4505 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)
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References
BID:35867
Other:
URL:http://www.securityfocus.com/bid/35867
URL:http://www.php.net
URL:http://www.blackhat.com/presentations/bh-usa-09/ESSER/BHUSAO09-Esser-PostE
—xploitationPHP-PAPER.pdf

High (CVSS: 7.5)

NVT: PHP Msg Receive() Memory Allocation Integer Overflow Vulnerability

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary

PHP is prone to an integer-overflow vulnerability because it fails to ensure that integer values
aren’t overrun. Attackers may exploit this issue to cause a buffer overflow and to corrupt process
memory.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 4.4.5

Impact
Exploiting this issue may allow attackers to execute arbitrary machine code in the context of the
affected application. Failed exploit attempts will likely result in a denial-of-service condition.

Solution

Solution type: VendorFix

Reports indicate that the vendor released version 4.4.5 and 5.2.1 to address this issue. Symantec
has not confirmed this. Please contact the vendor for information on obtaining and applying
fixes.

Affected Software/OS
This issue affects PHP versions prior to 4.4.5 and 5.2.1.

Vulnerability Detection Method

Details:PHP Msg_Receive() Memory Allocation Integer Overflow Vulnerability
0ID:1.3.6.1.4.1.25623.1.0.100592

Version used: $Revision: 4503 $

Product Detection Result
Product: cpe:/a:php:php:4.4.4
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Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2007-1889
BID:23236

Other:

URL:http://www.securityfocus.com/bid/23236
URL:http://www.php-security.org/MOPB/MOPB-43-2007 .html
URL:http://www.php.net/
URL:http://lists.suse.com/archive/suse-security-announce/2007-May/0007 .html

High (CVSS: 7.5)

NVT: PHP Multiple Buffer Overflow Vulnerabilities

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
PHP is prone to multiple buffer-overflow vulnerabilities.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 4.4.9

Impact

Successful exploits may allow attackers to execute arbitrary code in the context of applications
using the vulnerable PHP functions. This may result in a compromise of the underlying system.
Failed attempts may lead to a denial-of-service condition.

Solution
Solution type: VendorFix
Updates are available. Please see the references for more information.

Affected Software/OS
Versions prior to PHP 4.4.9 and PHP 5.2.8 are vulnerable.

Vulnerability Detection Method

Details:PHP Multiple Buffer Overflow Vulnerabilities
0OID:1.3.6.1.4.1.25623.1.0.100583

Version used: $Revision: 4503 $
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Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2008-3659, CVE-2008-3658
BID:30649

Other:

URL:http://wuw.securityfocus.com/bid/30649
URL:http://www.php.net/Changelog-5.php#5.2.8
URL:http://www.php.net/archive/2008.php#i1d2008-08-07-1
URL:http://www.php.net/
URL:http://support.avaya.com/elmodocs2/security/ASA-2009-161.htm

High (CVSS: 7.5)

NVT: PHP Multiple Denial of Service Vulnerabilities - 02 - Jan17 (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to multiple denial of service vulnerabilities.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.6.30

Impact

Successfully exploiting this issue allow remote attackers to cause a denial of service (memory
consumption or application crash).

Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to PHP version 5.6.30, 7.0.15 or later. For updates refer to http://www.php.net

Affected Software/OS
PHP versions before 5.6.30 and 7.0.x before 7.0.15

Vulnerability Insight
Multiple flaws are due to - A integer overflow in the phar parse pharfile function in
ext/phar/phar.c via a truncated manifest entry in a PHAR archive.
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- A off-by-one error in the phar _parse pharfile function in ext/phar/phar.c via a crafted PHAR
archive with an alias mismatch.

Vulnerability Detection Method

Get the installed version with the help of the detect NVT and check if the version is vulnerable
or not.

Details:PHP Multiple Denial of Service Vulnerabilities - 02 - Janl7 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.108054

Version used: $Revision: 5132 §$

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References
CVE: CVE-2016-10159, CVE-2016-10160
Other:
URL:http://www.php.net/ChangeLog-5.php
URL:http://www.php.net/ChangelLog-7.php

High (CVSS: 7.5)

NVT: PHP Multiple Double Free Vulnerabilities - Jan15

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to denial of service vulnerability.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.5.21/5.6.5

Impact

Successful exploitation will allow remote attackers to cause a denial of service or possibly have
unspecified other impact.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to PHP version 5.5.21 or 5.6.5 or later
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Affected Software/OS
PHP versions through 5.5.20 and 5.6.x through 5.6.4

Vulnerability Insight

Multiple flaws are due to: - Double free error in the 'zend ts hash graceful destroy’ function
in ’zend ts hash.c script in the Zend Engine in PHP. - flaw in the ’GetCode ’ function in
'gd_gif in.c’ script in GD Graphics Library (LibGD).

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP Multiple Double Free Vulnerabilities - Janlb
0ID:1.3.6.1.4.1.25623.1.0.805412

Version used: $Revision: 4498 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References
CVE: CVE-2014-9425, CVE-2014-9709
BID:71800, 73306
Other:
URL:http://securitytracker.com/id/1031479
URL:https://bugs.php.net/bug.php?id=68676

High (CVSS: 7.5)

NVT: PHP Multiple Vulnerabilities - 01 - Aprl6 (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.5.33

Impact

Successfully exploiting this issue allow remote attackers to gain access to potentially sensitive
information and conduct a denial of service (memory corruption and application crash).
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Impact Level: Application

Solution
Solution type: VendorFix
Upgrade to PHP version 5.5.33 or 5.6.19 or later. For updates refer to http://www.php.net

Affected Software/OS
PHP versions before 5.5.33, and 5.6.x before 5.6.19 on Linux

Vulnerability Insight

Multiple flaws are due to, - A use-after-free error in wddx.c script in the WDDX extension in
PHP - An error in the phar parse zipfile function in zip.c script in the PHAR extension in
PHP.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP Multiple Vulnerabilities - 01 - Apr16 (Linux)
0OID:1.3.6.1.4.1.25623.1.0.807807

Version used: $Revision: 5083 $

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References

CVE: CVE-2016-3142, CVE-2016-3141

Other:
URL:https://bugs.php.net/bug.php?id=71587
URL:https://bugs.php.net/bug.php?id=71498
URL:https://secure.php.net/Changelog-5.php

High (CVSS: 7.5)

NVT: PHP Multiple Vulnerabilities - 01 - Augl6 (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to multiple vulnerabilities.

Vulnerability Detection Result
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Installed version: 4.4.4
Fixed version: 5.5.37

Impact

Successfully exploiting this issue allow remote attackers to cause a denial of service (buffer
overflow and application crash) or possibly execute arbitrary code.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to PHP version 5.5.37, or 5.6.23, or 7.0.8, or later. For updates refer to
http://www.php.net

Affected Software/OS
PHP versions prior to 5.5.37, 5.6.x before 5.6.23, and 7.x before 7.0.8 on Linux

Vulnerability Insight

Multiple flaws are due to, - The ’php_zip.c’ script in the zip extension improperly interacts
with the unserialize implementation and garbage collection. - The php wddx process data
function in 'wddx.c’ script in the WDDX extension mishandled data in a wddx_deserialize call.
- The multiple integer overflows in 'mcrypt.c’ script in the mcrypt extension. - The double free
vulnerability in the ° php mb regex ereg replace exec’ function in ’php mbregex.c’ script
in the mbstring extension. - An integer overflow in the > gd2GetHeader’ function in ’gd gd2.c’
script in the GD Graphics Library. - An integer overflow in the ’gdImageCreate’ function in
‘gd.c’ script in the GD Graphics Library.

Vulnerability Detection Method

Get the installed version with the help of detect NVT and check the version is vulnerable or not.
Details:PHP Multiple Vulnerabilities - 01 - Augl6é (Linux)
0ID:1.3.6.1.4.1.25623.1.0.808788

Version used: $Revision: 5083 §$

Product Detection Result

Product: cpe:/a:php:php:4.4.4

Method: PHP Version Detection (Linux, local)
OID: 1.3.6.1.4.1.25623.1.0.103592)

References
CVE: CVE-2016-5773, CVE-2016-5772, CVE-2016-5769, CVE-2016-5768, CVE-2016-5766,
—CVE-2016-5767
BID:91397, 91398, 91399, 91396, 91395
Other:
URL:http://www.php.net/ChangeLog-5.php
URL:http://www.php.net/ChangeLog-7.php
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High (CVSS: 7.5)

NVT: PHP Multiple Vulnerabilities - 01 - Jul16 (Linux)

Product detection result

cpe:/a:php:php:4.4.4

Detected by PHP Version Detection (Linux, local) (0ID: 1.3.6.1.4.1.25623.1.0.103
—592)

Summary
This host is installed with PHP and is prone to multiple vulnerabilities.

Vulnerability Detection Result
Installed version: 4.4.4
Fixed version: 5.5.34

Impact

Successfully exploiting this issue allow remote attackers to cause a denial of service (buffer
overflow and application crash) or possibly execute arbitrary code.

Impact Level: Application

Solution

Solution type: VendorFix

Upgrade to PHP version 5.5.34, or 5.6.20, or 7.0.5, or later. For updates refer to
http://www.php.net

Affected Software/OS
PHP versions prior to 5.5.34, 5.6.x before 5.6.20, and 7.x before 7.0.5 on Linux

Vulnerability Insight

Multiple flaws are due to, - Multiple integer overflows in the mbfl strcut function
in ’ext/mbstring/libmbfl/mbfl/mbfilter.c’ script. - A format string vulnerability in the
php snmp error function in ’ext/snmp/snmp.c’ script. - An improper handling of "\0’ char-
acters by the 'phar analyze path’ function in ’ext/phar/phar.c’ script. - An integer overf